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ESET SMART SECURITY 6 Lol axao b 20

Home

O
ESET SMART SECURITY 6

Home i v | Maximum protection

Parental Control is not set up

Parental Control is not fully functional, because rules have not been set up for all user
accounts. Set up rules now.

Frequently used @ Run Smart scan
k& statistics S gt s3ld Tl g TOOIS L P

9 ESET Social Media S ' |
e S itage 031 medy? TOOIS a0l

Anti-theft Enabled by @yahoo.com o *
Configure Anti-[heft O gawas o3l Taoy Setup Catand

Basic overview License valid until: 4/11/2013

@ ESET Smart Security status: Protection active, no background
Jjobs using system resources
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Computer scan

a5l Gw)Ln.w Ol by g aielign Sl (g5l c‘)jddlg%dgdﬁj‘?‘@w@}f ool sl eslazul b
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a,,:,,,bsos...u,,‘x,.:,,b._ngu‘;uq;w‘,;.g,gwlo,,qos..t.
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Advanced setup

Q

Computer scan

®

Removable media scan [ - t
Scanning of USB, DVD, CD and other Q

Custom scan... © ,
Selection of scan profile and targets
to scan

Smart scan ©
Local disk scan

Repeat last scan
Date and time of the last scan:

removable media . 3/11/2013 2:23:15PM .

B Scanlogs /
# Computer sca(r"n“setup... .

(=% Computer
[=-£ Antivirus and antispyware

B Realktme. Sie systemaroteetion
=1 On .

=" Bocument protection

Removable media
(- HIPS

- Network

- Web and email

- Parental control
- Update

-3¢ Tools

- Wl User interface

oo O e O e O e O e O o

u,.”l,am,»,&,..as...t‘

CD.DVD.USB it Removable oy ;S .
o plail oSl 5T L5 @)

(oS! (gl g a8 i Oloadasd) & Coonnd Olxs gy

Smart scan
On-demand scanner setup for selected profile

ThreatSense engine parameter setup:
st ®

Sles! (oSl bldgyp & ¢ wlail .‘
Y oylads Sl glgil 51 plas & 6l Olanlas Jlo.c'.
Customu‘b”.q S| .

v] [Prode |
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Advanced setup

[=-#8 Computer

(-1 Network
(&8 Web and email
(- #¢ Parental control
- Update

-3¢ Tools

[+ User interface e s - —_

35 g Guos 5wl IN-depth scane -\
i bl olelats & )ga Sl My profile -y

SIS cenly o as 518 (Sl ax o wledas Context menu scan-Y

Ladigh g &y 5wl SMart scan -f

oSl 0590 sledilé

Smart scany Context menu scany My profile, In-depth scane - Seul g4 51 5 bl Sledas

o

.lg Optpons .I-IIIIII..
- Cleaning

ﬁ‘ Operating memory

' [¥]Boot sectors

Email files

Archives
Self-extracting archives

[¥]Runtime packers

r..-............-........-..
R R R R R R R R R R )
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(operating memory) Lo aLul>-)

S pSn 558 Sl 3590 i (Gl RAM jglaie) 0,515 Jl> 0 abadl> an 38 ol ol oyl 4o
(Boot sector) s ;lul of, (sl ,5:5-Y

Seg Sl slo asls ;o 35290 slels Y

o] slelolot

Lol 05 oad gl sledyls -0

"runtime packer"-¢

Do 0315 Jol job 4 Real time cawound ;0 8190 auls piiion Wluudgiias o

Update
otliad 5 Goa s (5 Slwian 4 bgye MBI les
O
ESET SMART SECURITY 6

Update

The virus signature database is up to date

Last successful update: 3/10/2013 8:31:05 PM
Virus signature database version: 8101 (20130310)

Product update
Installed version: 6.0.308.0 is up to date

Checkforupdates | 158! ¢35 a%uad oz Cunyl gl oo

93 N (lad petlins o5la] B9 cul 5T csln g U . |

N3l ey ad 559 ‘

ools (Advanced setup) lodid Caomd 1o Codyl Slowisd 3590 33 ydion Olxwdgs 14> g

D gukiro
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ESET SMART SECURITY 6

Computer
Real-time file system protection

Document protection
Removable media protection
HIPS

Anti-Theft

Gamer mode

Anti-Stealth protection

Enabled ~
Enabled ~
Enabled ~
Enabled ~
Enabled ~
Disabled ~
Enabled ~

Network

Personal firewall

Enabled ~

Web and email
Web access protection

Email client protection
Antispam protection
Anti-Phishing protection

Enabled ~
Enabled ~
Enabled ~
Enabled ~

Parental control
Parental control

Enabled ~

@ Product activation... '
1} Import and export settings... ‘

* Enter advanced setup... ‘

Computer -\

Real-time file system protection

@ 1) oy JUyeuST las,bs 5 2l3) abibls slaasly soles (3 a0 5,)5) bl i 5 . "real-time" cbli>
JrS ol g9 2 sl by Slaags b b ye 55155 slaslas; g ams (oo 8 oy 9550 (ssns (So8ll 957 Ll
IR

Sgius ools Advanced setup s ;o abg o Sledas jrins Slsgs

Document protection

iloe sliwl 5 cbilis jslate 44 Coond o]

Sgine o3ls Advanced setup cud s abg o olkas iy Slresss

Removable media

.3 USB,CD,DVD u:l Removable media Loy 5l cbsla>

Sgius ools Advanced setup s ;o abg o Sledass jios Slosys
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( Host-based Intrusion Prevention System ) HIPS

bd aSs aseas Sl Lol jen (6,18, Jlod g e 4ty 5l 605 oy L HIPS ail oo w13 3L 355
bt Gl Real time cbles 5l las HIPS (ool 6 ins; lo ol g o LB g 1>l Jb o slaossl g 5 o las sl

Syl eage ol Jole g o 1l b o sbbanlyd Loy o a5 cad Jlg pld G 0 ot

Sy plol bz b )5 G bawgs Jasd b HIPS cledas ol s «lodia

Jos jeaing Jele pinw dae (gjlail ol 51 Ly 095 51 gl Cladas 0 )5 Jled HIPS o5 Jus &l s taz o
D10 eanals sazme (g3lail ol 4 5L 55 HIPS s JS 00,5 Jlad a8 5,5 aalgs

ol o ol (615 Wi o5illy Slagags i o HIPS 8 558 o el 095 glbs uasilla (30,8 Jlab 1ok oo
g g3 dpogi I oyl

Anti-Theft

SleSal ) salain by il ¢ o i) 4y 02k 03 3 Al Jlall ) sea Ha B 28 w6 jlal Wk 43 Anti-Theft
=l ) QB Q)3 sa e Built-in Camera)\m&h\bw&w;;S\q:\:_»b:jsehwdu&)}g\@dw\
A AagS pSe 3l iy UG Ql 4y aS

Gamer mode

ooliiul (598 e 5 5T Sguice dlpiiin id JSiie Hlz0 (55U 50 b S oolaiwl (RamMyCpu ) wieecws ol 51 S

O 1) 5L el s 9048 (oo Lyl e (50 it § Cibila> > oyl o 4]
Anti-Stealth Protection

s 511 355 ailgs oo 45 Canl b oS g, aile STl sl sl ) eSS oz w8 o538 ol LIS
S s Oy cad Jyame o gl KS5 5l oozl b 1 LT g 0 ey Jole

Configure Anti-Theft

&y eosom Aniia U S SIS Configure Anti-Theft now s o Jsl o8 s1x (Home) Lol 4sia )2 -
o9d 5k Led

ST Mad a5 S g 0 A5 e g0 | ESEL o L calsTpassword g email Les 5l sas axio o g1 -Y
w ) lad 43S opl obsl b agjlas 995 sl was cils1 G Create new ESET account a5 51 solacal b oy las
S 5L was SSSTE o5 walgs S ESet w8 o Lol aman

(oS ol 1 | forget my password a3 wles,S (gl 8 1, 953 855m0 g 0,10 lus a5 S50 ,0)

8,lg 45l p CONFIQ amio 1o 1) 595 Clus Sledbl wlgis (55T ESEL ol ;o ACCOUNT sl § o5 JuoSS 5 am -
Al dwles ools oyl config plasl azas ail 00 )5 5 )ly gy 4y |y Sledbl slas Slaus
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Wl 03,5 sl M3 aS |, 8055 lus a4 bgy o Slasin 5 03,5 axxl e NEtPS://My.eset.com el 4 b ol -

BRVEL SR
ESET ANTI-THEFT
Sign in to your ESET Account
@ English ~
Email address: ‘@yahoo.com|
Password: LTI
or Create New Account
Forgot password?
[] Stay signed in
ESET ANTI-THEFT @Help | L hadi

A Home [M] HaDI

HADI Warning! License expires

Your ESET Smart Security license expires in 12 days. Buy
OKY¥ a new license today to make sure you are protected.

Q ESET Smart Security license expires in 12 days. Buy a m
new license to stay protected.

© status In the case of theft hit this button

t.] Activity Mark this computer as missing if you suspect that it has been lost or stolen, ESET Anti-Theft will prohibit access to all
accounts except for your Phantom Account '/ | and start taking regular camera pictures and screenshots that can be

:_ Diagnostics viewed in the Activity menu.

& T p—

# Settings — o

Test Anti-Theft

Run a quick test of Anti-Theft to see how it works. Please note that your device must be connected to the internet for the
test to work properly.

oy g oo TESTAIT ilogs| & jg 40 480 ¥ 550 10 098 (T Lo pitacs 45 (yloj e (53480 pMlel b
(Phantom ;lxs ol L fake account oG sk, 045 5 o e Lo w50 lOCEI slalSEr ol 4
Eard 59, VF S 4 lad pians MONILONING 5 0 salgs 10gIN (6 )15 Clus pl b g 3 sbwlACCOUNE)

S a1y T baze fyley ol bl as oaile 59, O lyie e (o lag &g 40 4T 0l dalgs

il ALl wyiws 53 M50 4 dilgie 095 Clu PANEl 4 by 1o ACLIVILY cand jo 95T

IP bl 2 Lo s LBl e
built-in camera;| solicw b oo 4:8,5 slpuSe
desktop« by sla- Screenshot

il oo 35l BB g oas 65l e ZIP B S &y 4 Connd ol 5o Sledbl Ygons
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https://my.eset.com/
https://my.eset.com/

Phantom Account ., » 3 5 leds poimaw (suiel Camdy ol 4 b o 55 Diagnostics s

.3l s. .9 Real account autologin

s 4o 50 &S (SlIgS 4y s iy 395 s 4 48k S pliy S agilyie 55 MESSAQRS 4 by i 5o
o0 4S5l axg5 Lolos salgs eols ioles Loty piaccns (yods DT 5l o a8 0 plo (plosl (ioles bl oo Sgdhe
33 plpli 05 walss 7)1 wyies 1 e SCb (9 3gdie TTACK i a5 0ilay 0,3 45 5 j90 50 ¢ S 59,5

2,8 By Wb ply ol 5l eslaal

b oo ... g o NOtIiCAtION Sledas: AEVICE oL Mo Slodais 4 by pe oo SEIING 5o

OB 50 353 (615 Cla 4y o o lg 5l am CanndlS 0sST ol cislesl Sygo a1y ael ol IS 0gmu aualyse ST
b outd 38lge LT oo ools s Canlys j0 aSil p e pli SO &g ool 4o asS Sl 1, Test s ;5activity

les gy 1y T Gl 51 cend aiilyis pliy cnl anl b a5 ol walys ools Gialed gl 55, 2 &
Network -v

Personal firewall

D9 (0 Loy paded slo oolo jloslaiul g Lol ool a4y jlme e 0I5 g s 5l aile firewall Jq3l
Web and Email -¥

Web access protection

ol Og 4 (o yiwd gl yo cblas

oS Jll gly slol ails, Wiy oo cailavwlio Jg canl gased JanelS G o o jlaibinl slo (S 5l ol 4 Jlasl
JEst IS5k Gillas g )90 o) 5l (slo 0aimd uigrw 5 o5 0,5 5950 (e DLl D)l Cand (pl WSl oy
3,1 (HTTPS) ooty (6,138 50, ol )| g ( HTTP) (s ol

| Dgiumo duliood O 0 (glgimo b Colw g Wilxbo a4y (o yiawd

ESET SMART SECURITY

A Access denied

Details:
Web page:

Comment: Access 1o the web page was blocked by ESET Smart Secunty. The web
page 15 on the list of websites with potentially dangerous content.

bl Jlad dlorod 4y 35 (] Sguine dpogi laiin

Sgine osls Advanced setup o s abg o Sloglas jiigy Slxeses
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Email client protection

aen a5 Smart Security ESET. Lw! <o pae lo aslip S0 3 Microsoft Outlook ;s - .5 ;1 eslazals
L aaby ol e 8L 50 slo plo oy a5 ams o plsl LHT TP AMAP MAPI POP3) ool (s yiie ol )|
) wye slo 4l p ololis 4 TreatSense Sl jgige Jawgs oo ail,l ass picy Sl slo by, don 5l ooliu
09l (oo oolaiul J...m‘ oS

Pl 25 T 4 Ol i Jae! 5l el oSl

Mozilla 5 Windows Live Mail . Windows Mail . Outlook Express . Microsoft Outlook
Thunderbird

a5 alKia ol T 50,5 58 30 o opl (Lol Cote aiS o )5 I aslip cpl (slp S o b o] 51 cdablons
‘)3""'“""’ o.)l.....ujﬁ k}‘u5)"5)'&'“" LK) 00)5 QS'LMSJA) ‘) U] aS Sl 00s ]") [nl.a.s «S.: g_’;‘jl-" ..\..io.a u.@l.’).) J.._o.»‘ ‘_g)...m.c

Antispam protection

b (o) a0l 2. cigus o 03l ( Spam Yol 2 aiwlezl sl Jasle ‘_;iﬁ.s”“&]\ Sl | oMo (3 5550 5 Y
Joile. 33515 oo JSitea ol polp jo clable 4 ANLISPAM  clili> 0.5 o 50 |y Lol Slbls )l plas 51 dus oA
A8 o 2k Lo aalye 5l e Bgoe ANtispam

Anti-phishing protection

Ogl oo oalawl 0,8 SPIN | PO ¥ PR IWESP S PO VS Y ool Sledlb| QQ”T Cawd gl el Kas
a8 Slis g ojley oo Dlxie pl e ,o cbla> 4 ESET Smart Security s Anti-phishing el

WS e Sgdumn |y G20 anseid i d lgixe £49

S0 S alem by |y 093 T a0 0y ) pbn el Colue Sid Culh 0y S w alulgsl a5 LK

ESET SMART SECURITY

A Warning: Potential phishing threat

This page is identified as a phishing page. Show URL

Phishing pages often look similar to pages of known banks or other trusted
institutions in order to acquire personal information such as usernames, passwords
or credit card details. You are not adwised to proceed to this page.

* Learn more about phishing
« This page is not a phishing page

Proceed to the site

A3l JUab Alornd 43335 2 Sgine drogi s

Parental control-¥

Jables 4 Sogs 6,50l b jole ¢ 0 aSasae 1) cpally S Cledas o, S o5l Lol 4 il 08 Jg5ke
44‘5“:).‘...»0 )l ‘_g)..fj,l? ‘Jj)l.n U"‘ RV ..\..S.\A«_ia.ful.abjlb oo )l oalawl ‘_glj.a wbjmmgb? u‘..\J)).Q
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u.u...s 4 ‘5»..)).«....).) ..\.J‘}» ) Q.n.\.ng ‘U"l)" 05)1:. w‘ C)‘B" wa)fﬁ OlSéﬁS ‘5|)J)A4A L." wl.ml.’ C;‘j;im l.i Slbo
S Caegion Jlosl aslis p3 VFe 5l i 10 900, (gai aiws |y end (i i 5l cols g Fe )

Sgdan ools Advanced setup cud ;o abg e Sledas i Slxsgs
Product activation -

O

Product Activation Type

Important! Choose an option below to activate your ESET security product. Your product must be
activated to ensure maximum protection.

O Activate using an Activation Key (recommended) Key Hleoliiwl b gl Jlad

Select this option if you purchased a retail box or have an Activation Key.

® Activate using a Username and Password © yg- § 59 3l edlaiwl b gjle

Select this option if you received a license email with your Username and Password,

SR TRE PRV @) 6|ﬁTria|Q)’nag S Jled 3

uid like t & Dt

Import and export setting—#

255 oo 5ly8 eolaiul 8,50 15 g sl colaul gl o)l Cledas 5l (6,8 lasiin Co b S o)

Sy 21, abl, G ESET Smart Security g, » oas plxl clewdasias ls auad a5 oI5 sl "export™ S5,

oo odg" XMI" L6 col 35 a5 Lz wil oo 4z sisypm o caids alnl ( alie &yso a) LKoo sl alll,

Anles (3,lg) IMPOrt Ko sla candS s 1,( €XPOrtasl s L)

export

The current configuration of ESET Smart Security can be saved to an XML |
file and restored at a later time when needed.

Import and export
(O Import settings
(® Export settings
S 0y d Jo 40 5 Ao
I D:\Update ESET Smart Security\setting smart security 6.xml | I:l

Lok || concel |

www.ParsBook.org



Import

The current configuration of ESET Smart Security can be saved to an XML
file and restored at a later time when needed.

Import and export
(® Import settings

() Export settings
File name:

| Oloakisd 0o 6y d B yaumno 3l [ |

CRSSa Blox

Enter advanced setup -V
ad yliy Oloodasd dxbo 43 09,9

O

Advanced setup

e COmpUItED The Computer section allows you to configure antivirus and antispyware settings and define
E Network advanced protection controls of your computer.
[+ Web and email
(-l Parental control Antivirus and antispyware subsection lets you configure real-time protection, document
@ Update protection, computer scan options and exdusions of files and folders.

"'x T°°'SA HIPS gives you the ability to control actions of applications and processes and prevent
[+ W8 User interface unwanted behavior.

www.ParsBook.org



O

ESET SMART SECURITY 6

Chessanesest

Log files ‘

Last record: 3/12/2013 4:40:30 PM

®
Watch activity ‘
File system, network activity

Running processes @
Reputation information powered by

ESET Live Grid

Protection statistics
Threat and spam statistics

Submit file for analysis G
Analysis in ESET's laboratory

Scheduler
Number of scheduled tasks: 6

Quarantine
Number of quarantined objects: 1

ESET Sysinspector
Number of computer status
snapshots: 0

Network connections
Network connections list

ESET Social Media Scanner

Protect your Facebook account

s Ablg3 0015 g i o o S 41 YU b 1y ,Senl (5o iy 3 51 Sy
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Log files-1

Lo Sledbl pimon g,l380 o5 4 bgsye g sloolas ) ales iy oo (100 filES)laslos ) cos sleols 51 ool L
oo 8 s yige Jlems B9, o sla colitul (gl baolas, cud wBly 45 L sges jgpe 1y oad glolid Slagags 4
b pdy plosl bl I ate) e o ooz, sl )l 531 5 (troubleshooting) as g8, 5 cluayg olobis
@ bgrye 095655 Sloglas bl baslas ) & by pe Sledbl (rizron. wiles (ood bl )5 )l Hoal 0 1, U= 5

Dl o plel sl glashas; eod LB

O
ESET SMART SECURITY 6

/E\ Home o
— Detected threats v

Detected threats

Log:

Computer scan Ti Action  User Infort A
3/9MHIPS ar... clean.. hadi\.. Event
@ Update 3/9, ar.. clean.. hadi\.. Event
3/9 Antispam protection ar.. cean.. NTA.. Event
3/98parental Control ar.. clean.. NTA.. Event
* Setup 3/9/2013°1:... Rea... - eb... ar.. clean.. hadi\.. Event
- " 3/9/2013 1:.., Rea... file C\Users\hadie6... Win32/RiskWar... clean.. hadi\.. Event
; x Tools 3/9/2013 1:... Rea... file CA\Users\hadie6... Win32/RiskWar... clean... hadi\.. Event
f 3/2/2013 9:.... HTT... file http://www fars... JS/Kryptik. AHKt... conn.. hadi\.. Threal
2/24/2013 9... Rea.. file C\Users\hadie6... avariant of MSI... delet.. hadi\.. Event
0 Help and support 2/24/20131... Rea.. file  JMAutoruninf  Win32/AutoRu.. clean.. NTA.. Event

2/24/2013 1... Rea.. file J:\SysAnti.exe avariant of Win... cean.. NTA..

2/20/20139.., Rea., file C\Users\hadie6... IRC/ClonerAQt.. delet.. hadi\.. Event
2/20/2013 9... Rea.. file C\Users\hadie6... IRC/Cloner,AQt.. delet.. hadi\.. Event
2/13/2013 1... Rea... file C\Users\hadie6... avariant of Win... delet.. hadi\.. Event
2/13/2013 1... HTT... file http://adlock.in... avariant of Win... conn.. hadi\.. Threal
2/13/20131... Rea... file C\Users\hadie6... avariant of Win... delet.. hadi\.. Event
2/10/20137... HTT.. arc.. http://totila.mih.. HTML/Scrinject... conn.. hadi\.. Threal
2/9/2013 8:... HTT... file http://www.fars... JS/Kryptik. ADZt... conn.. hadi\.. Threal
2/8/2013 8.... HTT... file http://www.fars... JS/Kryptik.ADZt... conn.. hadi\.. Threal
2/8/2013 3:.., HTT.. file http://www.fars... JS/Kryptik.ADZt... conn.. hadi\.. Threal
2/7/2013 10... HTT... file http://www.fars... JS/Kryptik,ADZt... conn.. hadi\.. Threal

2/5/2012 A Rea fila A\ lcarc\hadisf A variant nf Win dalat hadi\ Fuant M
< >
Filtering: Off

Filter...

110G el (s5ie 511, i 0y50 (slaslaz, ok L g5

oads olulid Slasags 4 by ye slaslas, cud 6 : Detected threats

By o Lk Event

Pl Sl 4 by e sloolas, cus L : Computer scan

HIPS & by o slaslas, es L : HIPS

gl Lawgs woads slulis H99 ol 5l &> oled iules : Personal firewall

900 Parental control L Web access protection L a5 la cole oy 5 cund il Filtered websites

Spam) al;,» slo Lol 4 by o 3l : Antispam protection

cplly S lawgs Jleel slensgame plu g oo jlxe b g oo Sgdmme oy Ol=aw iles : Parental control
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5,5 Jleel H1a5 5550 slo 108 a0 cpz 5 Gloj asile Sla s lgie Filter au ;3 51 oolal b

Find text:
[ |
Search in columns:
I Time, Scanner, Object, Name, Threat, Action, User, Information v |
Record types:
l Diagnostic, Informative, Warnings, Errors, Critical v |
Time period:
Not specified v From: | 3/12/2013 v[ ‘12:00:00AM z
To: | 3/12/2013 | |11:59:59PM 3
Search options
[“IMatch whole words only [ case sensitive
Enable Smart filtering
Default [ ok || cancel |

Scheduler -2
el 00l w).u LJ“'“" )‘ C)Lo.«-‘a.«.i lJ o0l 33) duola).a onj ‘5)|..\.a| o‘) 9 o pda SCheduler 4.9...‘05

Q
ESETSMART SECURITY 6

| 4 Tooks | . Scheduler

ki
., 0
ereesssssersrsirirressrrrrrsnres’

i Name | Task | Launch time | Settings

Log maintenance Log mainte... Task will be run every.. No specific setf
Regular automatic update Update. Task will be run repea... No specific setf
Automatic update after dial-up connection Update. Dial-up connectiont...  No specific sett
[ Automatic update after user logon Update. User logon (once per... No specific setf
Automatic startup file check System star... Userlogon. Task will ...
iAutomatic startup file check System star... Successful update of ...

5:30 el g, b WA ) o laghd § ol .|

4083 60  pliia 5 Siagil easisn (@)

) Ay sl 4358 8 1 dlial-upJusdt ) o Soitasi e300 (@)
S8 3509 ) pay Sl gl g .’

2 3305 5 ow startup sleltd Sila gl S ‘!

G938 ) s (38 3a oyl D) Guy startup sleditd Soila gl (S ‘y

<

Using the right mouse button will activate a context menu for the selected item.

Add...

o 3l oo (giilo ) doli pr S dilgtine (Swd W jgua Add 4 35 51 colasw! b
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Checking for latest product version

B 60,5 asbip >l -

loslas, (5045 5 2 -

startup” bl o, -Y

s w9 (Arivers, applications) wiwaw sl 8,90 50 a8 Sledbl (651 gazg JFgumsls Condg 0,55 -F
plas o sl

gaalS Sl -0

ol Slyie -7

Rl ey e 3T Sl (o) Y
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Statistics -3
4SSO 29iS e 5l b ESET Smart Security sle Jgile a0 bgs e skl sl ools 51 G815 G oaaline (sl
BRVEL R ECTN
Olo (p Sl yo Olxpd o
o)
ESET SMART SECURITY 6

File system protection
Email client protection
W Web a
mail cli

B Number of infected objects 22 (0.00 %)
& Number of cleaned objects 8 (0.00 %)
8 Number of clean objects 1039963 (100.00 %)

Total: 1039993

Scanned object: C:\Users\hadie6z\Pictures\Ashampoo Snap 6
\Ashampoo_Snap_2013.03.12_14h13m10s_006_.snapdoc

Statistics started on: 3/2/2013 9:17:32 PM
Reset

03901 3 S sl 51 solani o led '

S3n ouilys |y 42y paiumr J16 oI5k 42 45 (53,150 ules (@)
Sl 50 b 0okt yd Jaml oy ke s18,1331 05 dliwgy 45 (59190 S led ‘
Sgdins d9Lils 1,5 59 0 alsagy a5 JSleld fules ‘

Silailoly o 3T 51 e @NtISPAM azsy U ‘
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Quarantine -4

ol ¥ ol Ll o 1) eogdl Ll . sl el by, 4 00gd] Glebl 5l (5,0 andai 8 alg Lol adls,
< g arcla 3

5o le Llps oyl

903 3Ll 1) Lkl ool plgm a5 (Slej)

il ihie by 5 eyl e0gll Bl 3,5 Sy a5 be -¥

b oo as-lis aojﬂ ol Sy A o.)}ﬂ JJ[S as QS’L")_‘”

O
ESET SMART SECURITY 6

...............................

Tessassssinaniassinninnnias®

Object name Size Reason Co..

Clusers\hadiebz\esetdi{z aa i

3/9/2013 10... - 2
Quarantine...

Restore
@ Update Restore and exclude from scanning
Restore to...
# SEhp Delete from Quarantine Del
1 X 3
x Tools : Submit for analysis

< >

Using the right mouse button will activate a context menu for the selected item.

Quarantine... } [ Restore }

oS kel § s &g |y (LB easlsu a5 Sl - Quarantine
095 ddsl Jore 4y adas 3 51 L by 5, s Restore

S 0550 Jore 4y a8 51 LB ails )5, - Restore to

acdas 351 LB ls i : Delete from Quarantine

"ESET" S 18 g pgd slaylgil ¥ a0 Judow g 40358 g oy Sl BB (oliw 3 : Submit for analysis
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Watch activity -5

©)
ESET SMART SECURITY 6

12 MB

3/12/2013 10:16:55 PM

B Amount of read data
B Amount of written data

O,.m.».o ol 99 J.ch u.Jl}J o lino—)
o 5less slozJled sunlins : File system activity

Al slglesd samliws : Network activity

Lol lad (s Lod 5l 30 (yunni=¥

(BT aiBo e 59) 4l SO Glaled s Jol >
(BT el 50) aids S yigled : pgo Il
(BT ol ) 0) celw S iglod : pow el

(obo G Ll b) el S o lod 1 o)l <l
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ESET Sysinspector-6
3y50 50 G0 oMbl (55l g g Lot Pl cwy3b 4 JolS job 4 aS ol sl asls,, ESET SyslInspector
gl 2Ll g Stz e 09,5 ¢ At SVl (635 sla sl ¢ 0sd ceal slayls Jod Sl e 152
LA e 6 5Ll 5T 50 s oS s Sl )18, Slle (s a0 WIS (g0 DALl (nl 3l (o0 252 2 Sl
Olyes SubilB (nl b oS wls (si%ee dgn Yoone ©yoe slo anlip 5 Ly g)aiS S8 olarg 3 Dl b 5 1581 e

(555 652, 1,

O
ESET SMART SECURITY 6

| 4 Tools | : ESET SysInspector  :
— i :
A Home 1
[ ] & Time Comment | User Status
£3/12/2013 10:47:... hadi hadi\hadie6z Created j
Computer scan i 3

ERETETT
eereente.
—

(o]

X
»
Haekeninn

Using the right mouse button will activate a context menu for the selected item.

.............................

., o
............................
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g 4y 9,0 1580 0 5 T 51 s 0,5 )l b |, comment G g 60,5 SIS Wb Create a5 55, » ol sl
..\....Sg_i..lful.?o? .'a...uy o..\.m&l.’?u‘ d...l)f K9y 4\...»5).’ J.A.ASJ u,u.’..\...iyo

A odalie JolS &g |y g 4l OYLasl ¢ gl )0 o150 adS ailes oo 00l 5L axans (o

@  C\ProgramData\ESET\ESET Smart Security\Sysinspector\Sysinspector-HADI-130312-2247 zip - ESET SysInspector ==
ESET SYSINSPECTOR SoNER AR

Detail: Filtering: (@ mmmerrr——  Fin¢ Find: | [Fi
il: | Full v Filtering ki ind: | _\Flndr

s Name Value Status

-{Z| Important Registry Entries
! Services
- Drivers
- Critical Files
i#-(® System Scheduler Tasks
(- System Information
[#- i, File Details
1 0 About

-
»
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.,

Oliza (lghee 45 (59,150
5,5 oanliue 1, LT Jlos!

«

 Log Status

Currentlog: Sysinspector-HADI-130312-2247 xmi [Loaded-ZiP]
Private: Yes

(esi
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Runnig processes -7
pylie job 4 ESET g sas o (uled 1) jguslS (55, slo 4wy g 12! Jl> 4o sla asl,, RUNNING processes
Sledlble o)l )5 5 cdaslxe g1, ESET Smart Security.s o ol 095 59, |, oz slo (Sogll glyil el

A5 o 02l 3 ESET Live Grid sl (3 L1, Lzl Jlo o slaan] b o)90 50 380

o)
ESET SMART SECURITY 6

Running processes

ersanent

‘\ 4 Tools j

This window displays a list of running processes with additional information from ESET Live Grid.
The risk level of each is indicated, along with the number of users and time of first discovery.

Process Risk.. Numbe.. Time of disc.., = Application name

T Microsoft® Window...
Microsoft® Window..,
Microsoft® Window..,
Microsoft® Window...
Microsoft® Window...
Microsoft® Window...
Microsoft® Window..,
Adobe Acrobat Upd...
Bluetooth Software
ESET Smart Security
HP Smart Install
Malwarebytes Anti-...

[ csrss.exe

-[m |wininit.exe

-[m7services.exe

~[misass.exe

-[m7svchost.exe

....@spoolsv.exe

~[Jarmsvc.exe

- * btwdins.exe

-[mekrn.exe

~[m | hpsisvc.exe

-[m"lmbamscheduler.exe

c.—] pandoraservice.exe
teamviewer_service.exe
searchindexer.exe

- gEwmiprvse.exe

-.[niastordatamgrsvc.exe

-[m"lwinlogon.exe

~[n 7| dwm.exe

-.[n’taskhostex.exe

Trevnessner

TeamViewer
Windows® Search
Microsoft® Window...
IAStorDataSvc
Microsoft® Window..,
Microsoft® Window..,
Microsoft® Window...

o000 C000C00C00C0OCK

File: c\windows\system32\smss.exe

File size: 86.5 kB

File description: Windows Session Manager

Company name: Microsoft Corporation

File version: 6.2.9200.16384 (win8_rtm.120725-1247)
Product name: Microsoft® Windows® Operating System
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Network Connections -8
Ol$ oo Sy ol b awies | il jo g Jld oVlasl ) e wily o L « Network connections oo o

S S ) 0 )5 e aslp pled (29,5 LS T 6518

O
ESET SMART SECURITY 6

%Network connections

Application/Local P Remote IP | Pr.. | Up-. | Dow.. Sent Rec... | |

0B/s 0B/s 0B 0B
0B/s 0B/s 0B 0B
0B/s 0B/s 0B 0B
0B/s 0B/s 0B 0B
0B/s 0B/s 0B 0B
0B/s 0B/s 0B 0B
0B/s 0B/s 0B 0B
0B/s 0B/s 614B 986 B
1.8 KB/s 59.6 KB/s 27.5 KB 551.0 KB
0B/s 0B/s 6.6 KB 35.1 KB

Using the right mouse button will activate a context menu for the selected item.
Configure connection view...
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Submit file for analysis -9
DS oolitwl 435 cpl 5l ab oS oyl "ESET" slalgsl oY S b as oy ls s Sl
S o3 oo Jlo)l "ESET"4 SoSie slebls [LS o a5 sgive atwlys feosl w0l G Lo 51 Jl)| P

L ls ool nl Goob Sl ecails (28 s sla wul Jol g 4 g i Sy 4l "ESET es s
ooliiwl 5,90 "ESET" G b 5l iy oledbl 4 5L ley 40 eyol cpl Byo a5 asl atils axgi . ayle 1,8, bl

lis) Oz w35 walyss Jloyl )5 sl ond ool 3 SleMbl Fuly jo Sy Jyene Lilid ;o 1M 5 0,5 (o 18
IRCCONVE SN JU COpN UN SV 1S 5 PP PRI 1 P P O WY "ESET" 4 sooxie slelsls
) 2 > |

Submission of files to ESET

Reason for submitting the file:

| Suspicious file

File:

L Jleyl sl SeSiie Bl pro 35 aRdee ||
Contact email:

| Jeoal (59,5 35l Joxo

The contact email is sent along with suspicious files to ESET and may be used to
contact you if further details are required. Entering a contact email is optional.
You will not get a response from the vendor unless more information is

required,

Eset Social Media Scaner -10

Sy g ol o 00ls (Sgr d aiile) eloiz] sl aile, (s aabp s & S ESET Social Media Scanner
2ol ESET il c¥game ;505 51 it aslyp ol ol (o Slosags ply j0 sleiz! slo ailes, oyl )8 clablne
Eset SysRescue -11

pladl 435 o g a2 plonil | (3LaSTy 5 Sl Joe Wilgias (o950 (g ng (5T 5 el 03g)T a0 g 457 ablge 5o
gad oyl ) Sas plgie po () Cols 51 ug sl BOOT o 5 lgsg o 5l s 3Ly

Windows Automated Installation Kit (Windows AIK). &L Rescue Disk s ol Sugs csbos gl
il oo osbls BB 5 S s a8 wil cms

http://go.eset.eu/AlK

g a3l o LgL@;%%T 50 Cewl J18 g ol sed JL8 A jaaig yo CudilE ) AT
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http://go.eset.eu/AIK

Q
ESET SMART SECURITY 6

BERCTETER

Help and support

Help MNP ey sladal,
Open help

Find quick solution

Search ESET Knowledge Base

Product activation 233! £ (il Jlad
License valid until: 4/11/2013 | License type: Not for resale license

Customer Care 4l yideo 23 Dlovs

We recommend that you submit your support queries using the following forms:
@Customer Care support request (recommended)...
Customer Care support request (web form)

Latest news: www.eset.com

Additional information Slal &ledbl
About ESET Smart Security 6

Verify license validity

Threat encyclopedia

www.eset.com
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Advanced Setup 4 iy Oloutiss

©)

Advanced setup

5 4y g ks
Al unles 00l s g

The Computer section allows you to configure antivirus and antispyware settings and define
advanced protection controls of your computer.

Antivirus and antispyware subsection lets you configure real-time protection, document
protection, computer scan options and exdlusions of files and folders.

HIPS gives you the ability to control actions of applications and processes and prevent
unwanted behavior.
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Computer cwoud 4 by o Oloudiss

Antivirus and Antispyware

Q R S S S e e e e

Antivirus and antispyware
.: :’E"""Eﬁiﬁﬁ's ............................................................. N

A
kea? e We‘é;'s.&-"; profection - Enable detection of potentially unwanted applications
=1 Advanced setup

On-demand computer scan [:l Enable detection of potentially unsafe applications *

Document protection . . Enable detection of potentially suspicious applications
Startup scan
Idle-state scanning

| Exdusions - Ant-Stealth technology is a sophisticated system providing detection of dangerous
=] Removable media - programs such as rootkits, which are able to hide themselves from the operating sIstem

-‘nﬁ-ghﬁ------------------------.-----------------------.----.--.-------o,

(- HIPS
o Network ; []Enable Anti-Stealth technology
)

]. Web and email B L T T T sesenat
- @ Parental control
- Update

-3¢ Tools

- Wl User interface

(scanner options) usew! b 4y 35 -

wiwlgs U ogdlly b anli -
o Sl g 5w dolie lp a5 ol Jlo aalip b ablie ol iy a5 wiS o Jlid | wg g (T 8,51 i
S Keylogger Ly s cpl o 289 1m0 dlaz 5l iS5 ot g (caeds Sledbl CS 5o

-
oolb ogdll sl aoli py —Y-)
aaliy olaie ol ool Lastine 0,8 Lil8 L a5 Enable detection of potentially unsafe application as ;5
£y FL @Lm ‘)3‘ ‘B).t )| g_:) U“"L’ 09.0.".: g.:)5.o LY (_gl.b |)$| r:)a ) )9.14.».1: A U.A“J 09.9.‘14 g.:)}.p L as LgsLm
s gl o 4 g oo Jle plie 4wl el Wil e Ll Ss2g (J5 digd (el Cgmie o5 (slanS
23,5 o Lal H90 ol

J,Su«.o ,_slb MU){—Y’—\
(Anti-stealth) s w5 -Y

)H)o?.x."y@J‘wlbvﬂuj)mbgﬂapdbubf&aﬂ;omW&Lg)&..nm..\.pd)yyﬁx
e g2y Sl e e 5l iS5 51 esbizi b T gt a5 wiiS lgy ke i
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Real-time file system Protection

358 bLs ) g pgas Joile b aS ol aill, jo slaslas ) caled J7u8 cme 40 bl piens 51 "re@l-time"” clsla>
@ 1y (g JUynST slas,ls g (2l8) abisl> slaasly coles (1580 o5 8,18) bl eiww 5« "real-time" el
JrS ol €55 p ol bl Slayags b laipe (6SsS slaolasy 5 amd (oo )3 gy )90 (g g (o] 292 Ll
o Mg s 0y TNIEALSENSE" 5 5lis & by e olulits sla 3, 5 158l o5 J S aimn 05,108 o 30

Ll Oglite (il 00,3 sl 1 a5 Slebls 5 35390 bl b axlge ;o wly (so (IS piaa b, a5

C ESET Smart Security 2
Advanced setup

[=]- 38 Computer

: -~
On-demand computer scan Local drives 44 [VIFile open Removable media

'
H
: : " access
Document protection H Removable media %4 |V|File creation '
Startup scan [ H
: .
$ e e s?

Network drives

Idle-state scanning

‘il Exdlusions
Removable media

-5 HIPS

-l Network

-4 Web and email

+- @8 Parental control

1 Update

t- 3 Tools

-8 User interface

Q Ssearch ~ Cancel Default |

WIS 4 by o Olxs g

:""ThreatSense™ 5,9l o yg0 30 paicko syl )
] sl LS ol b, claags ololis sla i, 5l 6l acgeme 1 a5 cal sl (5,5l8 oL "ThreatSense™

], 22005 S g adg) Sleli 15 (65l ol 51 eoliial b 50 ol a4+l S iy li> 55 51 (60l ol
g ainle> ((Loias yhga Il leolatnl L) &l )5 iy cbli> o5 Gl 0,8 55 4l

Sl anll daas (gile aiges daaS (pw)n gy i goante Sleby, 5l spskd cnl po waF (lye a5 jshiles
5ol b olgn U sl ol Joe o oolisiasl (sl &b, (slomgpg awlis Sledlbl b (pimen 5 o495 L "QENETIC"
sob el ol (6,0ld pl jeige 4yl res L 8L s YU gl by cblas mhaw S 4, K0S [UST o b, ol
S50 5 (sl ably Slags 3ley ST &5 Galidl el g5050 nl 5 waled J2STy Sledlbl jl ans) paiz plojes
e 0500y 1o "TOOLKIL" L ablie o "ThreatSense” s sl 5l ol oo aSnl Koo 6. 30,5

Nty cpl ol o Jos 4 oolaiul "ESET"es 0 g5 n¥ 4 was Sluags el Cas fuiomed piaaw (ol
S5 o)l e sl bl Slemgpy anbid (SeMbl STb ay G 9 438,57 513 (B5l0 5 5 Jlod 890 Sur Slaaas
20,5 o 00933l "ESET"

"ESET oS5 colo & (Fogl & S3Sio sl Jlol jsbine & wiompms o 458,y Slaslish & (o yins gz
NS SAS setup an S g, » als oo
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(Media to scan) Sl e i 3590 lowosisT -¥
).swlf «_im.ib Q)Lb—\
s USBo s s sl absbls g JU ST slos las (26 ol o LG (sla alasl> -Y
(Network drives) ¢l asiis slag,s -¥
(Scan oN)slasy K 390 oloj 38 oSl =¥
5 (file execution)l,>! yfile creation)sl=! o file open)os 5L slo; ,o Ll bl (o8 i Ojgo
oolatul abgs o (08 Lo Sledas 5l 04d o dnogi. 25,5 o 8 (Sl 5,50 (femoveable media access)
3,5 sl e bl sl |y bl mhv 2STas 1) 350
system startup & 31 "'real-time" o Jlxs -¥
NS g0 )18 Sl )50 sy (Tl vsrg Ll 4y Ll L g olml gloj ) Lebls oolos
Sgius 1,1 (SYstem startup)aill, slal oy oyle; 51 a1 "TEAIIME" Clla>

ThreatSense ;g5 90 b yiol )b

Objects

Boot sectors
[]Runtime packers

[PRPSTRC IR ISYeE SHPPRE B e I8
330 el sl ely alfid 9 Fogil il

e wlagil i 3¥ ol wi"TUNtime packer” sl ey

| Q) Search [

#jok || Cancel || Defaut
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Option

Options

Heuristics
[l Advanced heuristics/DNA/Smart signatures
ESET Live Grid

E 3an g @

Loy g PUobid (FleMbl CSTbiaid yion (o€ 9o (S 90

4 ol FlEM! 5,51 2np pBUD 395 0uidd Hlaid 518 piweaw ESET asty
aites pine snJESET o8 5T & 1) Lo lemig g ol ool 33 o1y

| ®ok || Cancel || Defaut |

9229 SOl Sl b pul G3LuSly ok

» uS.o.lS )| o O‘?" < C}Ja.w U‘l‘ 4 ‘5».0)3*4») 9 oaslice ‘_5‘).3 . Sl LS)L‘*‘SL Z'Lla.w A 6‘)‘») "real—tlme";«bb}
S axxl,e Cleaning” cws « < "real-time file system protection”c..s s "setup..."au S g,
Cleaning

X

0 Strict dleaning 8 |

*azsana®

In this mode, the program will attempt to automatically dean or delete
infected files, If no action can be performed and a user is logged in, an
alert window with a list of available actions may be displayed. An alert
window will also be displayed if the action fails.
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Wil eSSl sla (bl aags b oojyle calises slo o5 L aS ol (gl ad,>

S8 990 53 oy oud (S ey 5l (s ablie (hg) I3l e Sl cnl pe L sl Bl e (28 i e ip90 Tl
AbgS 0 a5 S-S o0,y S lea}:)'odsﬂ BB Hogal S g plolisn wS o Jlesl [055 &jge 4y ol slulils
Qags ST as ail ails ax g Jlo pl b pee )5 el 4y 909 walem gy BB Gisled axas cly Cons (05l
aags oF b ablie gl ol o pmend L 51 Ghey b g il 039l e sl el 5T LB Sy 4o oud lolis
b pdy alesh alol wags T L 0s5 ablie il 00sd S5 purss

el 18 G5LSly 3)5e smsns (o9 Ll sla il aled o (nl o cl 655 (a2l gl o o
3 0gd o0 arogiedgn Gl 3 )5 pime Sledlbl mhaw cpl )0 0sdll Ojee 4 il (Sew aS ol 511, o8
00,5 oolatwl o9 Jlews dal i jo Hlas 090 e

Extensions
- ThreatSense engine parameter setup » IEl
e :é.;t.:ens.u;t:ns S S ..:
Options g Scan all files :
X .'-.qlgaom...-. .?Illll.a;.ﬁ;llllllillilirllldiij I II b dfo d"
£ Extensions 3 e st

fassssngEnanannns

Limits E Extension:
Other |

Add Remove

Yessassa®*
LR R BN

fssssssssssssnssnnnunn ssssnn®

-
ED Do not scan extensionless files
i

YesssssssssssssssEnssnnnnEnnunnnnnnnunnnnt

Default

Search “‘,' OK Cancel Default

il BB oT 6l sime 5 £95 ,Ske Sgmn (nl 45 Sl o5 Wiges S s sl AL, LB a auls o a5 shulen
D s 080 JIE (Sl 2 5 el gasy alal L Lebld alal 280 a3l S scan all files” a5 550 o)

2 gline (ol 4 8 40 daasic O n) o ped 3 2 5a ge (sl g 2l 03 )55 S "scan all files"4S i s
JSHOJJSJJ‘JJAA—Y

pie b g Sl Gga 1 2 A Hha 0 ge (e g 2 gie "add" s "remove” sla 4eSy ) edldiul by S Y
S adidia Sl

e Saad 58 Sl 350 Cend g b SLebls a3 ) S5 05 L-¥
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ThreatSense engine parameter setup

= Objects
Options
Cleaning

| Extensions

=
=
-=

Q) search

{le)

Advanced setup

Limits

 x
Limits
[¥] Default object settings

+ Object settings =
=

Maximum object size!
-
v

Default archive scan settings

(i)

Maxirmum scan time for object (sec, )

:.!.a‘.--...&, .-.......-...-...-...-...-...-...-.I.-...-.‘..
. — 1 -
§ Archive nesting level: = E
- .
S : j. S
* Maxirmum size of file in archive: = vi® |s
. .
-

S SN SN NSNS E NSNS NEEENEEENEEENEEEREEERssannnna”

|| Cance

B

|| Default

NS (o0 513 Gl 3550 45 Sl )3 Cudgase sbml cox

Idle-state scanning
| Exdusions
Removable media
@-E HIPS

-1 Network

- Web and email

- Parental control

]S Update

-3¢ Tools

- Wl User interface

o O e O o O o IO o O

| Q, search

S coen P aman s . . . .s .s "
=8 : Antivirus and antispyware Additional ThreatSense parameters for newly created and modified files
E’ |, Real-fims fils system PEQﬁfﬁm Runtime packers Default archive scan settings
i se
4 [] Self-extracting archives Archive nesting level:

Advanced heuristics/DNA/Smart signatures [z ximurm file size (ke

s EEEEEEE AR EEEEEENEEEREEEEEENEEEEEEEESESEEEEEEESEsSEssessEEssssssaad

Additional ThreatSense parameters for executed files

[] Advanced heuristics on file execution
B e

Lo

Advanced heuristics on executing files from removable media

| Bok

| [t [ oo

:Advanced setup -\
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225 iy (Sl 5o a3y 35 -
Gl e s ;500 35350 Sl b aslin o wil o sl |psl a5 lbls Sogl Jlus! als o a5 aiSilen
2 ogdle azm jo Ceul alie Gren 53 Wed (oo JRUS e Sl bl b el cnl el Lol s 1
bl oo Jos & ooliil 525 (ostan (oo ail Sy leds) 5l gy anled (SMbI Sl (sie (Sl sles,
el SRl 5 Slaags ded ol il ST 25
owizen o (Self—extracting files)l > sgs oas gl slo bl oSl cil oass 3 ol 1,31 a5 Slbl 5 odle
Seius plil 15 Advanced heuistics/DNA/Smart signatures"runtime packer™
0,5 Jloe! g )T slobl Sl g s wleddas ol Default archive scan setting as ;5 s sls 5 b
(Sl 550 a5 GLLB o> Cudgusme dlowl ale 5)

roulsl > sledsld gl " ThreatSense™ Juoss b yol yby -

advanced heuristics on file execution

2y 5 5 L Ll o 5o sledils (ooles 43S ol gyl S5 L

ol A Lil g o Gl e Sluls cpz cols Slolis 10,631 5l eorae Siga oyl

advanced heuristics on executing file from removable media

oo o laie fpeud 40 0 K a5 g removable Flog ol Izl s 0 sleble soled au ¥ ol og o oL
D)5 )l |,

Oglas (w929 cs“"T Gya8 bl el o a5 ol o s SO

On-demand computer scan

Advanced setup

[z Computer Selected profile:
B - Antivirus and antispyware |Smart scan v ‘ Profils... |
[~ Real-time file system protection i .

............................ On-demand scanner setup for selected profile
£ DUMErTEOrOtEEEon" == === =" . ThreatSense engine parameter setup: | ~ Setup... | ‘
Idle-state scanning

Exdusions

----- ..."Removable media Slesl (Sl g9 ol ‘

& HIPS
-1 Network

- @8 Web and email \ o)ln.& leb O&"" P'JS 2 ,_5',._' ulo.'.h.n.l JL&S'°
+- [ Parental control
]Q, UDd te A . . o

£ 8 e CUStOm b .5 i 5 yguas oS ’

- Wl User interface

Q search ok || Cancel | | Defaut |
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Advanced setup

=48 Computer

=)-£1 Antivirus and antispyware
Real time fle system pratection

On-demand computer scan )

G- HIPS
(-1 Network
(&8 Web and email
(- Parental control
- Update

-3¢ Tools

[ User interface e e =

333 g Guos 5wl IN-depth scane -\

st oy Sledats & jga Sl My profile -v

SIS caly o as 518 (Sl 4 s sleylas Context menu scan-Y
Laligh g &y Sl SMart scan -f

: O'i""‘ 3,90 slebsle
Smart scan, Context menu scany My profiles In-depth scane Sl g4 51 5 LLG cledas

)

ssssnnsnns®

Operating memory
Boot sectors

Email files

Archives
Self-extracting archives
Runtime packers

-~ Cleaning
- Extensions
L Limits
fui Other

’...........................
SN ENSEENAEERSEEREREERRRENEY
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(operating memory) Lo aLil>-)

IYUL OIS PN W) IR YONP SO (LW RAM”.E.;.A) 3,55 b o abadls a8 ool Gl ey o

O

Advanced setup

Real-time file system protection

i+~ Removable media
1 HIPS

-8 Web and email
- Parental control
H-( Update

-9 Tools

@8 User interface

(Boot sector) ;luil ol slo,5:5-¥
Sog Sl slo 4ol jo 35250 sledsls -V
NERPNAES;

oal 258 oad sl )l (slelild o
"runtime packer"-#

80 )8 Sl 3 5e 3l 4S ilaa)

Document protection

Integrate into system

ThreatSense engine parameter setup:

!

ol 3,18 Slaakiis Jloe!
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: Objects
i ol 3,18 45 gu]
[v] Archives

[] self-extracting archives AR dao )‘)‘s Us“'ﬂ S 90
[#]Runtime packers

LT

Startup scan
@

Advanced setup

-8 Computer Automatic startup file check
EIEZ Antivirus and antispyware Antivirus and antispyware protection checks files run automatically on system startup. This

i (-1 Real-time file system protection m tlse )rm on a regular basis by means of the Scheduler (e.g., after a virus signature database

ThreatSense engine parameter setup:

- Idle-state scanning
=1 Exclusions - .

- ol il s8s Antivirus ; Antispywar

oI Network WiSaw Sl 1y 12l b 50 [ERPPY

-8 Web and email = H 12 Jle 5o sleds

-l Parental control

(5 Update

-3 Tools

- User interface
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Objects

E dlb’%'llllllllll maw

— Cleaning

i Bootsecbors Wb Okl s a5 Sleesy |
Limits | Email files 3 s
o e W paSs 158 Sl 3590

Self-extracting archives
Runtime packers

Idle-state scanning

1 O

Advanced setup

E\- Computer Idle-state scanning M tS)lS"!'.' I )" OS""

=5 Antivirus and antispyware To ensure maximum protection, Idle-state scanning performs a full computer scan while your
[#)-1| Real-time file system protection computer is idle.
= On-demand computer scan 3,—-—.JL&’W‘S)&)UJB)QUL-)'M;“ﬁ‘ué;)L}&b

[¥|Enable Idle-state scanning
[]Run even if the computer i ed from battery

[[]Enable logging
ThreatSense engine par:

-5 HIPS
-l Network Idle state detection settings
-4 Web and email

7 #i) Parental control Ml‘u“’)ﬁ)'t‘b)"u*’ubvlus..‘l‘
Jg User interface log ao; Jw .

s o o5t lanis Yoot (@)
WS Sl & gy aS Sl pala "

| &oc || cancel || efout |
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Advanced setup

Idle state detection
Antivirus and antispyware Start idle-state scanning if computer is in selected state(s):
~ Real-time file system protection
On-demand computer scan Screen saver
‘ Document protection e bk
| Startup scan
- Idle-state scanning User logoff
~ Exdusions
Removable media
HIPS
-4 Web and email
- Parental control
]@ Update
=% Tools
i Log files
Proxy server
Quarantine
ESET Live Grid
System updates
Diagnostics
Alerts and notifications,
- Idle state detection

0929 ST 4 BB Sy g5l sloiel
0355 Judgd 035 0l 8,5 asgli i 1y bl (ugng T €51 35 b 25 o ye sl ol B e 4 bl
20,8 Joe 5 Sl on Sl Gab WL S 0ol glp bl (oo og g (BT g

ESETSMART SECURITY 6

Maximum protection
RESS

Parental Control is not set up
= Set up rules now
= More information

® Block network
@ Temporarily disable protection

"® Temporarily disable firewall

Advanced setup...
Log files
Open ESET Smart Security 6
Reset window layout
Activate your product...
About ,
G e
Customize... 24
4 =
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e
ESET SMART SECURITY 6

Quarantine

05jed name | Size Reason

\Users\hadie6z\Eset4dUpdGen\esetdund... 668160 Win32/RiskWare.HackAV.l..,
Quarantine...

Restore

Restore and exclude from scanning

Restore to...

£

Delete from Quarantine

Submit for analysis

( 1

Using the right mouse button will activate a context menu for the selected item.

Quarantine... ] ‘ Restore }

el gy KT & JB S0 guon 8

ESET Smart Security IEN ¢
Advanced setup

An exdusion can be entered as a path to an existing folder or file. You can also use wildcards
*and ?. More information about the format of exdusions.

Exdlusion:
+C:\Users\hadie6z\Eset4UpdGen \eset4updgen.exe

Antivirus and antispyware
£ Real-time file system protection
-1 On-demand computer scan

Starmp scan

= Remov
HIPS

-1 Network

-4 Web and email
-l Parental control
J@ Update

-3 Tools

- User interface

E Document protection

I Q, search

(- |, AppData

(-{z), Cookies
- j, Cyberiink

P Favnnh:e

ﬁl

I {#). Application Data

FLLEEN

Sessssanssanan

@: «

Quarantine... Restore

Remove

[ & i
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Removable media

O

Advanced setup

-8 Computer Removable media
-1+ Antivirus and antispyware [¥] Action to take after inserting removable media
- Real-time file system protection z
£ On-demand oompuberp;can lSlow S cpiaos
1 Document protection " REMOVADIE hedia blocking
] Startup scan [¥]Removable media blocking rules
= Idle-state scanning
=
i
twork
&8 Web and emai wl wbURemovable Jilwy 0,5 Jeog 5l ow b oSl &5 > u—w.
- fi Parental control
- Update
-3 Tools 3,5 Jas 1, Removable Jilug ol 435 ol 050, ,|a.:._._st,.

- Wl User interface

©)

Advanced setup

Removable media
[¥] Action to take after inserting removable media

-WM User interface
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Wb dwo L | oSwl g 4y 35 Removable fslug Jog 31 )
Bl ol et 4 (55l AT s Sy (g e any S Al

ESETSMART SECURITY 6 x

|
; “ New device detected
i

USB | A\
=» Scan now

‘ =» Scan later
= Setup...

| [ ] Always use the selected option

2:59 PM

3/9/2013

Computer scan WX
A computer scan has been started

2:58 PM

3/9/2013

Removable media ;o ;5 48 4y \b

C ESET Smart Security ? RS
Advanced setup
|
ccDde (]
=-#8 Computer Removable media S
- Antivirus and antispyware Action to take after inserting removable media =
| Real-time file system protection P 2
| On-demand computer scan l Scan options b ‘ rv——————
| Document protection Removable media blocking P Lol 2
i Startp Scant [VIRemavable media blogking rues.......... .
T s | i

Web and email Rules define blockir Device
{# Parental control [V] Device type: IUSE
& Update Category S ser

Serial number:
¥ Tools |
[+ W8 User interface [Jvendor:
[IModel:
["IModel version:

["IMedia size:

Rights
() Deny access () Read (®) Read and write

] Populate with connected device parameters... |

Edit Delete OK Cancel

Using the right mouse button will activate a context menu for the selected item.

‘ Gﬂ er Quarantine... 7
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)5 (B

New filter

Device

Device type: |USB v,
[]vendor:

[Imodel:

["IModel version:

[ IMedia size: < v |0 B v

Rights
(") Deny access ()Read (®) Read and write

e L L T
.

lPopdahewiﬂ'!mcteddevioeparameters... |

-
.

I ——

» IEM
User
|Add||Remove|
ok || cancel |

I
:

0,5 Jloel Hl5 390 alwg a1 1) p3¥ Sl ogamo (lginn (gum alo po yo-Y

o3dae 13 8 ls0 Jalls n iy 3
Oilgs Lid

g 9 oiles
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Device User

[VIDevice type: |USB vi

[V] Serial number: | 0000000000002523 J

[¥] vendor: General

[¥]Model: USB Flash Disk

["IModel version:

[V Media size: = v |8019643000 |B v ’

 Righs et

¢ (O Deny access ()Read (®) Read and write : Add I Remove I

YesssssssssssssEssEEsEEENEEENEENENERRENEERRERERERunanunaY ................:

|Popdatewithoomecheddevioeparameha's... EL oK ' Cancel l
"-.-.--.-.-.-...

( Host-based Intrusion Prevention System ) HIPS

©)

Advanced setup

[=)- 4% Computer

Antivirus and antispyware HIPS oo Jld
-~ Real-time file system protection s Z 3
1 On-demand computer scan 293 5l gl RS Jlad

Document protection bbb LU LU EECLE L L LT DR L L TRV LL LI T LI LI
-1~ Startup scan
<=1 Idle-state scanning I Atomatemodaaath rdes =i
= Exdusions
[ Removable media Order of evaluation: rules, allow

i enoyaein

} - Advanced setup
- Network
[+)-&§ Web and email

- Parental control

5@ Update Rule editor
x Tools Rules detgrme which applications will be granted access to which files, parts of registry or
[ User interface other applications.

Notify about learning mode expirationin 14 days.

(HIPS) ¢ylijmo y1 (sidimo 395 31 (5 b poiammas
b aSed panis el b olien (6)18) Jolo g e 4ty 5l 6 s L HIPS sl (o W% (3L 5y
L6 o5l Real time cbla> 5l las HIPS .cudl s, glo odS g o L 5 1> b o slaasl b o ol lp

S)ls oage gl Jole piaws o Lal Jl> o laail)d Loy o)l g s Jlg pls G ¢ godinnw

89 plosl Wb 4z b p)l5 SO g lass wb HIPS cladas ol s« laia

Jos jeanng Jele piusw saome (gilail ol 51 ey 095 51 gl Cladas o ST Jled HIPS o5 Jbd ol s tas g
55 SipaselS a5l ol 4 3L 55 HIPS s JS 0.8 JUsb ot 5,8 anlys
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Advanced setup
HIPS
Enable HIPS
Enable Self-defense
@ :
-4 Web and email E .
(- Parental control E Automatic mode with rules H
-9 Update : [Interactive mode ;
-3 Tools E Policy-based mode .
[+ 48 User interface i |Learning mode :
Rule editor
Rules determine which applications will be granted access to which files, parts of registry or
other applications.
Configure rules...
Notify about learning mode expirationin 14 days.
[Q search \ [ ok || cancel || Defaut

2ols plwil 5l ke 51 (S 50 Olg (o 1y LS

ot el Loy i 5l cdablne 45 o0 iy i 8,190 jo0 <> oplhe s AUtomatic mode with rules
IRECIN Sy PER SN S

Dgds 48,5 o5l gl 5l anl 3 18 gl g Sgdae plowil )5 e b la IS wles <l ol o : INteractive mode
0,5 Sgdume Olg3 (oo |y Caml ot i ya5 988 o Lawgs |, Sllee : Policy-based mode

bl ulgd. ol oud slml Joe ,o 5l am a5 cul 0aeld G g Jlad Lilhes (s S0l <> 4o Learning mode

9 S Syga a5 0lsd Cuglsl 55 mb 1) 09 Caglel Lol gl (g oacld Kaulng jo Wlg oo Sl (nl 55 00
adie Wil oads sboul Solegs! Cll> (o colaiwl 090 (puiled b

0,90 el ley ClldS 5l ey a8 so JLad 1) el (650l slajs, ol 4 gam WS S 6,50k el Sl L

00,5 b8 5 5uled lei oo el plod Sloj 0,90 aS0l 5 s el 55,V F ST ley Gawcenl Jled 8 (6. 850L Sl
2,5 Swlpg 1) alize sl >
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®©

Advanced setup

@- Computer

Rules and zones
IDS and advanced options
Learning mode

Cher
Personal firewall
Filtering mode
}iALEomatic mode - v/

The Personal firewall will automatically evaluate all network communications. This will allow
all standard outgoing connections and block all non-initiated incoming connections. This
mode is suitable for most users.

Application modification detection
System integration
Connection view

(-4 Web and email
[+ Parental control Firewall user profiles
(- Update The Personal firewall behavior can be guickly altered using profiles, Custom rules can be set
[#-9¢ Tools to be applied in particular profiles.
[+)-- W8 User interface Selected profile:
‘ No profile v Profiles...
Q search ‘ Bok || cancel | | Defaut |

Y oylouds 4y by o Wlxmdgd

: ¢)|.> 2929 J‘g).g‘lé ‘5|).g ‘5)|5 <dls O
Sl Gl cdl cplsjlas ()T jo o 55 50,8 Joe Silogil & yga Jlg plb Il ol ,o AULOMAtic mode

ol nnlie carily anils Sl 8 51 ol iy 4 L3 (9 5 ol g Ll eolitil dies o gz 5 oS

ColP oo omimen Suilegil cl> p ogdle :AUtOmMatic mode with exceptions (user-defined rules)
2,5 ALl )8 lawgs (gl (o8 ,law Cga saelsE

JrS slime a0 opl iS (gon S o)l g |y Jlg pls b ass o ojl] 0,1 a0 a3 ol : INteractive mode
S &5 (Sl izen 098 (o0 Jlgw ) 51 LU 65180 e sl Sl Gl jo sl (oo (Sws O g Il oS
&l oygle 0y, al walgs ools yioles aSliil Ll 5 s (sl oy5bome 0oy SO 09 olulil HglB aas LLS)
0P8 e olge 4 lys oo ) BLSST S, b olal (65 el Grigren o (oo | LU0, b ol o (ple aniS
A dalgs Sgdme b jlre g45 cpl slean] jo Slbls,l soles a5 dgei iy o5 Jlg s (sl sy

Gy o5l LT ay spam eils S L )5 Lawsgs a5 L3152 olbls | ples 0,5 a5l : Policy-based mode
S8 ool el Dbl | 4y loade (piled oy pai L B ams o ojlal (gl a8 > 1015 4y s (] als dalgs ools bl
A dalg> dgaus Jlgpl lawgi g 0o osls aseis asinl [0 Glbls )l seled g wins

o )lyd )5 4 Bl o (sl g 05h (o0 (S Jlgld bawg Slegil &y50 4 wlbls)l sl : Learning mode

g (00 0818 gl oolaiul 050 D yes g £

Ll g ol 18 2 (s ;)5 a0 (palig haid g ol 5L (29,5 9 (899,9 Dlbls )| (ales )15 cll> (ol jo :yludin

Dgds a0l
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Rules and zones

O

Advanced setup

Rules and zones
Trusted zone
A Trusted zone is a group of computers to which this computer is visible. An example of a
Trusted zone is a home or office network.
["]Do not display dialog with Trusted zone settings when changes in the network adapter
earning mode settings are detected (e.g., change of IP address)
Application modification detection
- Sy ez son @]
Connection view
& Web and email Zone and rule editor

- g P:;j ental control Rules define how the Personal firewall handles incoming and outgoing network connections.
£ Update

H--3 Tools Setup... Q
- W User interface -

Display information about application;

Information displayed in the rule editor g

Description

Rules to display:

User and predefined rules

Kt Jlad Slaslais 5 (S el oo oudas AUtomatic mode cll> o Jlgpls 31 a5

)9 ools asetd aSid jgulel Gleddass jo Sloss a5 Sl oleiel 0,50 (55 Slowdais b gl oygloe H0lS ioles pas-)

(2 ! et Jlio Glgie 4
(L (Sl asils SO (B yme Mio)lod yigunalS plio b (551,80 S (ol AUl lgie 0 4Ll S (5520

Rule Siolpg o oledbl ioles -F
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Subnet selection

The current Trusted zone is affected by several active authentication zones. Select the
authentication zone for which you want to change the protection mode.

If several active zones use the same subnet, it is enough to set either zone as "Allow sharing”
in order for the subnet to be set as trusted.

Name Subnet Mode

DnsIp:192.168.1.1_hadin... Subnet: 192.1. ... Strict protection

.mﬂm}?z&ﬁ&}ll&am“.si‘br'ﬂi.]-ﬁeu;n.".---.u.ﬁmmqmn-‘
E hadinetwork Subnet: 192. 10 Strict protection .

Computer protection mode in the network

Choose the desired protection mode of your computer in the network:

4 () Public network
Select this option if you are connecting to a public Wi-Fi, e.q. at a cafe, atan
airport or in a hotel. The public mode makes your computer invisible to other

computers in the network.

‘-= (® Home/work network
‘l. tm= Choose this mode if you are connecting at home or at work. In this mode, your
computer will be visible to other computers in the network.

Zone details:
hadinetwork ...
Subnet: 192. NN N

Advanced settings...}
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LSS zyAutomatic Mode edls 51 gy Jlgpld asl (y9ild S (s bw gl 1ylosin

8¢5 5L New Rule 0,0 B oS SLUISNEW (g4, ol

Rules | Zones

Rules define how the firewall will handle network communication. Rules can allow or deny particular applications, remote computers and
specific ports communication. For more information about rules, dick here!

Toadle detailed view of all rules Display rules used in the profile: |AI

Application /Rule Trusted zone in Trusted zone out  Internetin
i#-Rules with no application assigned = Specific = Specific = Specific
~~ Host Process for Windows Services Specrﬁc Specific ifi
[#-[n |Windows Logon User Interface Host i

[n"]Services and Controller app

[n"Local Security Authority Process
[+-[a"|Windows Logon Application
[+-System

Host Process for Windows Services
Microsoft Corporation

6.2.9200.16384 (win8_rtm, 120725-1247)
svchost.exe

© Microsoft Corporation. All rights reserved.

Edit Delete {Del)

General | Local | Remote

General information about rule
Name: | 0B Gl b (aan

vt
seon

Protocol: |TCP&UDP | | Select protocal..

Profile: | For every

Additional action
[JLog [] Notify user

General: Direction: Both Action: Deny Protocol: TCP & UDP Profile: For ey

Remote side: For every
Local side: For every
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105l oo 25 8l 4 Jels a5 Jlesl Cusgama g9 Ol cy : Action
AsK) oS JIgw b (Allow)yols o3> b (Deny) ask, oo 4S5k

o ools JWil g45 e : Protocol
(ekly ann 1y bl for every) ogs >l o1 jo g8 a5 Ly, ol : Profile
2,5 4 el : Notify usr

slas : Log

Remove

Application

|99 Jloel 51 59y (90 4 (5l Aol y prani |

General: Direction: Both Action: Deny Protocol: TCP & UDP Profile: For ey
Remote side: For every
Local side: For every

dod O yg9 QO)SJ aslsl O ygo )o)o); ‘50)‘)5 oolawl S)90 o0l ub&a‘ 4.4[;).’ Jawj.a as (5"'@‘)9‘ ) : Local Port

(050 (oo Jlosl Lo 55
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| Add IPv4 address | v |

| Addzone |

Remove

General: Direction: Both Action: Deny Protocol: TCP & UDP  Profile: For ey
Remote side: For every

Localside:  For every

<« I >

JrsS Gl IP e uyol 5l cand G g5 (oo Cmizma 0Bl (o0 Sy 590 oy 51 S 5550 50 SMb] (gl a5 5 (4]

- Oged i ya5 593 ol
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Zones

You can create your own groups of remote computers with specific rules set for network communication behavior.

Name Description Address Modified
Trusted zone IP: 127.0.  ; IPv6: ::1; IPv6 subnet: £00:: [

Addresses exdu...

Addresses notifi...

Addresses exdu...

DNS Servers IP: 192,168, ; IPv6: ~ - ; IPv6:...

Local addresses IP: 127.0.0.°  2: 192.168.1.4; IPv6: ::1; IPV6...

Automatically g...  Subnet 192.1

DnsIp:192.%0".... Automatically g... Subnet 192.:§8.7 /255.255.255.0 2013/03/12 17:...
DnsIp:192. . ... Automatically ... Subnet169.Z I J/255.255.255.0;Subnet... 2013/03/1217:...
192.168.0. Automatically g... Subnet 192.1° ( /255.255,255.0 2013/03/12 17:...
DnsIp:192.90°.... Automatically g... Subnet 192,318 f255,255.255.0 2013/03/12 17:...
Automatically g...  Subnet 192.1 ! .} 255.255.255.0 2013/03/12 17:...

/ 255.255.255.0 2013/03/12 17:...

Automatically g... Subnet 192,180 .0 / 255.255.255.0 2013/03/12 17:...

Created/Modified

Edit | |Delete (Del) |

psiia |y ddlie Cosn Bidual g aSd u")‘ﬂ G Dlorps g cdilaio b aly oo (Zones)dilaie Slewdas o o
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IDS and advanced option

O

Advanced setup

[#-#8 Computer IDS and advanced options
B- ﬁ Network

RUlES ANAINES vannnnnnnnnnnn,
IDSandadvanoedopbms H

Ambmmodlﬁcahondemon LA AR R R R R RN
System integration

- Parental control
- Update

-3¢ Tools

-4 User interface

oanis glp aS ams e |y b i, S ld e an S oSy s ol>! L 40 IDS and advanced options
Learning mode
bl Learning Mode cdl> jo Jlg b sl by 4y 35 o9 Jled gl 1y loiin

©)

Advanced setup

-8 Computer Learning mode ilido HI5 gy SO L Wilgi 0 bli,)l g9

& Network Communication type 3 &y 51,8 o3 licul & ilg8 slaws! g
290 oiled sy
E’ - Personal firewall Eadltypeofconmucahmenuseadffermtpohcyforceahng rules.
i Rules and zones
; h_msmad“wwms_"' Inbound traffic from the Trusted zone v|

Learning mode
.

lcahonmoﬁca""a%"'. Rule creation policy P -

| System integration Vocd U'“"" ‘)La'?-' )‘S (8.3 D)
- Connection view
- . Web and email [[JAdd local port
t- i Parental control Add application
]0 Update
J’-( ;‘”'5_ . Remote 099 1y 5l s
e [} Add remote port

[] Add remote TP address / Trusted zone

Maximurm number of different rules for an application: | 3

If the number of rules created for an application exceeds this limit, they will be replaced with
a more general rule,

Notify about learning mode expiration in days.

| Bok || conce
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Application modification detection
| @

Advanced setup

-4 Computer Detect modification of network-aware applications

=B Vi Nfetwork [¥]Enable detection of application modifications
E Pers:n'aelsﬁre;vall [¥] Allow modification, of signed (trusted) applicati
ules and zones
IDS and advanced options bt ofappicalicos from ing:
T e e

: 53 3 Oyl andidd (3,5 Jlad
i = 'gy'g‘:éﬁfiﬁ{éé;a%...."---..-..'.
[ Connection view and oo 0jlal asli p (olaeb! o) ol Ol pauii &
-4 Web and email
t- @ Parental control
H- {9 Update
t-9¢ Tools
t- W8 User interface

1 4ol p Ol juadd' sl

4ol 03,5 aslol

H
-
:
L

e

Advanced setup

System integration
Here you can adjust the level of personal firewall integration with the operating system. The
personal firewall provides complete protection only with this option set to "All features active™.
Rules and zones
IDS and advanced options
Learning mode
Anriication.medification.detection, ,
} System integration H
Lhepanmmzpaassszeererersasananand
v 4 Web and email
- @ Parental control
& Update

- Tools B e

oMl User interface s+ Personal firewall module
- ]:] Postpone Personal firewall module update until a computer restart

L R T PR T )

S Prrssssssssessssanse

SEssssssnsss

D9 (5 35 50 iz ol j0 Wilsi -0 ESET Smart Security Jlg » 6-)

FoalS Slasiue Jd 5,8 i b a ] Gl g ol ax LSO MlS g 16 <> ! 4o : All features active
P ool ansS pl oS J 1y an 38 pl 4 04h e drogi 99h Juate gl 4 b S5 4l SO el 18 Ll
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Slagags Lol el oo ax LS, aSlts Glbls )| alawly g piasw ;0 oased Jlg 6 : Personal firewall is inactive
55 (oo )8 (s 3590

HTTP, HTTPS, POP3, IMAP) 133l 6 5 sla IS4, oSl Lisw Lais : Only scan application protocols
el Jled (

Ded oo Jlab e JulS sk Jls 016 : Personal firewall is completely disabled
D313 (o0 2925 4 39 duzme (5Iil ol ) Hgapels 4 (Sloj B 1) Jlg 8 JoSle (Slwyie Y

System integration

{te}

Advanced setup

-8 Computer ¥ Connection view setup
-1 Network g Resolve host names
= Pf's:::sﬁ;:"d"i'lnes ¢ [¥]only show TCP protocol connections

B S— + [¥]show connections with open ports on which the computer is listening
| Learning mode Also show connections within the computer
| Application modification detection
W AYSEEDIRgrAtAN v a

=

"Web and email
Parental control

IP B jo @048 0 00ls ol DNS LB jo aslts sla ool ples (1Sl &,90 40 : Resolve host names

Qe oo ol ;TCP S5y, wlbls,)l lgss cwd ol : Only show TCP protocol connections

Lis 4385 ol ol : Show connections with open ports on which the computer is listening

ol Jlail (ly Satie 5 00,5 5L 1) S sy Sy s Lol 08,5 3525 bl gt 3Ty pile Sl s a5 LS |

s S5 598 ol 5l S «olbls )l s a5 opl wlsesl : Also show connection within the computer

9 oo oiels NOSE10CAl sl & 45 005 o oles |, e
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Advanced setup

R LS S L Ao Hic Web nd com o= ton tows cfia v of
- web dient protection and address management

- email dient protection and antispam protection

- respective web and email network protocols

Email cient integration - secured versions of web and email network protocols.

IMAP, IMAPS

POP3, POP3S

Antispam protection

Exduded applications
Exduded IP addresses

Trusted certificates
Exduded certificates
-~ Anti-Phishing protection

e A T e e e

ental control

I T T
B

[ex )

| Q search

s oS w595 sl hel aili ) o il wlavlie. sl gated sl JgaslS 6l o luslbnl o S 5l co il 4 Jlasl
5 o5t b Bl o5 ol el (555 005 &1 (g Sllim Slolais 15 85 IS e &) Sl 005 i e
QB o 58 il g 45a0 3590 1y (69,9 sle asl wles ThreatSense sloas |

Email client protection

O

Advanced setup

Email client protection

I Network ThreatSense engine parameter setup:

/Rl ) T

: Aerts and notfcatons

Emai dienfs —— Append tag messages to received and read email:
Email dient integration ]To infected email only vl

IMAP, IMAPS
POP3, POP3S Append note to the subject of received and read infected email

E] = Antispam protection Append tag messages to sent email: a
v

- Web access protection :
Protocol filtering ITo infected email only

- Anti-Phishing protection Append note to the subject of sent infected email
t-- @ Parental control S |
75 Update Template added to the subject of infected email:

13 Tools ] [virus %VIRUSNAME%]
-8 User interface

www.ParsBook.org



s Gnd ansid sla by, (oSl Glaal alex 51 T an S (sl ThreatSense ais i, cladas 4 o o,lg=)

opf g S SL

98 (o0 pj Sl Jold a5 SuileS 5 (L0 Slekeoa) 4 conz iy slo ol Ceng Y

Do sod Bl Loyl med 4 oz 0 sl : Never

DS )8 950 ¢ il ods asidie O yBee 58l 0 5 gl lgie 4 aS ) slesls Lo : To infected email only
S e 4Ll ol Sl slekios] plod 4 1) o v sl sl 4ol : T all scanned email

S5s 513,85l Joasl £5050 4 00501 Jrail i 8,5 il ¥

o)l slekenl & oz Glooly Congn-F

oyl 6l Jeosl 550 4 0090 Lol Jlaia 555 adlal -8

Email clients

" Advanced setup

- Computer
-8 Network
B. W_Eb and email Received email
& Sent email
Read email

srsssssssssssaw,

: [VIRepeat scan after update
+ [¥] Accept scan results from other modules

DS oo ) Sl 3590 o5 oledeeal )

@ ool JESFY 050 Bi Jaash V.0 15 plnl o ) Jolis 45).0 .55 plowil o0g)l Juws! (53, » a5 olodl -Y
(0.59.|T LQLQ"‘"-’T ddg o JGsl -F ouls Bi> LgLe,o.’L.f‘ g

(bl slo Jsile 500 51 oSl mlid (58 ,000) p9o an38 (CanyT b s 5l o (Sl )1S5) Jgl az ;s =Y
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Email client integration

O

Advanced setup

- Computer

- Network

=4 Web and email

| Email dlient protection :

+ [V]Integrate into Windows Live Mail

+ [¥]Integrate into Mozilla Thunderbird (version 5 and older)

S T L T T R I A T Y]
Spedial settings

[ pisable checking upon inbox content change

esssssstetiTEcIssssssesnnny

.
.
.
.
L]

Web access protection
| Protocol filtering
Anti-Phishing protection
-l Parental control
7-(% Update
-3¢ Tools
t-- Wl User interface

Microsoft Outlook, Outlook Express, Windows Mail ! sla,l58l 05 b g5le a> ,LSo -
Windows Live Mail and Mozilla Thunderbird

Jroal (69959 Bgaro s 5osS sl gy 52,5 Jb e =Y
Byl8 SLE wued axlge piiw o g 0S5 L Jaosl )58 0 5 LS b 0 Lot aSlile a3 0yl
IMAP , IMAPS
0

Advanced setup

(-8 Computer

- Network

-8 Web and email
-~/ Email client protection
Bl diite Ports used by IMAP protocol:

[143

IMAP, IMAPS
POP3, POP3S
Antispam protection

) Do not use IMAPS protocol checking
(®) Use IMAPS procotol checking for selected ports

-4 Parental control
0 Update

x Tools

-8 User interface

Ports used by IMAPS protocol:

wssssssssssssa
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IMAP S5, 50 sslital 3,90 @90 ol g (IMAP) 5500 ol @ (g yiws JS595 00,8 Jud =)
JS-’jj’ S oolazwl Sy90 u)y s.:l.‘?h.s‘ 9 IMAPS JSJng r&w‘ u\); JL:S ).:.c lJ JL!S -y

POP3, POP3S

® ESET Smart Security » IEN
Advanced setup Cher

(-4 Computer e
(-1 Network i POP3 scanner setup :
-8 Wet;:}ndl Zmai'lt = + [V]Enable POP3 protocol checking @ '
[=-E Email dient protection ] . H

B Email dieats : Pgrti tised by POP3 protocol £separated by a comma): 3 ok

Email dient integration |10 ‘ :

JARLIMARS. ... . e e e e S e e e e e e 4

..... POP3, POPZS . & E'ﬁbb':’.’s's'c'a'ﬁng"s'e'ﬁ'"'""'""'""""""""'"""""""""""""":

& Antispam protection ! POP3S filtering mode :

Web access protection : ¥ H

; Protocol filtering : () Do not use POP3S checking :

‘.= Anti-Phishing protection : (®) Use POP3S protocol checking for selected ports :

[ @ Parental control : :
& Update : Ports used by POP3S protocol: :
-3 Tools i 995 ‘ :
[ W8 User interface E E

Q, search | Bok | Cencel || Default |

ol Jros] 005 1S gy 4l p ST 50 Jes) Sl )l yo (gl ooliinl 890 JSTg, (2 5 00 S POP3 S5y, -9
D oo 0liiwl 005 18 gy Jes! 38,5 L5 10 e JS5g ol 5l cbsla> 1, ESET Smart Security

00,8 Sz el b aladle 13 T 51 ey 5 Siorn (65l o]y i (Il ol i 4o Ssg3 sl a4y clili> gile ol
o (B Gl sob 4 0o plonil Lol 0038 g 5l 0me (500,80 4 5Ls (9 5 095 15k 4 POP3 IS5,
S Dyg ojled pgil Djgo yo 0,5 Aldl pa ]y s (bl sle ©s Glsie (Jy il V0 Sg (55, 2 Sl
2,8 laz o 5l LS alews 4 il 1) 500

JSJBJ" Lgoouﬁ.u‘ 0)9.0 u)y g.él.?h."s POP3S JS-’B)J ).Aiw‘ u.); Jlﬁ)...c LleJlﬁ —Y
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)

Advanced setup

[#-#8 Computer

-1 Network

=& Web and email

- Email dlient protection

Email dients

Email dient integration
IMAP, IMAPS
EOPS.PQPAS..........:
Antispam protection

ot i iy ik Lt
#--1=1 Web access protection

#-1=1 Protocol filtering

Anti-Phishing protection

t- i Parental control

- Update

t-- 3¢ Tools

- W8 User interface

&-

=

r—

o IO o IO o IO e

| Q. search

ESET Smart Security

AR PO s e s e v s nnnnnnnnnn s

5 Message processing

! [V]Add text to email subject: }7 [SPAM]

¢ [VIMove messages to spam folder
: [Juse the folder:
5 []Mark spam messages as read
5 Mark reclassified messages as unread

& (O write only redassified messages and messages marked as SPAM

() write all messages

-
g H
Start email dient antispam protection automatically H
F :
:
H
H

E Allow advanced antispam scan

Antispam Protection

¢

| ®ok || cancel || Defaut |

A G (p—a—u}‘) d.ola)).@ w‘ Gi._;”..S.Il o..)U@LJ)‘ u)lim.a u.i).af)).a )| ‘_;.s as .bj...u <° od...al.a P—A—u}‘ M‘j}l.l le.{b VL'M‘
S JSio ol gl yo cdadle 4 ESET Smart Security .ol sols olais! sgsu 1y Juosl @lbls )l ples 5 s yo

S SaS ] (bl 45 e g 4l ye Sl el (5399 Bgake 0,5 2kd 4 Antispam Jgsle .S

J.:LQ 03 “—"'.’.)"jg)“:‘:")‘ w)é] wb‘fwlyl.’ Lng J...Q.g“ L,’_:L..)L..w dh‘yhdﬁb))bwd‘))w"ly| )‘ t.':’i’
G a0 5095 &y 90 a0 Lo (wled Cncd e o o yol plod el (obow ) sl (5l (o y0T § (Aptios Cn) slael

ANLISPAM (sl Lows b ooty il 1o sl play el Loos) ply olss 5l iy slolits (gl oslinal 550 Lol o,

LS G530 5 Sgtas Sl (5,3 4y yamie sla s, ;K0 5 aris b p sl s lel diaign (5T (58 eply i L)

.a\jliwluls})@ra%&ilﬂﬁ..\;f@w

(ply i3l ») Message processing-)

Al oads (g adb el (ylgie 4 a5 Sla Jeas] Egoge 4 e o 0,5 adlal : Add text to email subject

il oo laslis o 10258 iy

Ay 4 2,8 L yeb 4 aaly,m slels il Jbs auS opl a5 e : Move messages to spam folder

A aelgs e atwlyzl sla o

sl S Lasgs odd iy a5 Adigy S by asliy e Jlaml gl ansS ol s Use the folder

oa oilyz slosls Hlgie 4 il sl plo (6,135 cdle : Mark spam messages as read
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orl 50) e ga aib o 3l oais suily: sl ply (5,138 cwdle : Mark reclassified messages as unread
ol ylgie 4y cdgil Wil oads asia’ SL" lgre a o 9 «Ndg odd (g ab asliy e lgie 4y aS Sleely >

(0 dulem ools yioles oais

(4ol )y i 43 399 u) SPam score logging-¥

Ao o olais! o 4 el sud ply (Sl o o ANtiSpam g

Sy aalgx J Antispam  cbli> gleolas, ;s 0,05 sla Jgbo : DO NOt write

Loy 4035 ol 5l eolaxal L 2 Wrrite only reclassified messages and messages marked as SPAM
ey 0 p0 Wl o atde 4elij ;e plgie 4 45 ol plo 4 aslsie

28,5 annlys 4sly s o peie laslas, o la ply aen ¢ Write all messages

Start email client antispam protection automatically-¥

Jeosl o 005 15 gy (sl ANLISPAM cbili> Slogil £9,5

antispam  as o 8 0,5 Jlé : Allow advanced antispam control

adgi g antispam lo cobld [iolsl cel g ai salgs sgbls antispam sl uolus 43S ol 5o,5 s S b

Address books

@ ESET Smart Security ?
Advanced setup Cer
& Computer R U s e -
[+ Network + [] Allow global address lists : :
=8 Web anc_i er_nall ) + [v] Allow user address lists g
- Email dient protection S g e T
Emaﬂd?ents - E--A-JJ{O-agér‘éWﬁi-téﬁs-t-audu-);n-a-ﬁc-ak-y-----------------------n-----------------------:
Email dient integration * [V] Add addresses from address book H
| IMAP, IMAPS : :
~[- POP3, POP3S & [V]Add recipient addresses from outgoing messages :
=-E], Anfispamprotection, ... . ¢ [¥]Add addresses from messages redassified as NOT spam :
& Address books Bocussesssasisnnissnssonssaossnsssssacssissansanssinssssisssicsnsssnssonssnnnt
[] We‘bacc;sspfoted]on E--A-d-d-&;L;é;-;a}é;‘ha;‘;ilggsa&;&-aaIiy- lllllllllllllllllllllllllllllllllllllllll l:
@ Protocol filtering - : :
_____ Anti-Phishing protection E [¥] Add addresses from own accounts @ :
(- Parental control : .
- Update L L LI L L L L L L L LT LI LTI T TTIT T T
[#-9¢ Tools
[+ %8 User interface
| O, search ' | ®ok || Cancel | | Defaut |

Sz sl ol cnjpd 4 o5l - allow global address list

2 Slow o1 s g3 4 0511 @llOw user address list
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oyl 4z 80 5l w0l 0,5 Lol :add addresses from list address book
o sl plo 5lens 1S ol oS adlsl - add recipient addresses from outgoing messages

sazme (o ainbs slels 5l wyol y8,5 Lol :add addresses from messages reclassified as not spam

POV IOV DY
365 sleslsT 5l wyol o5 asdlsl - add addresses from own accounts

Web access protection

® ESET Smart Security ? IS
Advanced setup
-4 Computer Web access protection
'—! Network ThreatSense engine parameter setup: | Setup...
-8 Web and email e
J#ai Emal dientprotection, ., B el
- 438l Glashll dadua 43 39 )9
Threatsense
| Protocol filtering
Anti-Phishing protection
[ Parental control
- Update
-3¢ Tools
[+ W& User interface
\Q Search ‘ ‘ @0!( H Cancel | ‘ Default ‘

Sl oS m595 sl shel ailu o il wlavlie. sl gated s JgaslS (6l o luslbnl o Ty 5l co il 4 Jlasl
6).‘5 °)‘?r‘l‘)‘)3‘ |°)" U"‘ | 6)5].5 usd.\‘sw).u.ubga.]o‘.e} k_JLoa-laaj)\b woJ..Jou...wa\.'wl W) J.td.u u):u
Ao o )3 g g 4 8490 1y (699,59 slo sl wles ThreatSense slass ;)
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Advanced setup

[#--#8 Computer

E]---’i Network

(=& Web and email

(- Email client protection

ek access protacion. ...,
HTTP, HTTPS .

+-- = Protocol filtering

£ Anti-Phishing protection
[+ #¥ Parental control

@& Update

[#-9¢ Tools

[+--#8 User interface

‘ Q, search

HTTP, HTTPS

ESET Smart Security ? IES
Cher
D e e
» HTTP scanner setup

E Ports used by HTTP protocol (separated by a comma):

i |80, 8080, 3128

HTTPS filtering mode
() Do not use HTTPS protocol checking
(®) Use HTTPS protocol checking for selected ports

Ports used by HTTPS protocol:
443

| Bok || Cancel | | Defaut |

D2 s el gl sm 5y 85 sled alin ow bl JES "web access protection” Lol S

o) "HTTP IS 53 ¢l 8 el

(80, 8080 , 3128 uoj.s ) LSLQ‘)B") JS"ﬁ)" » oolaiwl Sy90 O yg g_;l?p.a‘ 9 HTTP JS;BJJ J"S‘“‘“‘ u«b; Jl.!ﬁ—‘

Jgajj.: S salasu! 0)9.9 C:)y ul.‘?u.a‘ 9 HTTPS JSJ5).: )...i..;‘ ub; JL:.B )_:.c L’ JL:B—T

(443 5,5 G &, HTTPS JSSg, 0 coliiwl 0,90 &y0-Y
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URL address managment

®

ESET Smart Security ? RIS
Advanced setup Cer

-8 Computer URL address management  JRL (sl d) S uda
'§ Network Using URL address/mask lists, you can specify which addresses will be blocked, allowed or
=@ Web and email exduded from checking. Particular lists are grouped by type.

= Email dient protection 1List of addresses excluded from filtering v l \ Lists...

(=)= Web access protection

R [] Allow access only to URL addresses in the list of allowed addresses

Address list

£~ Protocol fitering List active [[]Notify when applying address from the list

i1 Anti-Phishing protection ,—|
[+ Parental control = -
- Update —
-3 Tools "
[+ W User interface :;'w - 12

*soft98.ir= 3 T s
- ‘ txt @ld jo URL el J) 8 8 s
* s Tt
URL (8.8 4dla) ) 4 g il
‘ Add... |V‘ ‘ Edit... I ‘ Remove |v; ‘ Export... I

’ Q, search | |

#ok || cancel || Defauit |

s ogine 6,5 el ¥ Jols URL (slow ol o s
Oy slaaS Llod )X 2l 5l 2, sla wyol cwd @ List of addresses excluded from filtering-1
(355 (505 )18 (owyp 9590

e (slos 0T cuncd ¢ List of allowed addresses-2

Cond 0l 50 S92 90 Sloisli owyiws 511815 sgame sloww ol cancd @ List of blocked addresses-3
(WS (oo 555>

o3l lais 435 -l 5 L : Allow access only to URL addresses in the list of allowed addresses
A dilgS Sgdume bl iy g 0l ales 00ls e slo Lwyol cend JOURL slo oyol 4y o yiws

393> g0 Comad (43,5 Jled (sl : List active

Cond Slgsyol 5l ooliinl plin jo lw, el : Notify when applying address from the list
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ool Sl Glaie a4 colw S (0,5 3L
8590 ol pb oo 3L o,z 4o, i SIS @A 4 55 o5, URL address management o o ,o )15 ol sl
25,5 3,lg *s0ft98.ir* &g byl

Enter a mask for URL address ? RS

Enter a mask that specifies a URL address. The mask can contain arbitrary
characters and wildcards '* and '?', For instance, the mask "*x?” denotes any
address with '’ as the last but one character.

Accepted prefixes in entered URL are “http://", "https://" and “fip://". To
exclude, the whele domain, enter itin the form **domain.com™”,

1 *soft9s.ir> : |

ok || Cancel |

)bﬁ R \))5.4 o._)).?bo LSLDJS .)PB bl L®) 6.»,....4.) L)LQ) ).) KH PR .3)|5"EXC|Uded" w]e‘S )-b as ‘) g_g'l'ef“’)‘ﬂ

Protocol filtering

® ESET Smart Security ?
Advanced setup Cer
(#-M8 Computer Protocol filtering
(- Network The Personal firewall allows you to filter the data transmitted through the POP3, IMAP and
[_3. Web and email HTTP application protocols, employing the ThreatSense scanning technology.

[~ Email dient protection
El Web access protection
... mdmmwmt sla d":'-’# d‘-"‘): U"L‘: *"i)g &) O d"’-‘ Cgea d
Protocolfitering | ; HTTP(S), POP3(S) and IMAP(S)

[v] Enable application protocol content filtering

& - . -
| Exduded IP addresses G () (49 S U'u‘ S h""J"
| m-E ssL
Bk Anti-Phishing protection
[ Parental control
(-9 Update
- % Tools
()-8 User interface
| Q search | &ok || Cancel | | Default
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Advanced setup

Computer
& Network
=] Web and email

HTTP, HTTPS
URL address management
Protocol filterin

SSL
.. Anti-Phishing protection
-8 Parental control
- Update
t--3 Tools
H-- Wl User interface

’ Q, search

Excluded applications

ESET Smart Security

Applications excduded from protocol filtering
Selected applications will be excuded from protocol filtering (HTTP, POP3):

B8 c:\Program Files\Adobe \Reader 11.0\Reader\AcroRd32.exe
O @C:\Drogram Files\Ashampoo\Ashampoo Snap 6\ashsnap.exe
J C:Program Files\Common Files\Java\Java Update\jusched.exe
& D C:\Program Files\Daum\PotPlayer \PotPlayerMini.exe

O 14 C:\Program Files\Driver-Soft\DriverGenius\DriverGenius.exe
[[] @ c:\Program Files\ESET\ESET Smart Security\equi.exe

CE=c: \Program Files\ESET\ESET Smart Security\ekrn.exe

| OC:\Program Files\ESET\ESET Smart Security\SysInspector.exe
[ OC:\Drogram Files\Google\Google Talk\googletalk.exe

0 gm C:\Program Files\HideIPPrivacy \HideIPPrivacy.exe

O IE]C:\Program Files\HP\HPLaserJetService \HPLaserJetService.exe
O OC: \Program Files\Internet Download Manager \IDMan.exe

O gc:wrogram Files\Internet Explorerjexplore.exe

| é}c:\"rogram Files\Java\jre7\bin\java.exe

m @]C: \Program Files\Java\jre7\bin\javaw.exe

] mc:\Program Files\Malwarebytes' Anti-Malware\mbam.exe

<

[ha ]

| & || cnce

| | Defaut |

asi s (HTTP/POP3/IMAP ) LL3 I 058 bl cancd 5o 1, Ll a5t b b alsyy bL3 1 glaioms (omsy s B3 (10

Cyeodan g ol ALl (g awli o (gl o falid 4y 35 (ol 1 Sgionn Ao gi . Dgu g0l gy 1 oS gy 0als Sl glo

Advanced setup

B Computer
Network
Web and email
! Email client protection
| Web access protection
Protocol filtering
- Excluded. annlications. . oo v.eo,
Exduded IP addresses H

'§§L"'""""'"""""

Anti-Phishing protection

’ Q) search

g oslaswl

Excluded IP addresses

ESET Smart Security 2|
Cher
Addresses exduded from protocol filtering
Selected IP addresses will be exduded from protocol filtering (HTTP, POP3):
l Add IPv4 address | v | Remove
| ®ok || cancel || Defaut
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Lo 4035 ool 31 0gih (o0 dwo gl 090 o oy 2 Dlags (gl sas Ll slo w0l (HTTP/POP3/IMAP )
S oliiw! dlace! o8 g oo iUl sl yoT (sl

o) ESET Smart Security ?
Advanced setup CEer
[#--88 Computer SSL protocol checking
- Network Configuration of protocals encapsulated n 83 protoc e, ‘4
-8 Web am; Zmai' i SSL protocol filtering mode :
[#-= Email dient protection 5 - H
[#- Web access protection E (g) Always scan S5 protocol - E
= Protocol filtering + () Ask about non-visited sites (exdusions can be set) '
: Exduded applications ' (7)Do not scan SSL protocol :
FXAHdsA 1. aidesses P e vt 3
HiSx o .S's":éerhf'ic.a.h'e's H E Apply created exceptions based on certificates 3 :
b Trusted certificates + || Block encrypted communication utilizing the obsolete protocol SSL v2 :
£y Exduded certificates R R R e SR e R R R e, S H
Anti-Phishing protection
[+ Parental control
[+ Update
(-9 Tools
[+--#8 User interface
| Q search | ®ok || Cancel || Default

DS ey |y SSL JSSg, 50 00 jgame sla JSGgp aslyie L ESET Smart Security ;1 solaw! b
Y o ol Wlxws gy

cbli> Slbls )l 3 4 SSLsas cislxe lbls )l ples oSl (sl 435 onl ol : Always scan SSL protocol
0355 o Sl sl alialss g oad

& 0y9lme 0y (alial alsS L)SSL L oo cdablne cole G )y Luis S1: Ask about non-visited sites
aly> B> Sl 51aS SSL sl dalinlss 5l cand G ol gl 1) L <l ol dgiams ools tulede (0,5 Sl
Y WO PR WS

A aslgss Sl SSLalbls ) 438 opl wobxil & ,g0 40 : DO NOt scan SSL protocol
Y o loud lensgd

s dolialsS wlal  Lial sl clgs> o : AppPly created exceptions based on certificates

Sl Sl sl olezel LB g ond Bis slo aslialsS 10 wad asiv sl Cusg e 5l oolitiuw] Cuond 3,5 Jlad
SSL

: Block encrypted communication utilizing the obsolete protocol SSL v2

SSL V2 ijj' lJ W) 6)&]0) Jal.a.s)‘ L)'))S QQM
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Trusted certificates

® ESET Smart Security ?
Advanced setup D B
|
List of certificates marked as trusted 5
The validity of some certificates cannot be verified using the Trusted Root Certification
=@ Web and email Authorities store. As a result, the list contains certificates that you marked as trusted.
~ Email dient protection
| Web access protection . . " :
Protocol filtering Name Certificate issuer  Certificate subject ‘
| Exduded applications ren mmaasd CN=r 'r, OU=Central Organization, 0=l .,
. Exduded IP addresses reglom 3= CN=2 1 -, OU=Central Organization, O=" -
SSL
CorfcateS, s ven e nnnas
LT A
: ~ Exduded certificates !
“[=1 Anti-Phishing protection
[#-{§§ Parental control
#-{9 Update
-9 Tools
[+]- W8 User interface
< >
Remove Show
| Q search \ | ®ok || cancel || Defaut |

WS G yo dlosiel BB ol aolowlgs 51 o )l Conad SO uilgh (o0 Lol Cound o9l 50

Excluded certificates

@ ESET Smart Security
Advanced setup
List of certificates whose SSL communication will be exduded from content scan
If a server certificate utilizing encrypted SSL connection is listed below, the content filtering of
Web and email the data transferred over an encrypted channel will not be performed.
-+ Email client protection Name Certificate issuer  Certificate subject
| Web access protection T _———— e =S
Protocol filtering s g S i E-sheaaSual am, CN=w!ine e, OU=M¢
| Exduded applications
| Exduded IP addresses
o ssL
-1 Certificates
. orusted certificates
Exduded certificates H
Anh-ﬂhﬁﬁ:ﬁ'g'ﬁr' spsnenessesennad
[+ Parental control
- Update
-9 Tools
[+ 48 User interface
sLawl S  do Lu.h' ; - 2
Remove Show
| Q search ’ | ®ok || cancel || Defaut

www.ParsBook.org



Anti-phishing protection

) ESET Smart Security ?
l Advanced setup
[z 8 Computer Anti-Phishing protection
. Network Anti-Phishing protects you from attempts to acquire information such as usernames, passwords
& Web and email or credit card details by masquerading as a trustworthy website.
[#-= Email dient protection
~[= Web access protection [V]Enable Anti-Phishing protection Siadaad il o Cbilis gjlw Jlad
Protocol filtering o sl o <
| Exduded applications Reparta 2z
Exduded IP addresses
SSL
£ Certificates
- Trusted certificates
eemsnnnnesaie. XOUded certificates
= Anti-Phishing protecton &
[J---ﬂ'P%Fe'ﬁﬁ'caﬁirb1"""""""
- Update
-9 Tools
[+)-- WM User interface
]QSearch | Bjok || Cancel || Defait
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Parental Control cwwsd 4 bes o wlonkess

O

Advanced setup

(-8 Computer
-l Network
[+ @@ Web and email

- Parental control

O

Advanced setup

()-8 Computer
-l Network
(-8 Web and email

~ Categories
| Exceptions
- Update
% Tools
(- M User interface

Parental control

The Parental control allows you to configure parental control settings, which provide parents
with.aut:ornated tools to help protect their children and set restrictions for using devices and

services

i[¥] Integrate into system
-
-

P nlly 5 5,8 Jlab el b Jlad

Parental Control

Username
hadie6z
Administrator
Guest

b Jlas! cager pimmpes (SUAIST (33,5 JUab yud 9 JUod

e 1) ) 8 G (lgiae Gl g &35 5l esliial b

Domain
hadi
hadi
hadi
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Categories

Advanced setup

)Bi 3,90 ﬁ)b‘ calst olxl

7). Account:
@ Network hadi.Guest

&8 Web and email O L T T T E T T T

Parental control

[“Inot Categorized A
[INot Resolved :
[¥]Email & SMS

[¥|Entertainment

[¥|Fashion & Beauty

[ W User interface [V|Fitness & Recreation Wizgamns 9 W jeme Jlesl

[V|Health & Medical

[¥]1nformation Technology & o
Maps Ol yla;u‘ ﬁ)lf 6',3
[VINews

[¥]Government & Institutions

[V]wikis

[¥]Business Services

[V]Content Servers

[VIFile Downloading

[W]™, Chats & Forums

[V]30bs &Properties

[VINudity

[F1Darrastinn 2 Canrt

o

#oKk || cancel || Defaut

Exceptions

e ESET Smart Security » IES
Advanced setup CHer ;

, P 2390 )5 ol

# hadi.Guest vii

e asesssasasEsssEsASESASASASESASASASERASASASESASASAsEEssEsssEEssEREEEs -

R Excepti
@Upd’a'hé""""""

% Tools

URL exception
A3 y90 ol (43,5 3,1y

095 Jas

ool ejla!

|QSearch I ®0K ll Cancel II Default
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Update ceoud 4 by o wlondiss

s ogdae Sl g0 Jolds Sloyg el gblas mhaw JiSlas 4 olows o ol b e jelie gl iy
(i Syl 4kl lemwg g awlbits (GFleMbl SSb (Sl yj9 )
(1380 p 5 A (Gl )i I38l o5 lil JobS (Glwyi9 =¥

pr kol soie 0 d9>ge UPHALE" 4L 3T (59, » el (BT 153l 05 Slyiep Cardg 390 40 Sledbl S (gl
3 g sl by Slews pg amliss Sledbl SSb ol g 1581 05 xd ases 5l el & le @ledbl )l S SIS 58

2l (oo )l o (Slaygi kS pas b g
e
ESET SMART SECURITY 6
Update
The virus signature database is up to date ©

Last successful update: 3/10/2013 &:31:05 PM
Virus signature database version: 8101 (20130310)

Product update
Installed version: 6.0.308.0 is up to date

Check for updates | 51331 p .y 4 Wy oyl (gl (o)
929 B (b enilind oylet] Gige cumyl o y5 T sl g 0,6 ‘ |

M3l ey A=d (55 ‘ '
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Update cwowsd 4 bgs po loaiss

Advanced setup :

[~ Computer Selected profile:

(-1 Network | My profile v| | Profies...

(+-4 Web and email = ) =

G- Parental control :_L_Jpx_d_a;e__s_ep;qgs_fgr_ggl_e_cge_qugf_ﬂg________.___________"_____________________________.

-, Update + Username: Password: .
:" ..""""E s | EAV-8’ | sesssccsee .
Srrmmemnanssasmesssnesd T L o O O T L L L T L

-3¢ Tools (®) Regular update () Prerelease update

[#)-- W User interface

Advanced update setup: | Setup...
Clear update cache: | Clear
["]Do not display notification about successful update °

Q, Search ; Cancel | Default |

password s username -s,5 sy oo\
update «s i Sledas-Y
update Cache o,5 SL-Y

D9 (o 031 taled B CanT s Koo 43S ol o8 s S ¥

@@ﬂw‘wai sl u»)é] oelo b as og u.')b] ww]&ﬁgbwkgw R Lséﬁ)lf)‘lé *deo

el 00 i UPAALE SEIVEN cand aseus oyl 10 Jg 8,500 (5395 unlind o]

‘e r sy

Slorjon wnld plml Caa SPUS lo a5 Sleckas jlsaxie Slu)ien Slekilyn bl b aslys (oo (12
S il 03505 il 9095 ol yem aibly (59, 2 1) IR 5 a5 (Sl ln by gg cnl sloml %yl Jee 4 oslinal
ST 5 a5 (oo ot ;500 alali 4 sl alas 1 Lasls () )5 g8 cnl oyl Sledass o S e ol 550 5 i
wulp b e (Lhe g LS ile oS Slayien Ry o QB o) by Slekas (e s Sl
b e g ngy (Sl )ien

9y 2 4 ol 2 G Oy Sl )l sad Dbl Ll Sibls"selected profile”ssgsil s
SUs"profiles..."aaSs g5, p ol (B wax by p o obml jelaie 4 sl snss 5 oMy profile”as ;3
Fsyy S olml plo 5w tled cod oz Blsy sl s (oU ol 5l G 5 28 2 1)"addL a8 s g 008
"COPY Settings oxigil syie 5l eolizal L1, 05250 slebilsy 51 o y2 & bgsye Slolats b 05 alys ol wpur
Ao )15 soliiul 050 g 00905 5 from profile™
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&l oy 5 ol plal L. asles SIS setup...

w)o-

>

: Update mode § HTTP Proxy | LAN |

Selected profile:
I My profile v |
Profile list
Profile name = IL'
My profile Remove
ok || cancel

"aeS s S 2 Sl ggélf gS;L“)}Sﬂ 4.2.9}....3.: s_JLQ.:.Ia.J odaliw S
2wl (Update mode). "HTTP proxy" . "LAN" Slu,js, <l sl ssl> 45 598 oo 5k

""update mode"" &y yw

Program component update

() Never update program components

() Always update program components

(®) Ask before downloading program components

Restart after program component upgrade

() Never restart computer

(®) Offer computer restart if necessary

() If necessary, restart computer without notifying

Update file size
[[] Ask before downloading update

Ask if an update file is greater than

[] Regulary check for latest product version

"program component update*

aid bagye Y38l a5 6 izl Sleyien bas cal ol 4T Jold Ceend ol j0 99250 Sledo

) o le a5 s )lo s9g a3 4w "Program component update”

MNPl e slizt Glwyjap pas-)
NP ey gl (FKhor (lwyjen-Y
NP P syl oghils 8y90 5o p,l8 3l el l-Y
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""restart after program component upgrade™

JoB pge 4 asilet 0nd e5mldgile B 05 S suzme (3l o) s U el @Y 1581 53 sl (Slayie 51 o
20,18 0929 p a5 4w TEStart after program component upgrade” cus jo. sile, plxil 4 1, 895 cinllsg

ably saze g3lil ol pas-)

S Doz 5o Akl sazme g3lail o) ey slgriy LY

) A L3 el e 3ls Dge 0wkl sasme (g3lasl ol (Y

Update file size

8,5 wal,d 1y 0gkils 5l 8« coml oghly e Cosgame SO Glgie Coomd (ol 5o
LS 8)90 ez 50,5 8)lg b g oo Jled eoll8 -l Ask before downloading update au 5 0,5 Jls 5L

\)31)‘0 6‘1.' )))15 )| ...\....JL' )—A—A-M-A—’ W) .))‘3 )LAM )l wu\JT o~ )l )f‘ as J&w u.uh .)3...4 < JLA.C‘ wéjm U"‘ KB J:>‘5

05»: <° 4..\.5; a)‘l_'.>‘
Regulary check for latest product version

e g0 plamil )38l e 5 o adad gl gy plaie Hoka 40T cpl G057l SIS

UProxy™ ;g

’ Advanced setup

(®) Do not use proxy server

* Il

Update mode * HTTP Proxy i LAN

() Use global proxy server settings

() Connection through a proxy server

3128

Cancel

o]

99290 S 4y 35

(global) slot "ProXy™ s s wlogtiis 3l oliuul-)
"Proxy’ g 3l eslaiwl puse-Y

UProXy™ se s Sy @ yb 5l Jlail-y
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Slealats o iy "ProXy SErver'cuaud o "Proxy" s con,So 4 by e sle auiS 5l Jal 4 3F bkl b

el aples Jae 4 oolitwl asd iy
D9 o5 oolitwl "PrOXY" jg 1w gen 5l ped iy 3F Ll L

Slaglais ooy 30 45 50 Ol 37 PIOXY" j 0 S 51 Gloyione slp )5 a5 09 (oo oolinal oy pgw 4y 35
ol 4 by Sledbl )5 Wb L el sl oplples b oo ooliiul ol 03,5 a8l e aid i
abgs po sloals jo 1) lag 0 PASSWOrd 4 USEINAME ;L & g0 10 o bls)l &g w0l ales 5" PIOXY" 55 0

A 0l

"LAN" 4 4 JLas]

| Update mode | HTTP Proxy § LAN "_g

Connect to LAN as
(®) System account (default)
() Current user

(7 Specified user
Usemame: Password:

[] Disconnect from server after update \

Syeinse @lad bl jl oyl 5l oy Caond (! (33,5 510 S b

(NT-based)asis , e Jole i s (dome j95m SO (59, 5l Sloyjop Slboe ST als o a5 jshilen

55,5 (g0 )8 el a1 ey e b )1 sl olin] Sl 1 oled (558 i D50 ad pdy (o0 ol
€9 zp S Vgora 058 (oo ooliiuwl jliel 0l cax i 62,5 Clus 'System account” s ;5 bl b
aolsts O jgo jliel 0l 4 b jo Oldas il oaid 7,0 glo,igpn Oladats Ceond o jliel il aiw) ;o  Sledlol
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@ oolaiwl cawl fain aSil 4 yols o j0 aS (65,5 Sledlbl 5l jlael asb cqa 1581 o 5 asyl 5l laadsl jalaie 4

Sy oo cwas 58l o5 aS el T g, ol Sl wu3S o 1, MCUITENT USEr™asn ;55 (g o 56 8550 amlys Jae
Slebls il o g Jlasl 4,0l sl oais Jog aSiid 4 o] o] Goyb 5l 60,5 e a5 S50, 6,5 oKl

g dalgi Sl yig

Ol s el 5 (6 Al (Ll (65 Sl S jliel 4l sk Sl I3 e e iey sl aBlE oo ol
A8 ol "specified user'cod o 1, ol

Advanced

O

Advanced setup

Advanced update settings
Update rollback
Create snapshots of update files

Number of locally stored snapshots: 2 % Q

Q

Sgdinn 428 ,5 (of Syl Slebld 1 4 3F ol g sl i b

[+ User interface

o L3 i1 8 31 i 4 (gl ST sledild 1 oad axd,F (gla (o Slawi (335 Ak

acliy sd Jojle U g wapg el d (Fla jop a5 20,5 SS )S)
4 435 ol 5l eolasal b asilyi (oo Lol o il Hlas bl Gl (e
G090 Sy ojlnil b (Jlay jay 90,5y S sla as

M a5 Gl jg 2 dailyl (oo Lol (adamen . 0ils )5 e 4 Jloj

98 Jlad 15 392 0oLl 3o 927 4 Sgumali j9b g 0392 Jlad st

[ @ ][ conen | [ oo
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Log files

gy o bl izman 5130 5 4 bogr e e sloshis) _ales ol oo (100 FileS)lastas ) o slelbls 5l ool L
2Oged 590 ‘) 0 ‘S’lMlMAJ Q“.\g‘d.ef aQ
o

Advanced setup

Log files
Minimum logging verbosity: | Informative
Log record lifetime

In order to keep log files manageable, you can choose the maximum log record lifetime.
After the specified time has elapsed, the older records will be deleted. Q

Automatically delete records older than (days): {%T_TE—E{

Quarantine Maintenance

ESET Live Grid Log files also contain leftovers from deleted records. To work effectively, itis necessary to

System updates optimize records in log fileson ar is.

Diagnostics Optimize log files automatically

Alerts and notifications 4 =] y
If the number of unused ds %): | 25 ;

Idle state detection © ¢ 2 s00: (5 (] Q

B ®
-3

l Q search

a5 ke el 10 o990 slo 43S 8,5 o )3 eoliiul 5,50 "'10QQING VErbOSIty" mlaw 0,5 asuive gz -

)|

0,5 anlgr |y I3l 5 A pelat Caga 5L 8,90 Sledlbl sdle 4 oo ,e5,  les @ Diagnostic

0,5 anlgs cud 1) jual Cudidge Sl 39 sle plo alex 3l da plo Sle, eMlbly b 0,65, Lt INformative

0,5 oy i 1) saims Jlaie sla by 9 Jlee ole L Warnings

0,5 salyr e 1) Sl slalas g L sglils ,o s "t EFTOrS

e 1y oyt o « Personal firewall « wgps 1 9,0 s ) Sl slalls slaslas, Las @ Critical
2,5 salg>

o8 oads Eud sl ) Slegil Bis ey el Cg -y
slaz ) el sla L 5095 (o3l e (0,5 Jé =Y

w3l e 3] A glaslas 5l ooliul sas 4y byyye ool S wo s -F

Silw e 4 £9,5 -0
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Proxy server

O

Advanced setup

[#-M8 Computer Proxy server

- Network ["]Use proxy server

- Web and email Proxy server: "/

(-l Parental control —

- Update
E]x TOOif - [ Proxy server requires authentication

T Username: Password:

e s a e
Quarantine

Detect proxy server Q

= Alerts and notifications
= Idle state detection
+-- Wl User interface

SS9 9w 0055 Jld-)

S S5 b bl 0y5e 5 550 SIS e 45 (Fy00)0 0,5 Bls ) Dy ojlad g g eyol Wb Gl o
DS Ty Sy 5 s 9 00,5 Jd T, absy e

95 9w 2 lwlbl-Y

Quarantine

O

Advanced setup

Quarantine

-1 Network Rescan quarantined files after every update
& Web and email
@ Parental control

Sl 0390 Cudl Hlys 5l am adadai B sl bl 4l 3F ool o9 1o S b

PrOXYSEIVEL annnn
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Advanced setup

[+ Computer
-1 Network
. Web and email
[+ Parental control
- Update

~ Diagnostics

— Alerts and notifications
= Idle state detection
- W8 User interface

ESET Live Grid

ESET Live Grid

ESET Live Grid is an advanced early warning system against emerging threats based on
reputation. Utilizing real-time streaming of threat-related information from the doud, ESET virus
lab keeps the defenses up-to-date for a constant of protection.

[V] Participate in ESET Live Grid (r

["]Do not submit statisti
[]Do not submit files
Advanced setup... Q

More information about ESET Live Grid.

ESET o..\.i) M)J Q.J)LM—\

olSiglejl 4y (g ,lel ledbl 5 Lulisli 5 SeSiin slo Ll Jloyl o adelss aSESET ousj asios 0,5 b pé by Jld

<ol ESET
)LOT JL&)‘ IM-\.C—Y

5 2u,b Dledbl g 0uiiS3eas pb Jolis sl o a5 il oo 00l RS (T3 4 a5 gauags 4 bgy e (Lol Cled|

laliss 5 Lo igezalS’ Jole i 450

Joles a5, wledlsl o ESET Smart Security aseas .ozl o ¢l

D8 (o Jrgd ESET g, 4 59, 30 ,b 50 b SO Jgomo job 4y Lol ol g 5500 2 o 053 50 el e

Lo Jl,yl ponc-¥

JeoS g 525 sl I Tgtome 3 3585 an (6)18, 45 (6)l5e b« SoSiie slo b 435 cnl (09 50 S5 S jpe o

Exdusion filter

g oo 00k, BSET 5 5 WSET oy o5 51 08 ool
ESET Live Gridais i olonkiis-¥

Mask

*.doc
=rtf
*xI?
= Ahf

Contact email {optional)

|

[]Enable logging
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(Exclusion filter)Jdi> uls

S L Oy ds e dled aseie |y ad,lai il Jloyl 4 (Ll a5 Slebls S5 op!l 5l oolaiwl b oty oo o)lp)l8
I LLE 51 6,50 glyil 5l Oyge j0 Wil oo )5 9 Wil owss F cud Jloyl 5l Bdo canyed jo ol bl &0
S adlsl Conyed pl

(contact email) gyl s

Sy i Oliz 45l S5 008 oo Jlo )l S9Ste (Slebls JUS )0 cuand cpl 50 0ads e Sidg Sl ey o0

2355 8 B S L ol oyl cnl Gesbo 3l eos (30 sle el ko g a2

Advanced setup

%38 Computer System updates
(-l Network Notify about missing updates from level:
(-4 Web and email
[ Parental control
[+~ Update

=3 Tools

i Log files

----- Proxy server
----- Quarantine

Critical updates

~~~~~ Alerts and notifications
o Idle state detection
[+ 88 User interface

| Q Ssearch i ok | Cancel | L Defaultiij

Sleyse g 2 NO updates

el 00 a3l 3gbils gl 0b; g o Cuglyl olare 4 aS sla Sleyse . 0 Optional updates

ol 00 @31l 3gbils g1y YL 9 S i lgre 4 oS sla Sle,se, ¢ ReCcOmmended updates
el 00 a8l 09bilo 51y BYL g e Olgie 4 a5 sla Sla,je . ¢ IMportant updates

Sl sle,yse, kst Critical updates

Diagnostics

@ Ailg oo ool ol (KN Jls lgie @) S o addss Crash adge jo 1, ESET (lo avgp oles coils oyl
25 SLSESET Smart Security  cabisws edlSiw &8, ¢ 2105 JSal lp oEaiss axwgs

el b 58 555 i e & 2 DO NOt generate memory dump

255 g5l A3 S8 I3 ol o ine i JaE i 4wyl 4 agde Sledbl oy iSzsS e+ Minidump

5 4525 b Sl (See b dguoe Sledbl 0929 L a5 w10 05 adly anbe.Cunl dgaome Lad oS Jloj Wil o0 L1
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: Complete memory dump
g oo Bgin gl oylaiie f jgb dy dsliy a5 Sloj dptw aladl> Dl g plod ol
QIS 6 59) e 1y abisl adss ylese Lzl b 0 sla g 5l Sledlbl el See COMplete memory dump

©)

Advanced setup

Diagnostics

Do not generate memory dump
Do not generate memory dump

Alerfs and notifications.
- Idle state detection
+-- Wl User interface

Alerts and notifications
D98 o)l Jooul Sscams &, VEIDOSItY mbaw b slasg, 6,51 a5 el b8 Alerts and notifications
25 b 1) Sl cpl Gl (oo e ansS cnl 095 e S L
o)

Advanced setup

[#-#8 Computer Alerts and notifications

-1 Network Send event notifications by email
IB. Web and email SMTP 5
(- Parental control I 2

[T]sMTP server requires authentication
Username; Password:

Sender address: Recipient address:

Alerts and notifications :
= ideState detection "ttt

|| send event notifications to LAN computers by means of the Messenger service
Send notifications to the following computers (delimited by a comma);

Interval between sending messages (sec,): 60 =

Minimum verbosity for notifications: o
\Warnings vl|
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Idle state detection
= B

Advanced setup

Idle state detection
| Antivirus and antispyware i Start idle-state scanning if computer is in selected state(s):
#-/~ Real-time file system protection
On-demand computer scan Screen saver

| Document protection
Sl o [¥] Computer lock

| Idle-state scanning User logoff
| Exdusions
| Removable media
HIPS

o T Network WS Rl & £ 90 i ganalS AT (5,8 5 Sl dai

-4 Web and email
- Parental control
]Q Update
..]x Tools
Log files
Proxy server
| Quarantine
| ESET Live Grid
| System updates
= Diagnostics
Alerts and notifications

B e PP PP PP PP DI PP

= Idle state detection Powv
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User interface coud 4 bgs o loudiss

Graphics
o

Advanced setup

3-8 Computer User interface

-1 Network User interface elements
[+-@§ Web and email Graphical user interface
[~ Parental control
-4 Update Show splash-screen at startup

[ select active control element

Hidden notification windows
Access setup
Context menu

=] Gamer mode

H Effects
" érts and notification: Use animated icons for progress indication z

[W] Use sound signal

218 Gyt SIS Sl )8 k) ansS onl pog s S5 L)
el FgalS 55lail ol <l s Gl o adsl S, £,5 axin) SPlash amio ioles cq au3F pbY

Solias Jlad ddlaie jo a5 Slldl 5l SO e sgiue el "Select active control elementas ;5 yoges Jlad -
c 00,5 eo Jud ond oY o pinl ¢ Gugle Sl e 4l e+ 58,5 CoY sl akiws wole

4 S Cal (B 5 8l e sles Sheejl oy b pin saims ylis idues] sla 60T sl Jd cps -f
Asles ol 1, "use animated icons for progress indication”

"use souNnd 4au;F Wb wlop p)l5 bl @ 1) pge sloolas; g9y Sgo lada b 5l 18 e Skl glp -0
S ot 1 signal”
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Alert and notification

O

Advanced setup

(-4l Computer Alerts and notifications

E Network Alert windows

. Web and email Alert windows are displayed if a threat is detected, or if user intervention is required.
(- Parental control

- Update [V Display alerts Q/

8- Toos

Desktop notifications
By default, desktop notifications are displayed in the lower right-hand corner of your
screen and contain information that does not require user intervention,

* *Aidden notfication windows Display notifications on desktop
1 Configure notifications... ] Q
[] Do not display notifications when running applications in full-screen mode

Message boxes
Message boxes are used to display short text messages or questions.
[] Close message boxes automatically after (sec.): 120 Zl Q

‘ Advanced setup... ] Q;

(@0 | [ con | [ ok

Sloe Lo 4 bgspe oledats (6 o, wilgn b asae o5l 15 4 "alerts and notifications setup” . ;5

iled gaiyS 1) Gy (2T e ol rizmen 5 e

& 2 Sl Slye 5o o 5 ons S I o s slon ity bl 0 58 el 43 ol 08 Jlab )

Al asls J18 0 (Jd) 6,8 (i Sl 0 anS ol B ogd oo dvosd 5 4 1L 00T o Aoyl dg e

ails Sloy oMbl av Byo a5 ppe SIS ol slo U e g Slo, 28T sla alo a5 ol ansls a>g5 -Y
oty cpl . ams plil ()15 s gl o] s 0 Cand )5 457 s (5L 9 Wl )5 (6l el b (s 1
Sy 28T la oz ioled ol o Jlad S aigd o 00l Glas Lol amio sl Caons 4gS Caond )0

e o35 "display notifications on desktop™ x5 s b (desktop)aill, [ e s,

A8 s "configure notifications™au ;5 g, p cosl (B3I 5 loo Lo cnl @ bgsye i Sledas abl cg>

Show desktop notifications for (sec.):
ot ] Long
5
Transparency ‘;i‘.u) &)(b‘ C@M a'h.n
Desktop notification transparency:

Opaque U e Transparent

o bed e

Preview
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siwa (Full-screen)asis slos cll> 1o o aslyp a5 Sloj Slus, oMbl oyt ioled pas-Y

a8 5l ol (oo ol iy I35 pley Do S B3S51 my Jl8  Jlaie Slesly S99 o w1 <Y
co gl 0550 ploy Sae z0 3l e 0 eolizul"Close message boxes automatically after (sec.)"
T Olay O3 S b 095 A (Fwd Djg0 4 Gloj cnl (b 6y S JB)IEN p5 jlaka b el 0y ST sl

IWIRE PE LW LR PE I P P R W

(OLd G Sl 50 adgs) by Dloglais-0

%,
Minimum verbosity ofeven'shodspﬁ?': s
|Informaﬁve
On multi-user systems, display notifications on the screen of this user:
Administrator 9 0313 led ()T )3 Py MBI AT (55 eiai

Sred= 2 2 (o)l L st N g

Hidden notification windows

©)

Advanced setup

(-8 Computer Hidden messageboxes

[+l Network >

- 2 Web and email Message

G- Parental control Ask before deleting object in Quarantine Yes
-9 Update Ask before disabling Antivirus and antispyware protection Yes
-3 Tools Ask before removing all log records Yes
= Ask before restoring object from Quarantine Yes

el 3 1 5307 05 B 51 JebloslaneS Jisw @)

(slosl 515 3208 T 0955 JUed ek 31 Jodlo3t20955 Jiss (@)
oad el 1o LOG paled 325 ko 51 b (o32000,5 J1sw (€
aaebii 3 5l 532z NI 31 51 S35 S @)

Remove
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Access setup
S8l g yiws 6 5ol sl ) nl oged i jene aelS S ol e )8 0 lenla sl el 5l cblas (ol

9 (oo pll jlne d

O

Advanced setup

Access setup
Protect setup parameters

- Web and email Settings can be protected with a password in order to prevent them from unauthorized
[--§#§ Parental control modification by users.

@ Update
(-3¢ Tools Settings are not password protected.

- User interface ["]Password protect settings
Graphics

Alerts and notifications Set password...
«kliddan ootification Wiodows. s u s, >
Userrights

Modification of certain settings may require administrator rights.
Gamer mode Q

[“Require full administrator rights for limited administrator accounts

33 395 319 oo

ol S oo 32 4l ol Slanlild 2! gl

| ®ok || concel || pefaut |

Context menu
435 pled 5l (8 Jold die) gresgiions oolo lis jalgd b bl G 59, 2 05 SIS el Sl e i S92
el S5 5550 B (g5, 2 plwl LB slo

(L5 oSl 55 gerds)ogiane adlol SIS canl) (s5ie 4 a3 v Dbl 51

©)

Advanced setup

Contextmenuintegration o303l 31 S 4k 3 ol Hog 418 S b
[V]Integrate into the context menu

Menu type: S gatnn AdlS! LS Cawly (5 ghe 4
Full (dean first) v

-3¢ Tools Full (scan first
(=)W User interface o
Only clean
Alerts and notifications

Hidden notification windows

jced OPHON sl (5315l bl ) ent 0257 355 15 (@)
anced OPON ol yas (s lusly cublh b) ySasl s 3 o538, ,!,EQ
R P = P

Sist blsb ot 38 285 155 05 (@)

| ®ok || concel || pefautt |
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Gamer mode

ol (598 w5 T Sguie dlosin uid S Hl0 (55b ,0 b i solatwl (RAMYCPU ) s lio 51 1S

SSS s |y a5 cpl S e

STy L el g 909 o Izl disy 50 e 5l cblas Il ol o asl

:O

Advanced setup

-
(-4 Web and email
(- Parental control
(-9 Update
-3 Tools
- W User interface
1 Graphics
Alerts and notifications
Hidden notification windows
Access setup

SLontsxtmeny

Gamer mode

Gamer mode
[“]Enable Gamer mode

BmableGamermodewheanningappimﬁmshﬁjl-saeenmodeauMaﬁca!y Q

[]pisable Gamer mode automatically after 1 2| minutes Q

sttt st S (@)

Ao ploi Seilogil & yguas b doli p a5 Sloj (530 el> (g5l Jt.;‘l

S 3l g Kerilogi gt (53 JU 39,5 JUab ol Q

bl ol @819 wado (4l 5 (ooled (5l eud lgie Cdllao 45 p,lguel

Dasled 7 o ezl Ho |y ol o 0959 Wyguo 5o

Dl Jw g 5158
) woawl

Q/\ C,é\.w M‘ L. Y8 94 4.;.65
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