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Welcome
to Kaspersky Internet Security 2013
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By clicking the Install button you accept the terms of

End User License Agreement

o i

U - R :

5:'3 want to participate in Kaspersky Security Network (KSN) to provide
optimal protection for my computer

KSN agreement
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Kaspersky Intemet Security 2013 —

Incompatible software detected

You are advised to remove the incompatible software for proper performance of
Kaspersky Internet Security 2013. Learn more

ESET NOD32 3.x & 4.x & 5.x Remove

Skip ‘ ‘ Next
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Notification %

Incompatible software ESET NOD32 3.x &
4.x & 5.x removed successfully.
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Kaspersky Intemet Security 2013

You aan install free Metro style Kaspersky Now for Windows 8.

Thank you! 3

For proper performance of the application
it is required to reboot your computer.
Your computer will not be protected

until you reboot. (63

STORE axio 4 035 Jgu3 (po 451 45 s0ue o 4 MELIO Style slyrics pyls coai A jaaing ope 092 O ojled yo
oS ol I8 b sl e Mad A s ol

s yee w325 Sl (3l Jlab 4 Cagh oy (5 el VU g et Sl 5l o

BT S5m0 (5T sl 45 0 e (aylo (JS 26 S Lo (sl andDablis 5oL e syl adsl oyl 4l L

PUCLURY AT, i JURY | KPR R ARONRY



(KeY) ks aliwgs (3,5 guis

KAS PE RS KY3 — |

LR ©

Cloud protection Reports Settings i

Computer security is at risk

+ Threats: none
+ Protection components: main enabled
! Databases: obsolete

! License: missing

= i

Safe Money Parental Control

KASPERYKY3 - i s

Cloud protection Reports Settings

Back Licensing End User License Agreement

Application is not activated

Preset activation code is available. The application will be activated as
soon as Internet connection is available.

0 Delete activation code

| Activate the application

Help Support My Kaspersky Account Licensing
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Activation Vode: 11111-11111-11111-1111X

¥a Add new activation code |36
|
Kaspersky ,
Internet Security Enter activation code
1
.Enter activation code: Al S e,
 [12ma] - [11m1] - [ - [q] | (@)
s 11111 |- (2112311 |- 11111 |- |1111X| *¢ 3
If you do not have an activation code, you can purchase one on the Kaspersky Lab online
store.
Buy license renewal
|
‘$ |
ac % Net> |t Cancel
e ———
v Activation of Kaspersky Internet Security 2013 — =

Kaspersky " . a
Internet Security Activation failed

Check your Internet connection settings and retry activating the application.

‘ Retry activation

If activating the application fails

Visitthe Online Activation Center from a computer with Internet access and get a key file
using your activation code. After receiving the key file, specify its location on your
computer and click Next.

G:\Anti Virus And Security\Kasper...aspersky Key 28-Jun

™

-2013 (1).key ‘ Browse...
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Cancel

| Next> |
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Help < Back . :
L -
L} .




v Activation of Kaspersky Internet Security 2013 —

Kaspersky
Internet Security Thank you

Activation completed successfully
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Cloud protection

Computer is protected

v Threats: none

" Protection components: main enabled

+ Databases: have not updated for a long time
v License: missing

Q) = it

Safe Money Parental Control

ya Settings — X

Application update settings

Run mode and update source

Run mode... \ Automatically

9 Update semngs‘ : AN L L L A A A A R R R L
E‘ Update source... } Default : @
Additional

Notify when updates and new versions are available
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‘ Update source | Run mode

E[—# Add f &2 Edt 3K Delete @ Moveup & Move down |
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Kaspersky Lab update servers

|_ Proxy server...

Help ‘ 0K H Close l

v Select update source

Kaspersky Anti-Virus A
. J, Kaspersky Internet Security 2013 Offline Update 2!
j Kaspersky Internet Security 2013 Offline Update 2§
| Kaspersky Internet Security Keys c
1- . Kaspersky Key 28-June-2013
1- . Kaspersky
1- . Kaspersky.Internet.Security.2013.13.0.1.4190.Final
J- L. Kaspersky_Key_Loader v.1.1.5.43

1. L KasnerskvPure. [
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Source: |G:\Anti Virus And Security\Kaspersky Anti-Virus\Kas}
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Update source A;W!

o Add & Edit R Delete @ Moveup & Move down
aSpeE al pDOgale
V| G:\Anti Virus And Security\Kaspers i-Virus\Kaspersky Internet Security 2013 Offli
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Computer security is at risk

v Threats: none
" Protection components: main enabled
Databases: obsolete

! License: missing
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Back
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Cloud protection Reports Settings A

Update

Databases and the application are obsolete

By default, Kaspersky Internet Security reqularly checks for updates, and will automatically download and
install new database signatures. You can also run an update manually at any time.

Last update: unknown
Signatures: 7,644,486
Run mode: automatically

v

Virus activity review |

4 TR «
Cloud protection Reports Settings

Update

Updating databases and application (15%)...

By default, Kaspersky Internet Security regularly checks for updates, and will automatically download and
install new database signatures. You can also run an update manually at any time.

Status: processing files
Downloaded: 403 KB (80789 KB/sec)
Source:

Stop

Virus activity review |I
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Cloud protection

Back Update

e Databases have not been updated for a long time

By default, Kaspersky Internet Security regularly checks for updates, and will automatically download and
install new database signatures. You can also run an update manually at any time.

Last update: =1 minute ago
Signatures: 7,719,735
Run mode: zautomatically

Run update ‘ v i
Virus activity review
Help Support My Kaspersky Account Licensing
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Computer is protected P

+ Threats: none

" Protection components: main enabled
+ Databases: up to date

v License: 192 days remaining
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Update Safe Money Parental Control
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ln &

Reports Settings |

50 ©= @f

Update Safe Money Parental Control

Cloud protection

97 Dm B

Applications Activity Network Monitor Virtual Keyboard
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Cloud protection Reports Settings

Back Cloud Protection Technology

Experience Advanced Cloud Protection
with Kaspersky Security Network

@® A security network that connects users around the world
@® |Immediate reaction to new threats

@® On standby 24/7 |  Leam more
|

i Current KSN statistics

@ safe data: @ Dangerous data: Processing

S 781,289,363 objects 302,555,352 objects 81,030,079 objects .

i Inthelast 24 hours: @

' Protected KSN participants: 1,540,672

KAs”CRSKVf E Threats neutralized: 8,645,921 Synchronized: 7/6/2013 1:35:02PM 3§
TRUSTED

R NN N NN N NN I I N NN I NN I NI E NN I NN I NN NN NN NI NI NI NN NN RN ~

Help Support My Kaspersky Account Licensing
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<4 | »  Today, 7/6/2013

LR R R R R R R R R R
: @Malicious objects :
i 0 Viruses :
P0 Trojan programs
i 0 Othermalicious objects :
i 0 Unknown objects :

E @ Applications E
i 0 Vulnerable :
i 0 Other :
i 0 Adware '

ol Sl s J',.c Slaag

b Period: | Day vs
PR AR R R R R R R R R R R R R R R R R R R R
E @ Internet
P00 Network attacks
0 Malicious URLs
0 Spam
s 0 Banners
‘a Detailed report | 1
. | — T
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Anti-Banner

Group: Update
Events: 154

¥a Detailed report S i
gremsnssessiessnsnennnanennes

i @ Detected threats P [« | » | Today, 7/6/2013 Period: | Day v

: @ Protection Center e
: ! :Update view | Pl
+ Components 1
. - Object Time v '
: I3 File Anti-Virus

5 . Mail Anti-Virus -
. o a "
E & Web Anti-Virus +#] Update: completed 4 hours ago, updates size: 252 KB, average speed: 12 KB/sec (117) S
E @ IM Anti-Virus ] Update: completed 2 hours ago, updates size: 78.6 KB, average speed: 5 KB/sec (56) S
- . -
: Application Control g : : H
- 1‘7 RRICEON SO . Update: completed 2 minutes ago, updates size: 92,7 KB, average speed: 1 KB/sec (78) 5
i B system Watcher . H
E 1;., Firewall E R N NN NN NI IAES NN ENEEEESENEAENENTNNSEENTEESIAESTAESEEESEEESEEEEEEEE
¢ B Network Attack Blocker &

! 10 Anti-Spam 4

)

Help E Save...

} Close ‘

(Settings ) wlodass-Y
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Cloud protection

Full Scan

Scans your entire computer.

b We recommend you run a Full Scan
immediately after installing the
application. Note that this may take

@ some time.

A quick scan of objects that are loaded
. with the operating system at startup. It
: does not require much time.

' Vulnerability Scan i :
E Scans your system and applications s
: for vulnerabilities that may allow for il —
H malicious attacks. .
r a custom scan of an object drag it here or
. - orowse forit. :
oot s R s s s s s
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#‘ Add / Edit 3 Delete
¥| My Documents
[ &= My email
[[] & Local Disk (C)
[[] ¢ Local Disk (D:)
[[] g Local Disk (E)
[[] =g Local Disk (F:)
[] i Local Disk (G:)
[[] (= Local Disk (H:)
[[] &5 DVD RW Drive (1)
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SI0ppea: 2 MinueEs a0o
Scanned: 2.947 files

Threats: none

Custom Scan v
Objects: C:\Users\hadie6z2\Documents

Completed: 5 minuies aqo
Scanned: 210 files

Threats:none

Full Scan

Stopped: 56 minutes ago
Scanned: 20 files
Threats: none

Idle Scan

Stopped: 21 hours ago
Scanned: 144 164 files
Threats:none
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Reports Settings

Cloud protection

Back Update

@ Updating databases and application (15%)...

By default, Kaspersky Internet Security reqularly checks for updates, and will automatically download and
install new database signatures. You can also run an update manually at any time.

Sabilsisgbl Yol > ;3 avsy)

Status: processing files
Downloaded: 0 KB (3 KBisec)
Source: hitp://dnl-12.geo.kaspersky.com/
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I234 56718 012 345b
« 01/20
CARDHOLDER NAME

Safe Money

Use online banking services and check outin online
stores from a protected browser.
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Learn more
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¥a Website for Safe Money i

Bank or payment system website:

https:// ).B;' 0)9.0 CA)LVJ aﬂ)o'

Description:

Help CK ‘ Cancel




o |

R

Sl projesction Reports Settings

Back Safe Money Add
er-ay_mentZ.b.n.u.ir Lo « S,L, 0
epayment2.bmi.ir

bil.Lbpm.bankmellatir odo SOl ¥ T
; bill.bpm.bankmellat.ir
|

I234% 5b718 012 345b
2 01720
CARDHOLDER NAME

S ¥ PRI VRS- SWOU e ) € SV T

po;dw'g)w&lgg‘é‘o
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|
Use online banking services and check outin online |
stores from a protected browser.

Learn more
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Cloud protection Reports Settings

Back Parental Control

Password protection

Before configuring Parental Control, we recommend you create a password to
protect the settings against modification by other users.

Password:
Confirm:
Continue l Skip ‘
Help Support My Kaspersky Account Licensing
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Cloud protection Reports Settings
Back Parental Control
Administrator pabe || 2 bt |
} & Control disabled -
Guest e Sy 2 4 S5y
s Jlad Enable ‘ } & bt |
& Control disabled sl ; ' '
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78 } & Control disabled
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® User Account Settings

@
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Q
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Help

Computer Usagee

Applications Usage

Internet Usage e

Web Browsing
File Downloads

Instant Messaging e
Social Networking

Private Data e
Word Usage @

1

= —= T

‘,f' Settings \ Reports \

User Account Settings

Enable control, assign an alias for the user account and select an image to be displayed in the
application interface,

Enable control for the user

Alias

Manage Settings

[ swe. |[ Load. |

o I[ g,ose. H Apply ]
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¥x Parental Control
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Help

Account Settings

Computer Usage
Applications Usage

Internet Usage
Web Browsing

File Downloads

Instant Messaging
Social Networking
Private Data
Word Usage

Settings \ Reports i-ﬁ-’
1

|
User Account Settings

Enable control, assign an alias for the user account and select an image to be displayed in the
application interface,

Enable control for the user

Alias <

Image

Manage Settings

| save.. || Lload. |
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[ Guest

@ User Account Settings

® Computer Usage |

@ Applications Usage

@ Internet Usage
@ Web Browsing

<2y

" File Downloads

@ Instant Messaging
@ Social Networking
) Private Data

' Word Usage

Help

Settings Reports

Control Computer Operating Time

Control the frequency and duration of computer usage.

Enable control H é-,lgli "ﬁ} 09; Jhg—‘

0 0 o0 E3 0 0
00 o1 02 03 04 05 o5 o7 08 03 10 11 12 o1 02 03 04 0 o o7 08 o 10 11 12

[] Limit daily usage time: ’00 00 ‘ *{6‘)‘ )l’u Ul‘) )..SL\, ué; ua’u-a
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v Parental Control

\@‘ uest

@ User Account Settings

@ Computer Usage

*® Applications Usage

@ Internet Usage
@ Web Browsing

& File Downloads

@ Instant Messaging
@ Social Networking
' Private Data

' Word Usage

Help

Settings ' Reports
Control Application Usage

Control which applications can be started and the frequency of their usage. Limit the list of allowed
applications as necessary.

—

Applications

:-‘;#:.;;t-i- @ Block / Edit ¥ Delete

Application Status

0K || Cancel || Apply




¥a Control running the application

Application

|

(® Allow runnin

H Aliow

O Block running the application

H Block

[] Limit daily usage time:

time limits:

Help | 0K ] ‘ Cancel
<o a3l eolaw! o (30,5 Sguxo —F
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@ User Account Settings

@ Computer Usage
@ Applications Usage

@ Web Browsing

2 File Downloads

@ Instant Messaging
@ Social Networking
) Private Data
) Word Usage

* |nternet Usage

Control Internet Usage

Control the frequency and duration of Internet usage.

gnaw G _

Limit usage on the selected days:

00 0 o0 o o o« o
00 o1 o2 03 04 05 06 o7 08 05 10 11 12 01 02 03 04 05 o6 o7 08 09 10 11 12

Su

Mo
Tu

We
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Fr
Sa

W Allow [ Block

[ Limit daily usage time:
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Control Web Browsing

Control which websites can or cannot be accessed.

@ User Account Settings Enable safe search *_____J‘ P2 ‘Shj’;" b b ol‘J O“ ]

Enable control 7 T p— e —————
@ Computer Usage = ‘\{ UT 6|,:'.:u qn—-?f‘-(:-,‘,l-d g; AS’Q Jrs Q.I;Jh.i

@ Applications Usage

@ Internet Usage

*  Web Browsing

2 File Downloads

Block websites » LQ_..;L..; <9 &0; O gdmnn

(®) Block websites from the following categories:
Selectall  Clearall ‘,m >

) Pornography, erotic materials Weapons Anonymous proxy servers
@ Instant Messaging lilegal software Gambling [] Payment systems
@ Social Networking Drugs [[] web mail [] Forums and chat
O Private Data Violence [C] online stores [[] casual games
' Word Usage Explicit language [] social networks

e the lict of Slawsd wabcitac
el o alaa vt (355 s
ALLd Coag e e (3 jlona a8 ‘s:g“l..félﬁ

e | Exclusions (0)... |

Help ook || concer || apoy |

¥« Block websites: exclusions

Exclusions

Add particular URLs to the list of exclusions to allow or block access to these websites,

Allowed URLs
‘%‘ Add / Edit 9K Delete

Culw g sl Jold jlxe sla o o
3 o8 S5 50 e ool A (i 45 L
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Blocked URLs

o Add & Edit ¥ Delete
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Control File Downloads |

Control which files can or cannot be downloaded from the Internet based on categories.

| ] ot S s pene el 5 b

@ User Account Settings

@ Computer Usage

@ Applications Usage File categories
@ Internet Usage .é"BI.o'c;:"E
: PR
@ Web Browsing Category bz Status
® File Downloads Music EAIIowed E
£ Video EAIIowed E
@ Instant Messaging Sy i .
Applications sAllowed §
@ Social Networking Archives sAllowed §
) Private Data el
© Word Usage
< >
Help 0K || cancel || Apoy |
S8 Sl J 5 -V
¥a Parental Control Settings Reports = =

Control Instant Messaging

Control which contacts can be messaged and which ones the user can receive messages from.

@ User Account Settings Enable control H: .;.:J.zli O‘&l u;;dh;

@ Computer Usage

@ Applications Usage Contacts

@ Internet Usage db Add contact X 2 viey

@ 3
e EwSing Contact £ Description Status
2 File Downloads

(4 QT o ey
® |Instant Messaging [yu’uué;“

@ Social Networking

) Private Data

2 Word Usage

T S "t‘l.'& Al Lo ST e 0
Sgtens aSal s id 0 I s b0
}

[:l Block messages to/from contacts who are not on the list

Help OK || Cancel || Ay
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Control Social Networking

Guest

| ‘ Control which contacts can be messaged and which ones the user can receive messages from.
| T s ’

@ User Account Settings Enable control ‘—— SO U')JS JL'"

@ Computer Usage

@ Applications Usage Contacts

@ Internet Usage

@ Web Browsing

' File Downloads

@ |Instant Messaging

Social Networking

When social networking control is enabled,
Kaspersky Internet Security logs all messages to/from the controlled user.
e Data 7 4

Word Usage Once a contact has sent or received a message to/from the controlled user
you will be abie to block future messaging with that contact.

Help | 0K || Cancel || Apply
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(RUNNG e | @ £
£ (3 Configure rules  § 1% P Fiter v
Serrrerarary ssrvvew S = SRS SNEE —  LLL
H Process £ Status / Gro... Popularity CPU, % Memory : A

T S 3
4 Adobe Flash Player 11... @ Trusted 242222 0% 17.8 MB
® Ashampoo Snap 6 @ Trusted 2222 0% 42,6 MB
€3 Bluetooth Stack COM .., @ Trusted A222 0% 20.7 MB
Bluetooth Tray Applica... @ Trusted 2222 0% 13.0 MB
[ﬂ Communications Service @ Trusted ‘ & & & & 0% 7.1 MB
(i) Cucusoft Net Guard @ Trusted 22 7% 45.4 MB
== Desktop Window Man... @ Trusted 6% 32.5 MB
[@7] Device Association Fra... @ Trusted 22222 0% 9.9 MB
@ Firefox @ Trusted 22222 0% 278.0 MB
& Folder Guard Utility ~ @ Trusted 22 0% 5.7 MB
[=”7 Host Process for Wind.., @ Trusted 0% 6.9 MB
[@7 Host Process for Wind.., @ Trusted 0% 18.0 MB
@ Host Process for Wind... € Trusted 0% 16.4 MB
[=] Host Process for Wind... @ Trusted 0% 15.4 MB
E] Host Process for Wind.., @ Trusted 1% 15.6 MB
[ Host Process for Wind... @ Trusted 0% 7.2MB
[m7] Host Process for Wind... @ Trusted 0% 8.2 MB
Ef] Host Process for Wind... @ Trusted %% 5.0 MB
[=7 Host Process for Wind.., @ Trusted 2222 0% 9.6 MB
| | Kaspersky Anti-Virus G... @ Trusted 22222 0% 14.6 MB n
A& - group selected by the user @ - settings modified by the user

—_—— |
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1#) [27] Communications Service: connections: 1

= E] Yahoo! Messenger; connections: 1 |
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5 [ Incoming traffic @ OQutgoing traffic
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E] svchost.exe UDP
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px Virtual Keyboard
Categories Exclusions
Selectthe categories of websites on which you want to display quick launch icon for
Virtual Keyboard in data entry fields

¥ Show Virtual Keyboard quick launch icon in Safe Money fields

Show quick launch icon in the fields for entering confidential data on websites of the
selected categories:

@ganks‘
@ Payment systems

: ] Mail

[] communication websites
:[7] Social networks
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W Virtual Keyboard %
‘ Categories =~ Exclusions
Add a website to the required list to configure display of the Virtual Keyboard quick

launch icon on this website.

Show quick launch icon on websites:

o Add # Edit 3 Delete
a5l o 50 a8 b cule g 5 Cond S Jolis
2 owiled (38,5 Hl85 50 9w (53lame walS axdeo

3 gt 0315 s lad 39,9 ddo

Do not show quick launch icon on websites:

o Add & Edit 3 Delete
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°, Quarantine
l U Quarantine contains backup copies of files that were modified during disinfection or deleted.
-, These files are stored in a special format and are not dangerous for your system.
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Reports Settings |

KASPERSKYﬁ -

Cloud protection

Back Tools |

Kaspersky Rescue Disk

. Create abootable CD or USB flash drive containing a set oftools for efficiently Create 'l
detecting and eliminating computer infections.
/ Microsoft Windows Troubleshooting ‘
- Search for damaged and irregular settings caused by such things as malware activity, Start |

. system failures or incorrectly functioning system utilities.

~— » Privac Cleaner@ :
N/ ‘( y Start

N, Clear your PC history of recent commands and accessed files, cookies, caches, logs
and other data, keeping your user activity private.

ﬁ Browser Configuration g Stk
L]
<~

Analyze Microsoft Internet Explorer settings from security viewpoint. ' . ‘

Help Support My Kaspersky Account Licensing
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LR

Clowd poatection Reports Settings

Back Tools 7’1'}
KaSperSky Rescue Disk : ------------------------- s ;
. Create abootable CD or USB flash drive containing a set of tools for efficiently ‘ Create ‘
¥ detecting and eliminating computer infections. S I8 H
Microsoft Windows Troubleshooting ‘,
- Search for damaged and irregular settings caused by such things as malware activity, \ Start ;
= system failures or incorrectly functioning system utilities. L
\"/ { Privacy Cleaner ‘
G L 5 J) Clear your PC history of recent commands and accessed files, cookies, caches, logs Start
and other data, keeping your user activity private.
a Browser Configuration —
. Analyze Microsoft Internet Explorer settings from security viewpoint. a |
Help Support My Kaspersky Account Licensing
g X 1

wu Create Kaspersky Rescue Disk

Create and record Kaspersky Rescue Disk on a CD / DVD or USB
flash drive

Kaspersky Rescue Disk is 3 bootable CD or USB flash drive contzining a set of tools for
efficiently detecting and eliminating computer infections. It is required when a computer
is so damaged that the operating system or antivirus software fails to launch correcty.

Kaspersky Rescue Disk creation wizard allows you to create the disk image (an .iso file)
with up-to-date antivirus databases and configuration files and record it to CD / DVD or
USB flash drive.

Help E Next >
1




| pa Create Kaspersky Rescue Disk =0l

Select disk image source

To create 3 Kaspersky Rescue Disk, a prepared disk image (an .iso file) is required.

Choose one of the following:

() Copy ISO image from local or network drive

e e

L T T T

&

Next> |§ Cancel |

Help

aSs b ooyle 90l,0 51 1ISO sl (o5 : Copy ISO image from local or network drive
S S o8ialo3] 5950 51 ISO meas 55lils - Download 1SO image from Kaspersky Lab server
: 994 okl Copy 1SO image from local or network drive ,s1

va Create Kaspersky Rescue Disk ]

Copying disk image

Specify a Kaspersky Rescue Disk image file. The Wizard will copy it for further use.

File path
iG:\Anti Virus And Security\Rescue Disk\Kaspersky_Rescue_Disk\Kaspersky_Resct!! Browse... [

5

Next >

Help

; Cancel




¥ Create Kaspersky Rescue Disk i

Copying disk image

The Wizard is copying the ISO image file.

Copied 144.6 MB of 292.3 MB

Help Next > H Cancel l

¥x Create Kaspersky Rescue Disk o R
Updating disk image
The Wizard will update the Anti-Virus database and configuration files.
r.l.lll.l.l.l.:
Help 5 1 Next > E Cancel \




Vs Create Kaspersky Rescue Disk u

Updating disk image

The Wizard is updating the .iso file. Antivirus databases and configuration files are being
updated. This may take a few minutes...

1

Help | Net> || cancel
Va Create Kaspersky Rescue Disk l i S
Recording data

:
:
:

® Record to CD / DVD
(O Record to USB flash drive
(O Save the disk image to file on local or network drive
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et
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Help Cancel
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¥x Create Kaspersky Rescue Disk

Recording data to USB flash drive

The Wizard will record data to a USB flash drive. ez e S A

IIIIllIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIM #é)rﬂ.vw
Select the USB flash drive: .

A ( silicon-power ) (7.5 GB) v!

Attention! To record Kaspersky Rescue Disk, we recommend that you use only USB flash
drives and USB hard drives. Do not use MP3 players, smartphones, or similar devices.

In case of problems booting from a USB flash drive, fry using Kaspersky Rescue Disk
recorded on CD / DVD. Booting from a USB flash drive may require additional BIOS
configuration.

To avoid data loss, you are strongly advised to back up data on the USB flash drive.

R

More on Kaspersky Rescue Disk...

Help E.WE?J-((- ?...-.; Cancel
¥a Create Kaspersky Rescue Disk e b
Recording data to USB flash drive
The Wizard is recording to USB flash drive. This may take a few minutes...
X

pa Kaspersky Internet Security

Disk J:\ is not formatted. You must format the disk to continue,
Attention! All data on disk J:\ will be lost.
Do you want to format the disk?

1{27 g..-u-yue.s---uT§ = ‘

o152
G e,

Help




¥a Create Kaspersky Rescue Disk

Recording data to USB flash drive

The Wizard is recording to USB flash drive. This may take a few minutes...

Help

| Pa Create Kaspersky Rescue Disk

- Wizard completion

Creating Kaspersky Rescue Disk is complete.

Click Finish to close this window.

Help

.IIIIIIIIIII.II'V

g( Finish E[ Cancel ’
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¥a Create Kaspersky Rescue Disk ==X
Downloading disk image
The Wizard is downloading the ISO image file from Kaspersky Lab servers.
Downloaded 220.9 KB of 289.2 MB
i Help ’ Next > ‘ ‘ Cancel ’
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Cloud protection Reports Settings

Back Tools

? Kaspersky Rescue Disk

Create a bootable CD or USB flash drive containing a set of tools for efficiently |
detecting and eliminating computer infections.

\

Microsoft Windows Troubleshooting

Search for damaged and irregular settings caused by such things as malware activity,
system failures or incorrectly functioning system utilities.

(a

_( Privacy Cleaner

)

Q 5 Clear your PC history of recent commands and accessed files, cookies, caches, logs ‘\ Start
and other data, keeping your user activity private.
Browser Configuration Start |

2

Analyze Microsoft Internet Explorer settings from security viewpoint. \

Help Support My Kaspersky Account Licensing



Px Microsoft Windows Troubleshooting - x|

Welcome to the post-infection Microsoft Windows troubleshooting
wizard

The wizard searches for damaged and irreqular settings caused by such things as malware
actvity, system crashes, and incorrectly functioning system optimizers.

(® Search for problems caused by malware activity e

() Roll back changes

9

ANEEEEEEEEEEEN

¥~ Microsoft Windows Troubleshooting

Problems search

Please wait while searching for damaged and irregular settings caused by malware
activity, system crashes, or incorrectly functioning system optimizers.

The search can take a few minutes.

- ST "




T ¥a Microsoft Windows Troubleshooting

Problems search completed

Select problems to fix:

[#] Additional actions

B Recommended acti

] M;c.rt;.sgi.‘.t.i;\ternet Explorer: signed ActiveX elements download is allowed without
Microsoft Internet Explorer: automatic queries of ActiveX elements are allowed
Service termination timeout is outside allowable range
Removable media autorun is enabled

|=J Strongly recommended actions

Microsoft Internet Explorer: ActiveX elements that are not marked as safe are allowe:
Microsoft Internet Explorer: unsigned ActiveX elements download is allowed

1 3 R e L P R e B S

Help E
'

Next > E‘ Cancel

¥ Microsoft Windows Troubleshooting

Help

Microsoft Windows restored successfully

Post-infection Microsoft Windows troubleshooting completed. If any problems occur, visit
our Support Forum or contact Technical Support.

sessssasanena

Finish E‘ Cancel
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(Microsoft Windows Troubleshooting) sogas m > g3Lwsl Y
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Reports Settings

Cloud protection

Back Tools

? Kaspersky Rescue Disk

[
. Create abootable CD or USB flash drive containing a set oftools for efficiently \ Create
= detecting and eliminating computer infections.
Microsoft Windows Troubleshooting ‘
- Search for damaged and irregular settings caused by such things as malware activity, [ Start ‘
} P system failures or incorrectly functioning system utilities.
| @
\:/ { Pl'ivaC)’C|eaﬂ8f ET--------- -----------S
¥ j""’ﬁ‘ Clear your PC history of recent commands and accessed files, cookies, caches, logs _ [ Start
and other data, keeping your user activity private. fSessesssensssnnsennnnnns
Browser Configuration Start

Analyze Microsoft Internet Explorer settings from security viewpoint.

pS

L

Heip Support My Kaspersky Account Licensing




¥ Privacy Cleaner

Welcome to the Privacy Cleaner Wizard

Privacy cleaner wizard clears your PC history of recent commands and accessed files,
cookies, caches, logs and other data, keeping your user activity private. You will have the
option to select which data you would like to clear.

Note that the removal of some of this data could cause some inconvenience. For
example, removal of cookies will reset settings saved by websites you have visited.

/4 Please close your web browser before starting the diagnostics.

® Search for user activity traces ,2
Roll back changes \ —
\L Sedllel Loy 428 g g 4 g
e Sl o s sle Sl & b
i e

FLLLLEEL L L M

Next > E

Help Cancel

ssssssssssssms

¥x Privacy Cleaner

Activity signs search

Please wait while searching for the lists of recently executed commands and opened files,
cookies, caches, logs and other data which evidences the user's activity on the computer.

The search can take a few minutes.

Help Next > H Cancel




¥ Privacy Cleaner

Activity signs search completed

Select activity traces to clean:

B Additional actions

] Google Chrome - delete bookmarks list

[] Clear DirectDraw history

[] Adobe Flash Player - delete temporary files

|:] Clear list of folders that are used in open and save dialogs

[] paint: clear editor files history

[] Clear history of Start -> Run commands

[] clear list of recent documents

D Enable clearing of list of recent documents on quit

E] Microsoft Windows Media Player: block requests to download codecs
[] Enable clearing of swap file during restart

[1 Clear MUICache Y

Next > H Cancel |

Help

*EL R

o 3 Sl SLaladl 3l 05,5 ans Sl Cend ol el LT (50 o 31 sl sl gy 9 o cdlad BT Jalis ] 0]
ble 550l slo collad ST 0

s Sbylas a5 oo codlad BT o p o 5l sl SLol lelasl - Additional actions

Dgdas Cawe 05l s S a5 gla cudlad LT B> gl sud ansgs wleladl - Recommended actions
Olgie 4 a8 Slendled BT B> (6l g 098 0 dnogs o 4 a5 Slelasl— Strongly recommended actions
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Cloud protection

Reports Settings

Back Tools H

Kaspersky Rescue Disk

- Create a bootable CD or USB flash drive containing a set of tools for efficiently Create
detecting and eliminating computer infections.
Microsoft Windows Troubleshooting
Search for damaged and irregular settings caused by such things as malware activity, Start
e system failures or incorrectly functioning system utilities.
:/ { Privacy Cleaner ‘
‘\- 2 3; -ﬁ' Clear your PC history of recent commands and accessed files, cookies, caches, logs Start
and other data, keeping your user activity private.
ﬂ Browser Configuration : e : |
. Analyze Microsoft Internet Explorer settings from security viewpoint. : - .

L

Help Support My Kaspersky Account Licensing




1

|

" ¥a Browser Configuration

Help

Welcome to the Browser Configuration Wizard

Browser Configuration Wizard performs a security analysis of web browser settings.
Note that some settings changes may prevent you from browsing specific websites, for

example, if the website uses ActiveX. To resolve this, you can add the website to the list
of trusted websites.

£ Please close all the browser windows before starting the diagnostics.

O]

{2 Roll back changes

sssss
pLLLL,

AN EEREEEREEEREEE,
9 Pl oNet> [§ cancel
;--nn--nn------!

Vs Browser Configuration

Problems search

Please wait while analyzing the browser settings.

The analysis can take a few minutes.

Help [ Next > ” Cancel




¥x Browser Configuration

Problems search completed

Select actions from the list to eliminate problems:

E Additional actions

l:] Microsoft Internet Explorer: history of typed URLs is not empty

D Microsoft Internet Explorer: sending error reports is enabled

|:] Windows Explorer: display of known file types extensions is disabled
|:] Microsoft Internet Explorer: homepage reset

|=) Recommended actions

Microsoft Internet Explorer: caching data received via protected channel is enabled
Microsoft Internet Explorer: cache autocleanup is disabled on browser closing

.IIII.I.I.III.I.
. H

Help . Next > ;: Cancel I
TR : ‘

S yii] (S S Lawgi ool c8l (g 0y o Sgis sls omled L8 al> e yo oals Slolis slo 5 dy o] ]
gl g0 i 09,5 kil Hlas g9 bl (55505

S olgim pol> o j8 a8 T e sle o pd cuml @b, slp oas b Lol wlludl - Additional actions
S 005 0] 3 FgalS ol Wl oo Lol s 2 5kae g

Dgiars Ogmnrs 0gill Wagd ST lgie 44 SMSie (40 o 5l 4SS - Recommended actions

SaS 0 giial SIags (58 G 5l A9 098 0 dmogs leladl ol a4, — Strongly recommended actions



Kaspersky Internet Security 2013 wloadass
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Protection Center & y pw -
Scan &Sy =Y

Update < y puw ¥

Advanced Setting &y yw ¥
Protection Center &y pw -9

pa Settings

General protection settings

|4 + By default Kaspersky Internet Security automatically launches on system startup to protect your
E + computer during your working session.
. H
8 .
E : Enable protection
-
[} .
: Mail Anti-Virus e i —Interactive protection
. o -
L] o
E &) Web Anﬁ-\ﬁrus@ g Select action automatically
' :
' #P IM Anti-Virus @ g Do not delete possibly infected objects
! W Application Control @ : _
el + —Password protection
. B System Watcher @ H
' :’ - P 9 o A
E 7 Firewal @ E [] password-protect access to application settings
. = -
! E Network Attack Blodcerg i | Settings..
i .
1 & Anti-Spam E
8 .
Py Anﬁ-Banner@ : Autorun
-
E B8 Safe Money E Launch Kaspersky Internet Security at computer startup
| = ®
E ) Secure Data Input E
H .
" .

Help Restore ' 0K

’ Cancel Apply




(General Setting) sogos wlowtiss -

px Settings — X
.I LR I'
] i &/ | General protection settings
Protiction Center By default Ka;persky Inherpet SeCL-:rity automatically launches on system startup to protect your
computer during your working session.
[F] General Settings 1
: ¥| Enable protection
=3 File Anti-Virus 4] nable p U
. Mail Anti-Virus Interactive protection
&) Web Anti-Virus Select action automatically
& IMAnti-Virus Do not delete possibly infected objects
"V Application Control B
o Password protection
E System Watcher
= p AT ?
) : Firewall [:J Password-protect access to application settings
é Network Attack Blocker Settings... 4
Y
9 Anti-Spam
i AntiBanner Autorun =
=
B3 Safe Money [¥] Launch Kaspersky Internet Security at computer startup 5 ,
F; SecureData Input
8 1| I |
Help Restore 0K \ \ Cancel [ Apply }
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| ¥4 Password protection

Password
Old password: ‘s.o.g.dj O)H
New password: I] e J)H ]

Confirm password: ’p» .)M m

Apply password to 4"’:‘ ‘:"“l’é)"éjﬁ = Li‘-’ol‘&sl")-
Configuring the application settings;‘j-ﬂ p)i Ls-bu,su-g
[] managing Parental Control L}Qy\"s J)S*S 2 o
Exiting the application 133 p i 3l Z 9,y

[:] Removing the application )‘}3' P)-; RS

Help 0K

Kaspersky Internet ;L. Jus: Launch Kaspersky Internet Security at computer startup -o
Gyt sl ol b ,o KIS sl,>1) Startup s Security



(File Anti-Virus) k6 wgpg 61 -Y

Vx Settings — X

L 2 <, &Y | File Anti-Virus settings

Protactios Conter This feature scans all opened, saved, and active files to ensure maximum protection at all times.

[@ General Settings [¥] Enable File Anti-Virus @

W File Anti-Virus Security level

~ Mail Anti-Virus

i Recommended
&) Web Anti-Virus
i E - Optimal protection

@ Mant-Vius T - Recommended for most users

7/ Application Control

B System Watcher ~

Y Firewal L Sem"gs 1)

Bl Network Attack Blocker

Action on threat detection n

& Anti-Spam

|.{ Anti-Banner 0\ Select action automatically ‘U’

B3 Safe Money (7) Select action: Disinfect, if not possible - delete

7. Secure Data Input
Help Restore 7 0K j ; Cancel ‘ Apply
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() Low

Sl FigalS sl St slagslyo g USB ¢ s 0)le plod ;0 o0y (aseive Sigen b slo L6 i ¢ siial xlaws ol 5o
sl s (SLiST s 5 4y 520) heuristic analysis g sgiue

Do 03 Sl B B sl Il ol 4o

UV O PR ) FLTSOWIC L L K E SN PU SR | E 2] R

s 3k Slagliis oy 4055l (59) 5 Sl L s (Slogliis) Setting-v

:General &S p

¥a File Anti-Virus i

General | performance | Additional .

() Allfiles
(® iFiles scanned by format
~ @

(_) Files scanned by extension

I AR R AR AR R R R R R RRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRERENRENRHSES!S
Protection scope

J4 All removable drives
& All hard drives

32 Al network drives @

%L"j /fi!»‘ K Delete

T T T T TR T T TR YT T YT,
SEsEsssEsssESSSESISSSEEEEES

Help ‘ 0K | Cancel

Gu 53 28 i Slenlass oS OBl plgs oo 1) Sl by wg g (T 45 (b g5 cen3 o File types -
Ddae ) Comd ¥ el g ol Siww (LOW « Recommended ¢« High) eas ol ol alaw

(Cod s G High ool mhaw j0) sbicial (g0 bl oles - All files

el el 50) aiSe Sl 1) 0 395 )] 4 Wilgie wgpg S a5 olebl Lass : Files scanned by format
(<l o 4 (i Recommended

el s 48) gioce Sl Wil ead pand ylite b bl a5 Ll Las - Files scanned by extension

(Gl g2 A i Low

cbli> s3gae cuned :PrOtECtion scope -



sloglys solod aSLl sloglys ploidgSss o)le plai ) 0,5 s Iy 09 Sl ol aS (63 lg0 lg8 P S ol e
(removeable

: Performance & y

¥z File Anti-Virus i
General Performance | Additional
2 sianatur eayss ©
Heuristic Analysis @
light scan medium scan deep scan
Scan only new and changed files @
l:] Scan installation packages @
Scan embedded OLE objects @
Additional... @
Help 0K Cancel

o929 51 sl bl Sul sla g, - Scan methods

310 (S o Sl el g 47 0 ) 8 ey Sloskis

OO O 5l Sl by g od axslid Slasags Ol gi Juls a5 ¢ S S o0l o512 Signature Analysis -v
S o o0l 1y ol 5l 8 B8 s JBlas o5 Ll

el JUd 093 2y 993 ddren (B9) (nl oSSl Y (LS slo aogs L

9929 Slp ol e (SlesST s ¢ 4 55) Heuristic Analysis s 5 s :Heuristic Analysis -¥f

D ) a4 Juld ¢ Slider

S Sl - Light scan

Lo g ¢Sl - Medium scan

Gee (Sl - Deep scan

Al e g o sl b Sl Lass :Scan only new and changed files -5

w5l 03,8 ss ¢ wl oad Sl il aS (6, BT 5l e &S ole BB g was sla bl Lt caend ol ogr laSisl
s sle s Sl 2 Scan installation packages -#

O )3 A i g wa la BB L udn S5 oSl ST ogdie Sl ceal sla BB wwend (nl (09 H S L
ol) 5 wal sl J pled (Sl aen iaS QLI Sl sla a5 51 SG 5o 0l (oo Lk ST Sl (55le age
b el (Sl 315l as sas ceal bis b LB Sl s0e g5l



Slxio ale) o b 5o oads aiOLE closl cunnd (pl o lases L :Scan embedded OLE objects -v
Lawgs (Uos] Comgn b1 63,9 uud] Cdliog ,Solo (slo L 10 o (g3luls g Slo by g ST ] Cdlng ,Solo 00 S
RYESURRK ¥ BTN SCEICER DL SO 3

L oS 5 sle b Sl algs co o] ,0 a5 098 0 3L (sl oy aaSs cpl (g9, oo,5 SIS L tAdditional -A
s Additional & y

v File Anti-Virus 3

General | Performance | Additional

(® Smart mode @
(_) On access and modification @

() On access

(C) On execution @

iSwift Technology @
iChecker Technology

[] By schedule @

[] At application startup 0@

Help 0K Cancel

13 gdina Crand ¥ Jald AS oSl slgilla :Scan mode

o0 sty 3l r 5T L5k 5L gl lp oS Sloj 1) BB (mang (e Gl dis S LIS i o e ol 4
o b slp a5 (60 ,lge wgpg (ol Wl cpl o (ZMlel g o yiws) ON access and modification -y
RUCOPIK SR P PSP TSV PRTELVE

AiSe Sl 1y S (B g 35U sl aST1) (88,050 ey g Tl ol 5o :ON access -9

Ao Sl |y aiiSs (3 1y (6l a5 ) (60,190 (wopg T dl> ol ,o :ON execution -y

sy IChecker  s,g0 o3 a4l anwg <> sy5l o3 ool @ (ISWITE ,9L8 ) ISwift Technology -1y

3,8 8,5 oslawl NTFS i 1B S 1 aS oo igelS




BB Gl by Sl ey Sialidl el s,00 o8 ol 2 (IChecker s,4Lsé ) iIChecker Technology -\¢
Sy Gl Bl Sl (nl g Sgtas @) (Sl 432 ST LE Sl e G oS Sl (nl jelae)d9de Sl I (poS sla
(Dgiimn Sl

KIS slos jLas! ol 4 aS osiise (astin ol 00,0l SOl soslainl b sgioe 7, Sl ad > 5lasT LB
01 (K ol Dlaplats jo Sy W35S o g gy 00 Sl b (51 45 (LB b

Gl b ole bl a s g uS o 5 S5 slo LB LIChecker :s)ls sg>g IChecker g1y a5 olensgame
exe, .dll, .Ink, .ttf, .inf, .sys, .com, .chm, .zip, :Jls olsie 0).ogius Jloel canlis oo Coom, 4 aslip a5
(rar

SalS (6l Caond ) dase Lastie Sloj o3l o slp |y wopg o5 iBei ojlxl cend ol :BY schedule -1
2,00 3,2)l5 o ODJECE & y2ny jus oy ISl (3051 023 5 s SIS o>

Codd atine slo aslp gl s ¢ wopg Bl ¢ cwend opl 0,8 Jlé L AL application startup -\#
99509 (5 09d iy sl aSGI 51 Gy (W1 (428 BB (sots il a1 L5 a5 (Sl Jlo (sl gt R
Sgdae Jud o)ligs 555> 5k 4

oS 08 DBl |y g0 )5 gl sl 5l o] S5l o T 50 W09 (o0 5k sl oy 465 (al g9y 2 SIS

Db gie wypg o5l ¢ wites 2l b s 4l

:Action on threat detection _isy
ploxl 09T Yoo | b 0591 5 lg0 « o0 0818 (pusid Slosdgs « 9y » b wgpg BT 45 Sloladl iz ol yo
@ w99 5] «Sbylas 5)lge pais | et (Suilegil s ,Sles wlidl) Select action automatically -f
GSh 1y G yBe d)lse g ps (5l ams e plil ) (S S sBinlo] paasiio Lawgi 0ol 4o Jlas! jS045 j5b

8 5Ke 02wl 15T e ails (o3laSTh 4 50l ooyl Vil 8,50 (sl 51§ 0iSee B3> L

atg S5SL 5l o s3bil sl oty e o woogll 350 S Bi by (5SL sl O 5 S gy T
: (0 S doe wlisl) Select action -6

Ol &g 50 BB oS o5LuSL s Disinfect objects if possible

S3LSL el pas &g 4o el i 2 Delete if disinfection fails



(Mail Anti-Virus) Jues! gwopg 61 -Y

va Settings
@ ‘. & [ Mail Anti-Virus settings

This feature scans incoming and outgoing messages for dangerous objects. The following protocols

EObECHn CERter are supported: POP3, SMTP, IMAP, MAPI and NNTP.
@ General Settings
V| Enable Mail Anti-Virus
2 File Anh Virus =
S . s
Security level
&) Web Anti-Virus ‘ Recommended g‘ﬁ
IM Anti-Virus ; : 2’~ )
o CH - Optimal protection d..&
"V Application Control [ -Recommended for most users
B System Watcher
L Firewall ‘ ‘ = ?
| Settmgs D
B Network Attack Blocker U«
9 Anti-Spam Action on threat detection A
B Do e @) Select acti tomaticall 4
( elect action automatically
B8 Safe Money = ’U
() Select action: Disinfect, if not possible - delete
= Secure Data Input 5 —— @
Help Restore | 0K [l cCancel || Appb

S Jwosl g (ol Coonnd oyl (o9 Jld bt (Jwos| g g 5T 90,5 JWd) Enable Mail Anti-Virus -

Syine 5l 55 IMAP g SMTP <POP3 (g1, (SSL) opel bl |u....m.a» aiSae %l NNTP

) oo et i 5 cblis pelaw aw o)lgs (oo ¢ gimiel o cpnd LiSw 4o 1 (Sl zelaw) Security level -
oS s
: (3L 3) High
5 8999 b ply (Sl 5 0gdne Jlosl ool sla ply (sl J5S (p s 09d QL sl mhaw (ol o5 (olSn
Bgdae ploxl Geoe (SLsST Jelow 5 4520 plnil 5 (29>
-0 (o0 00wl STUphas Lo S o 15 pCB 0 YU ool haw
: (suh amog) Recommended
oSl Lasgie ool Ly (BlasST Jolo g a5 (29,5 5 69909 s el ¢ demal oy ST el s Gl 50
: () Low
S (Sl |y (8L 53 (6l el badd ¢ Loyl g (Sl (el o 5o
Sgls (03 (Sl doond b 1 LIl (ol o
ol s 23ln 31 03 liun! Bz b 1y oSl i par 25T ylgine el eyl 4
Sadn 5 Slaplas ooty 4055 Cnl g,y Sl L (wlonlais) Setting-v



:General & p yw

px Mail Anti-Virus

' General :Attachment filter i Additional
Protection scope
(§': Incoming and outgoing email @
O Incoming messages only @

Heuristic Analysis e

light scan medium scan deep scan

Scan of compounc

]‘ff.:i

[:] Skip attached archives @

E] Do not scan archives larger than g 83

Help 0K | | Cancel

cbli> 0d50e cunnd :PrOtECtion scope

SZ95 9 699,95 sl plu : INCOMINg and outgoing messages -9

8L, sla ply ks : INnCOming messages only -

oSl slede, @ Scan methods

sl o0is 0813 asgi LS slend 4o - heUristic analysis -¥

Dgdrad Sl Juosl 30 00 Comgmy Sl cond ()l 0,5 Jlasis L : SKip attached archives -

oSl 0w Cadgaze 48,5 sl g1, : DO NOt scan archives larger than -6



: Attachment folter & p yu

¥a Mail Anti-Virus Mo l
| General | Attachment filter | Additional |
(® Disable filtering @
(C) Rename selected attachment types @
(:5 Delete selected attachment types@
~N
ok Add & Edit 3 Delete v
{
[ | J
Help ‘ 0K || Cancel |

53 Sy R S pild o5 S L sle A el e ply 5o Sy BB 50 0l (Bl G5 sle asl
Sgde 0310 Bi> by g pl usd oad Lastive Cavgm sla BB S0g5 ob 4y Jeesl sl ol

S ild 0,5 Jd e - Disable filtering -#

oo bl aees slebils ob s : Rename selected attachment types -v

oad ol aeres sl bild > :Delete selected attachment types -A



: Additional & y yw

yx Mail Anti-Virus
General | Attachment filter Additional
POP3/SMTP/NNTP/IMAP traffic @

Additional: Microsoft Office Outlook plug-in @
Additional: The Bat! plug-in @

Help 0K ‘ Cancel

Jlas! : Connectivity

POP3  [S5s, clls 45 sloboos! « Cead ol 05 lases L : POP3/ SMTP / NNTP / IMAP traffic -4
igdere Sl 35ls 5| L3 iz SMTP / NNTP / IMAP

Joool Slealats b cuo yiws (5l wilgs oo s ol - Additional: Microsoft Office Outlook plug-in -)-
D55 158 el 090 lesls Sl san S g Microsoft Office Outlook Jsls ;s

Jeosl gy (5] (il a2, LST 30,5 Jld cp cond ool 090 lass s Additional: The Bat! plug-in -
<l Bat! 5 L

ol 00 iy 1380 05 393 sla il 5l ool L Batl js 009l ew! (slo ODJECE & ax g5 b g g 5T 0 Shos

D (o eseid yo wloludl) Action on threat detection
OBl & yg0 10 8,90 40,5 s3LSL : Disinfect objects if possible -

S3LSL el pas & g0 40 JulS B3 2 Delete if disinfection fails -6



(Web Anti-Virus) oy gwepg o1 -¥

@ L & [T WebAnti-Virus settings ®

This feature protects incoming web traffic and prevents dangerous scripts from running on your
computer.

Protection Center

[@ General Settings

- V| Enable Web Anti-Virus
[ File Anti-Virus =

~ Mail Anti-Virus Security level
Web An E | Recommended
L]

" T Anti-Virus

- - Optimal protection

"V Application Control - Recommended for most users
B System Watcher

i’ Firewall 'T‘ ?

= Settings... ‘ Defauit 59
Network Attack Blocker S Y | é
20§ Anti-Spam Action on threat detection

| Anti-Banner =

H (@) Select action autorpatically

Safe Mone =
— 5 () Block download
i Senechaiadoout () Allow download
6

Help Restore \ 0K ‘ ‘ Cancel : Apply

5 Cules g wopg ] comd (pl gad Jled b: (Gg wepg 81 (0,5 Jd) Enable Web Anti-Virus -
e Sl 5l e S cdadlne FTP HTTP la JS5g, 3ok 5l Lad gmals Lawgs ooy bl o ledbl
ASee S5 8 FeeslS 59y 2 L2 b 0 SUkS
) oo et i 5 cblis plaw aw o)lgs (oo ¢ giiel o s LiSw o 1 (Sl zlaw) Security level -y
po,S bl

: (343 High
ogdae JLel FTP SHTTP b 5l 60555 9,150 5 b oy Sl (595 2 J5ST (0 iids « el s (] 50
Dguiarn (Sl Goos glan 50 (SLAST Juloni g 49 j2x (Susiol i (2] 5o
: (ouls Ao ¢5) Recommended
0525 S8l g Jloel by S Sl 5 09 SIS (Sl plin 5 Lawgie a5 ogllas cbilis o Siel ghans cnl 5o
gdrenll bawgie mhaw ;o (SlasST Lo

el b Gy (el s
() Low
ol s BT oo 5 20328 Sl 5 953 g5 (5l g (el s (2 53
D (o0d (Sl dooud o Jo U b (5o
1S i @oboo 31 ool JBlas b 1y oySwl ae paw 35T (ylgin <l ol 5o

Sgdue b Sloslais 0,2ty 4aSs (59, » S Lt (wledisd) Setting-v



:General & p yw

¥x Web Anti-Virus R

| General | Safe Surf 1 Geo Filter ‘ Trusted URLs |

Kasnersk A

Check if URLs are listed in the database of malicious URLs @
Check web pages for phishing @

Additional... @

Use Heuristic Analysis 6

light scan medium scan deep scan

Limit traffic caching time to optimize scan 6

Help 0K Cancel

DS bl ] e ol g Sl Sl g, auily oo L Lisw ool 4o : Kaspersky URL Advisor

»a o LURL 85 S>:Check if URLs are listed in the database of malicious URLs -\
el oad S5 0ype sLURL (5 ools oL

Sicind lp oy Olxias 9,5 S : Check web pages for phishing -y

Slio (Sl g9 aulgs oo )] 10 a5 050 o 5L Kieid 0 Slauass 0,5t eSS (pl 0,5 SAS'L :Additional -v

S oS 1y (BlaaST o g 4 jo 5l oozl b« Kicind g
sl 00s 00ls sgi L lend 4o : Use Heuristic Analysis -f
Sl i slp Sl o5l 0,38 ey 0,5 seame :LIMIL traffic caching time to optimize scan -o

Ol



: Safe Surf &y yw

Vs Web Anti-Virus

[ E?ﬂi’.alj Safe Surf | Geo Filter | Trusted URLs

Kaspersky URL Advisor-

Checks the security of URLs on web pages in Microsoft Internet F lorer, Google
Chrome and Mozilla Firefox.

Q\ed(URls@ @|&1

Check websites:
(® All but the exclusions @ g\ Exclusions... l

@ gnlywebsitesfromthelist@ @\ Specify... |

Blocking Dangerous Websites

This feature blocks access to known dangerous websites,

[] Block dangerous websites (i) @

Help I 0K ‘ ' Cancel

S b oo slo Goydl oy 0 sl g Slmio 59, SLURL (05 Sz : Check URLs -#

URL ledas o iy 45 99,9 : SELLINGS -V

DLl ogds (qusyp b 45 o ol g gty s 5 Ll g oyol 505 Szl e S5l g oy ol o
s



yx Kaspersky URL Advisor settings s

Check mode
Check URLs:

(O) All URLs
(® Only URLs

l;‘{Ebgi* = cateq

Show information on the categories of website content

Select the categories of website content about which information will be
displayed in tha browser when checking URLs:

Select ail Clear all

search results

llegal software
Drugs

Violence

Explicit language
Weapons
Gambling

Pornography, erotic materials Anonymous proxy servers

hURL.‘sm

Payment systems
Forums and chats
Casual games
Web mail

Online stores
Social networking

335 Sl bl ool 5 Ll ooy 51 gl s

Help

" 0K || Clse |

3 gulind ySun! (il o a8LS! (EXCIUSIONS)slociel 8590 s (30T o 43 45 b ol 09 (glgizxo il

Oy ooyl 5l cad S olg oo T j0 AT 0gd e 5L bl oy asSs ol g9, 2SS L2 EXClusions -4

S5 Sl K 5 Sl e gl 3,5 adlal |, slazel 5,90 slezlo

¥a Exclusions e i
op Add & Edit ¥ Delete & Import ¢ Export
|
Help | ok || Clse |

Lol SPECfY cod jo a5 Slemlo g (wyol lyxme s <> ol 4o : Only websites from the list -+

Ogdao u.iw‘ FEIW PR



a5 olenle Oy oyl 5l cad SO olg oo o] 50 a5 098 oo 5L sl oy asSs opl (59, » SIS L Specify -
co,S aslal 1) sgi Sl Web ANti-Virus bwg b

¥a Checked URLS B>

o Add & Edit ¥ Delete & Import 4 Export

Help ok || ciose

SUylas sla Col g dr owiwd (43,5 d50ue : BlOCK dangerous websites -1y

:Geo Filter & y

¥a Web Anti-Virus i)
 General | Safe Surf | Geo Filter ]Trusted URLs
To help avoid websites from the most infected regional domains (according to
Kaspersky Lab data), the module can filter out any region of your choice.
[] Enable filtering by regional domains: (i) @
V Allov @ Block 0 Prompt
Access Domain Region Infection rate A
(7] AC Ascension Island low infection rate
(7] AD Andorra low infection rate
9] AE United Arab Emirates low infection rate
(7] AF Afghanistan low infection rate
o AG Antigua and Barbuda fow infection rate
(7] Al Anguilla low infection rate
9] Al Albania low infection rate
(7] AM Armenia low infection rate
(7] AN Netherlands Antilles fow infection rate
Q AQ Angola low infection rate
(7] AQ Antarctica low infection rate v
Help 0K || Cancel

! dilate gla aels 4 ow yws o pae 0,5 Jlé : Enable filtering by regional domains -y

(Ol g s o3>l (lgis pizmen).s S aSel 1) plo j0iS SO 4 by e 6 Al (g Ceond ol o

23,5 aSel 1) il jenS atels fpo oy bl o Sl jo



¥a Web Anti-Virus i

| General | Safe Surf| Geo Filter | Trusted URLs |
To help avoid websites from the most infected regional domains (according to
Kaspersky Lab data), the module can filter out any region of your choice.
Enable filtering by regional domains: (i)
of Alow @ dlock & Prompt
Access Domain Region Infection rate A
(2] EU European Union low infection rate
Q Fl Finland low infection rate
Q FJ Fiji low infection rate
(7] FK Falkland Islands (Malvinas) low infection rate
(7] FM Micronesia, Federated States of low infection rate
@ Faroe Islands low infection rate
AR E RN R R R NN R R R E R R RN R RN R RSN EE NN RN NN NN NN NERNNNRERANRENEERGRREEE
- @ FR France low infection rate H
LR LR R R R R LN) LR A} LA L L L LR LR R R R R R RRERERRERERELEN] LA AR llllll.
e GA""""Gabon ow intection rate
@ GB United Kingdom low infection rate
© GD Grenada low infection rate
(7] GE Georgia low infection rate v
[
Help 0K ‘ ’ Cancel |

R0 Al 58 aiold b ool S 50,5 3b 31w 45 ool

Kaspersky

Internet Security 2013

BLOCKED DOMAIN REGION

Access blocked by Web Anti-Virus in geo-filtering
mode
The requested web resource belongs to a blocked region.

* Region: France
- Domain: .FR {low infection rate)

URL:  http:/ /s fr

Actions:

« Back to the previous page
» Open web resource

» Open Geo Filter settings

Message generated: 06:05:06 b.




¥x Web Anti-Virus i

| General | Safe Surf | Geo Filter | Trusted URLs |
Web Anti-Virus does not scan web traffic from trusted URLs.

Do not scan web traffic from trusted URLs: @

9 Add & Edit K Delete

®

Help 0K H Cancel [

slezel 0,90 (Slga ;oD sURL 0 S5 Sl : Do not scan web traffic from trusted URLs -1¢
@ pladl (s ols L3k ) bV Lo (S S Sl 0l b peitiadas ol G ogs olle 5l 50095 SlBgl can
3,5 0)lg Cncd opl yo 1) Colis ol b aSel el 5l ol 005 b Gy i Culu (0,5 aSoly

Dgudern 00l Hla3 5 jae Culu 4y 09,9 plS a5 oliy

Kaspersky

Internet Security 2013

ACCESS DENIED

The requested URL cannot be provided
URL:

http: //www.iransetup.com/

Blocked by Web Anti-Virus
Reason: phishing URL

Click here if you believe that the web page was blocked in
error.

Detection method: doud protection

Message generated: 18:09:59




S ol oS 2l Glp a8 03,5 aSel gole cl> 4o g, iransetup cole ws,S aasde Yb oli o Sl jo a5 jghailen
e o)l S Jol b Cales G o6 (39,5 3,15 (12 0,5 adlal slazel 9550 (sloww ol e 41 1) ol (nl i 4S5l 2l
*iransetup.com*  :aule 0,5 8,05 o)l o 3T 10 g ol pb s ¢ alaks

DS Alsl Cand @ G, e 4 b &S Can 55,000 JAr Jro a0 sl asals (glylo ol ol !
*iransetup.com* i 0,5 8,15 1 o ki 3l a6 abaii wls Lulu ) pan 00,5 adlsl gl

Bgae 7)1 4S5l Sl 5l ole 55550 Saze (535 5 S 4 03,5 48LS 5l a

(S Camndd) bl 890 Slgisl Cond @ ol (y0,5 adlal sl : Add -0

¥a Address mask (URL) ¥
g;‘:iransétup.com;
Help 0K Cancel

S Sl lgime 10 Ly oS AT Slej slp 0 ,Shee SO lgi oo« LiSw o0l ot ACtiON ON threat detection
&; g_)l?b.:‘ ‘) Wl ool M WLMJ <9

g &0 a0 ,Shee Sl : Select action automatically -

sgbils (48,5 d90ume :Block download -5

ssbils sl ools o5l>1 : Allow download -#



(IM Anti-Virus) b yxiewo w99 LS""T -0

yx Settings - |

! \. U) = IM Anti-Virus settings

; e > ;
Protecbion Canter This fea?ure protects traffic for the following instant messengers: ICQ, MSN, Yahoo!, Jabber, Google

Talk, Mail.Ru Agent and IRC.
[@ General Settings

: : [¥] Enable IM Anti-Virus @
[ File Anti-Virus

~ Mail Anti-Virus Protection scope
&) Web Anti-Virus (@) Incoming and outgoing messages @
™ IM Anti-Virus E (") Incoming messages only @

" Application Control

) Scan methods

System Watcher

= [¥] Checkif URLs are listed in the database of malicious URLs @

X Firewall .

9 Network Attack Blocker Check if URLs are listed in the database of phishing URLs @

W Heuristi ;

BN Acti-Spam [¥] Heuristic analysis @

I§  Anti-Banner "

B8 Safe Money light scan medium scan deep scan
- Secure Data Input

. - |

Help Restore | 0K [ | Cancel [ Apply

IRC s Mail.ru agent<Google Talk¢« Jabber<Yahoo« MSN«ICQ

plo pled gogine Ll Jole piman (s3l0il ofy i ;o caond cpl (09 oS5 L Enable IM Anti-Virus -
ICQ, MSN, AIM, Yahoo! Messenger, Jabber, Google s s &b 5l oo Jatie o>9,5 3.539,9 sl
Seine Sl Talk, Mail.Ru Agent, or IRC

ST 3 8993 sl sy : INCOMINg and outgoing messages -Y

63,5 slwls Las :Incoming messages only -y

;0 39290 sLURL 0 5 > : Check if URLSs are listed in the database of malicious URLS -¥f
e GLURL uplis (0 0525 pae b 092y a5l ety

;0 d92g0 sLURL 0,5 &> :Check if URLSs are listed in the database of phishing URLs -
Sipid GURL el ;0 0929 pas b 052y Sz 5l el

ol 00 0018 osgs DB Caand ol - Heuristic Analysis -#



px Settings

®a & A

Protection Center

@ General Settings

7 File Anti-Virus

| Mail Anti-Virus

&) Web Anti-virus

&9 IMAnti-Virus

System Watcher
Firewall

Network Attack Blocker
Anti-Spam

<

Anti-Banner
Safe Money
Secure Data Input

Eh B = B i B

Help Restore

(Application Control Setting) acl y J yius wlogisi -5

- X
Application Control settings ®
This feature dassifies all applications and restricts their behavior based on their group.
Enable Application Control @ @ @
Configure application rules, protect personal data and ‘ Aliontions ‘ } Kealibcatotion ‘

other resources:

Restrict applications
Load rules for applications from Kaspersky Security Network (KSN) @
Update rules for previously unknown applications from KSN @
Trust applications with digital signature @
For unknown applications:
(@) Use heuristic analysis to determine group @
(") Move to the following group automatically: = Low Restricted ~ @

Maximum time to determine the application group: 30 1:;_:),! sec. @

Additional

Delete rules for applications that are not started for more than 60 —‘? days @

‘ 0K ) } Cancel ‘ Apply

asby S 00,8 Jwé: Enable Application Control -

s, e asls, - Applications -

J.:.‘S wa‘ﬁjhbd.«cla).v Ls‘)" |) u.:.n‘9§ 0‘9"""’ u])éés.)}usa)b d.b).!)ls 6[.@);9‘ ﬁ).: 0y 4SS U"l 65)).:&.1514



vx Applications

H Groups and applications Status
E |C2) High Restricted (2]
$ ) 1) Low Restricted o
E.ﬂ | Trusted @ a
g |2) Untrusted @

Popularity

& -group selected by the user @ - settings modified by the user

Help 0K | Close

Rgdae pj ks 9o Jold 1o ol oled pds Jloel e (FglbS Cond )

(00,5 sla 4l »» aen) All @pplications

(s;ll ol o 1,>! > ,8) Running on start-up

Coomd opl Sgias 00l iules il jo 60,5 slo aslip 9 09,5 o Lxul o : Groups and applications -y
il oo p5 095 ez shil

YU cosgame L High Restricted

ol codgame L s LOw Restricted

lebl 5,40 ¢ Trusted

oleeb! JB,.¢ : Untrusted

555 4 peolyzn |y asliy S a5 g0 50 00h Jlesl o 4y 05,5 (sle Cudgazma b ols 15 sl asliy lsies 09,5 0 50
oiSen oo 15 ) % S Jie Koo

09,5 4 oS 5 LOW Restricted og,5 0 o8 i jsku a5 1, IDM aslip Jlie sl Jgl ol o Sl 5o
2w Jtsl Trusted

o 3 UNLrUSted o5,5 15 o0 1y 0T olym 5l o peSole a8 | asliy o5y oy ol oy Sl o



¥x Applications

lAll applications v | I

# Edit ¥ Delete from the list

Groups and applications & Status Popularity

|5) High Restricted

(=) [ Low Restricted
exe53bb.tmp.bat
exe5570.tmp.bat

292909

* Internet Down)

Application rules...

Restore settings

Delete from the list
| Move to group > Trusted g

r calendar.

[&}] {697e88e5-4a6
(=) [ Trusted
[+ I) 0E6CBC3B-73B
(#] [Z5) ADOBE SYSTEN
[# | ALEXANDER ROSHAL
[# I ASHAMPOO High Restricted
[# [ ASHAMPOO MEDIA Untrusted
(# [ BROADCOM
[# IC5) DAUM COMMUNICATIONS
(# I DELL
[# ) GOOGLE
(# I INITEX
(= ) INTEL
[#] [C2) KASPERSKY LAB
[# |5) KMP MEDIA

®2 2

Low Restricted

odq

P2O090D D

& - group selected by the user @ - settings modified by the user

Help

0K

¥x Applications

| Running on startup Vv ] I

& Edit ¥ Delete from the list

(=) ) Trusted

(=) [Z5) ADOBE SYSTEMS
Bl Adobe Acrobat Update ServicH 5

5 ) ACHARABO S RIEDIA Application rules...

E‘] @ BROADCOM Restore settings

() | DELL Delete from the list

e ®

Groups and applications & Status Popularity

LE’ C3 GOOGLE ; Move to group b‘l Trusted
%ﬂ @ M - : Low Restricted
[#) |Z) KASPERSKY LAB
& ) MICROSOFT High Restricted
(2] I[Z5) PANDORA.TV
[+ |5 PSOFT
[ [ SLYSOFT
[+ |5 SYNAPTICS
[ = vaHOO
a Internet Download Manager (IDM)
23\ unlockerassistant.exe

& -group selected by the user @ - settings modified by the user

Help

0K

| [ Cancel




Jheel aslip o) sl suslsd olye Application rules... auF Ol g b askp 5l plaS ja (59, » SIS el b
(po,S bl IDM o brsl jo0) 0,8

P Application rules | — |3 x

a Internet Download Manager (IDM)

E File 3 Files and system registry | Rights | Network rules | History | Exclusions
.:.l.:...l.ll.lll...I..lIl..lII.ll....I..lll..lII.lll...l..llll.ll..lll.l
+ Path: c\program files\internet download manager\idman.exe s
. :
. Vendor: Tonec Inc. -
-
~ Application: Internet Download Manager (IDM) H

-
. Version: 6,17,3,3 -
- -
. Size: 3.4 MB -
-
o Created: 7/17/2013 5:08:19 PM <

-
. Modified: 7/21/2013 11:32:53 PM <
. °
. Status/Group: o Trusted <
- (added by user) H

.
* Threat level: High (rate: 100) <
. -
» Digital signature: Absent -
% Signature date: 6/17/2002 5:24:57 AM :
- H
-
. Number of users: less than 100 E
. Appeared in KSN: 7/17/2013 9:31:48 PM Q s
.I-IIIIIIIIIIIIIIIIIIIIIIIIII.IIIIIIII-IIIIII I E R R R RN R R R R R RN R R N )

S . »
e 9 o,; (> ¢ (3539 ‘Mbﬁfwé)’.ﬁ J° @L‘:ynb‘

-

| Px Application rules - |8

& Internet Download Manager (IDM)

File 3 Files and system registry  Rights | Network rules | History | Exclusions )

Resource Read Write Delete Create §

(=) Operating system v v v v H
Startup settings v v v v .

|+ System files v v v v E
Security settings v v v v E
System services v v v v E
Protected applications v v v v .

=) Identity data v v v v :
User files v v v v E

%] Program settings v v v v E

«/ -allowed @ -blocked @ -action request \

Help [ 0K ][ Cancel ]




¥a Application rules | — [-&]—x '

O Internet Download Manager (IDM)

| File | Files and system registry | Rights | Network rules | History | Exclusions

Resource Permissions A
=) Rights
|=) Access to other processes
(=) Process control
Starting other processes
Stopping other processes
Pausing other processes and th...
Sending Windows messages to...
Using program interfaces of ot...
Start driver
(=) Intrusion into other processes
Hooks installation
Code intrusion
Reading memory of other proce...
System modules change (Know...
Duplicating handle
Hooking incoming messages of...
Modifying memory of other pro...
|=) System modification

« -allowed @ -blocked @ -action request

<L

CRALCELLLCKALCKILL

Help

¥ Application rules [ [ o

0 Internet Download Manager (IDM)

| File | Files and system registry | Rights | Network rules | History | Exclusions |

ﬂﬂ’ Add / Edit o€ Delete f Move up 6 Move down

Network service Permission Address :

Any network activity v Trusted networks :
Any network activity v Local networks E
IZI Any network activity v Public networks E
-

]

Rule description
Action: Allow

Direction: Inbound/Outbound
Remote addresses: Trusted networks

Help } 0K | l Cancel




¥~ Application rules e = lml o

0 Internet Download Manager (IDM)

 File | Files and system registry | Rights | Network rules | History = Exclusions }

|:] Do not scan opened files 0

[] Do not monitor application activity

[[] Do not inherit restrictions from the parent process (application) @
E] Do not monitor child application activity

[[] Do not scan network traffic @

b bl oSl pue @)

JB sladled p o)li poe @)

P¥lg ol 4ol 1 Codgume Jlasl puc e
Ol 08 doli p cudled ol pue @
Al Sy (Sl pus ©)

Help ok || Cance




cuga 5l cbla> ldentity protection -v

Ol 50 a58,5 slol Cand SO Glge ol 50 4 05l (o b Jlmms Cuse l cbla> o,z asSs (pl g9, p SASL

¥ Digital Identity Protection

.
| All resources

Identity data | Operating sys'tem‘I”Ei'clus'ibns'_

JSEEssssszssissssssessssssssssEeane,
£l = .

vi @

L I,,

+ (=) V]I Identity data
1+ [V]I2) User files

(# [V]I) Opera

# V]I FAR

HMDIcQ

‘#‘ Add / Edit 3 Delete

Resource

(0 L2 == naqi ey

@ Add category

(=) V112 Program settings
=) M]3 Internet browsers
(# [V] ) Internet Explorer
[ [V]) Mozilla Firefox

(# V]I Google chrome
=) [¥]IC) File managers
(# [\ Explorer

[#) (V]2 Total Commander
=) [V]I) Email dlients
(# [¥]IC) Outlook Express
[ [¥]IC) The Bat!
(# (V]I Thunderbird
(# V]I outlook
= uj Instant messengers

A et

Path A

Tessssaw LR FesssssERssERESS ¥

Sy 5 ks e Jols G led il Jlas! Caer (SgdS Cand )
Gl sl cudlad 5,90 50 Sedbl « So5 sla o1« My Documentsass,) » 15 slebts - User files

( Explorer Internet.Chrome .Opera.Firefox aub) <ozl 5,0 @ INternet browsers

(Explorer ssb) L6 co e : File managers
(OUtlook wisle) Jues! cu paw skesls o : Email clients
(Skype usble s yxiws) il oo - INStant messengers
SS9, g s 1 Electronic purses

s g9 51 0 ANtiviruses

xle aen @ All resources

1 50 99250 slo aalip g o aib ob iules :RESOUNCE -Y



olgs 6 I38,L : Load rules for applications from Kaspersky Security Network (KSN) -¥f
(KSN) S S ol 4 51 600,15 (sl aali s

Sokaie 4 (KSN) (sla osls oL a0 cunlgs 50 G (Application Control) s ael , J xS ¢« cond cpl o9 luSs b
B oo 5138l 05 09 iy paS

sla adli sl ouiled Sl s, :Update rules for previously unknown applications from KSN -
KSN jl azslial o 0,18

Jbesus slael b slezel 5,90 59,5 o asli = Trust applications with digital signature -¢

slezel BB 1) Juzus sladl b 58,5 slo adb < Application Controlyast , J s cownd cpl oyog oSS b
[ oSl Jaie olazel BB og,8 au |, sl opl e (Application Controlyast ,, ST o 15 oo Lk jectrusted)
heuristic ) LexST Judow g 4320 5l ealiiwl b og 5 s (USE NeUristic analysis to determine group -v
aslab gle 4l @nalysis

Slaog 5 4 5095 &0 4 aisliil e asbp Jasl : Move to the following group automatically -A
3

Untrusted -v High Restricted -y Low Restricted -\

S8l p 09,8 i yai sl ole; xSTee - Maximum time to define the application group -4

Jelos g 4550 51 oolisl b1y Lzl J> 50 600,15 sla asbi,, (Application Control) asb, Jyus a5 Sbey o
S Sl 8lass]

aly S wed ples ploy Gae cpl Sl ol 4l Yo oae w0 asliy SO w5 W (28 i ek @
Low Restricted og,5 a1, o) azs ;0 axS cpni | asli pp aigs law Wilgs o3 299 4 (Application Control)
(Trusted) sleel 5,90 09,5 10 625 ;1,8 5 o |, asls oSl (Application Controly sl p J s ass o Ji
VAP I IFESUR SRR PE

asli oiled Sslegsl B3> : Delete rules for applications that are not started for more than -y.

el 00l adeiie jg, ;0 Glo) Do gined [l astin glej 0,90 S j0 aS (60,5 slo



(System Watcher) g (55 oW « <l p0) ol -V

g ool obl Ol s 51 L8 Gl a4 ails )5 ojlal Lads 45 5 0l s e jo b aolpy codled 1y Shg o)

px Settings

= =
S

Protection Center

>

General Settings
File Anti-Virus
Mail Anti-Virus
Web Anti-Virus

IM Anti-Virus
Application Control
System Watcher

Firewall

Network Attack Blocker
Anti-Spam

Anti-Banner

Safe Money

Secure Data Input

Help Restore

(Malware & L o Sledass ) aass | o 5

| System Watcher settings ®

This feature monitors application activities in the system and allows you to roll back changes from
malicious actions.

[¥] Enable System Watcher @

Enable Exploit Prevention (0 | Settings... | @

Heuristic analysis
[¥] use behavior stream signatures (BSS) @
On detecting malware activity:
@) Select action gutomaﬁcall@

(7) selectaction: | Delete

6

Rollback of malware actions

[7] Limit data to be stored for rollback: 30

- M8 @
On detecting possibility to roll back malware actions:
@) Select action automatically @

) Selectaction: | Roll back

0K Cancel Apply

Joloe

X

ale) addse & e SleMbl jo a5 SBLSI aled « Cond ol 09 ,lass L - Enable System Watcher -

Sl 00033 5 S5l @ex (FaamlS 0,5 Jigels (sl 3 ¢ byl £905 (S rnz) sl oS s ¢ bl s

Ob a5l LS 4 i bl ails S5k g (60 )15 sla sl e sla cdled (250 slp e eols (pl ogie
O}-aiuo )‘)5 oolaiul Sy940 ¢ u):u ML;).g
S St Ceand 50,5 Jled : Enable Exploit Prevention -y

Do Lg),.iu ey WT e 4ol lawgy onls |21 ‘@JJ.?‘ ‘_gl.lb J.'b ¢ Cound Q;J 099 Sass b

¢ ADO Ua"’?b'“" ‘) Gl 000 )LC] )4)[5 .Iawa; aS )4.,\4 MT d.cl.:).: g_i.t ‘ LS")" u;l.ﬁ JJ[S (5‘)" (_g‘).t Vw)L' KIS )f‘
S dgdune [y BB ol 2l slpnlgs 4o
olendass - Settings -y

¥ Exploit Prevention Settings

Help ,

In case of attempted unauthorized operation:

(@ Select action automatically s_g.t)'lo,i" 0)&1&&
O atlow action 4ol g2 gl,2>1 gl o)l

() Block action MU).Q 6',9.‘ QO; S 3 At




bl 5 SBbs gl culsd cunl BB slagSl 5l eslinul : Use behavior stream signatures (BSS) -f
BSS) ,us,

wgioe Jelod g 4525 BSSg ouds (650 oz Slodll bl 1) layl380 05 (slo codlad + connd () (05 oSG L
Bgdan oy oo P sl el alive slo sl Sleidled (riizren

Malware c s jasis gl 0 On detecting malware activity

Sslegil &9 0,Shee Sl : Select action automatically -6

s Jols aSiiws o Shee Slesl :Select action -

lgnore-Y (o, o aslip a4 ools aasls) Terminate the malicious application-y (si>) Delete-)
(855 o0y30)

(CoblKe o 1) 10,550 (sl 00 0,053 Sledlbl 10,5 5400 : LIMIT data to be stored for rollback -v
Malware s Skee Lascis Jlas! o0 50 0 ON detecting possibility to roll back malware actions
(s A oo S Sl Glgiee |y 5 Sl g0 Slo 55k 6

Slegil &9 0 ,Shoe Sl : Select action automatically -A

s el a5 o o Shee il :Select action -4

(S1s,55L pae) Do not roll back-v ( jls,55k) Roll back-)



(Firewall) (3T oylgs8) g 5 —A

pu Seftings — X
@ L & [ Firewall settings ®
Protection Canter This feature filters all network activity according to the specified rules.
@ General Settings Enable Firewall @
i File Anti-Virus Network rules
[~ Mail Anti-Virus Network traffic rules allow or block data transfer depending on the direction, transfer protocol,
@ Web Anti-Virus destination addresses and ports.
&9 M Anti-Virus | Setings... | @
"V Application Control
ﬁf System Watcher Networks @
A & Edit ¥ Delete i = Disconnected
B3 Network Attack Blocker f.[f;j"diﬁé;.n.e.t.\h.!;)}i.(;"“""""""""""""""""""""""."""""""é
9 Anti-Spam S & Internet Public network E
i Anti-Banner i [ Intel(R) Centrino(R) Advanced-N 6200 AGN
B8 Safe Money 5 “ hadinetwork Public network E
F SecureData Input 5 @ E
| |
Help Restore ‘ 0K || Cancel | ’ Apply ‘

Jls 6 5,5 Jlé : Enable Firewall -

el 00 00ls usgs Application control isw jo JelS &g coond ol Slesdass ¢ (wloudsss) Settings -
e 05l ole mo g0l 0,5 a5 Jlie G Ladd Ceond ol yo

Fed il JLail 1 g S ol sl Jlgp B JSlo by aoli g g0l 1,8

5 S, gad Jbl sl 6T el cqe) copnl by asl p 5l oSS Jlas! 5l pls auad aS ol i Lo (5 4en sl p
oS Jos 5 slesls cp Sl 3o 5 00,5 SIS Setting aaSs (55, 2 Jlgpld Caod 1o K01 gl oS (505 5l (e



¥ Firewall e e

Application rules | packet rules

IAII applications v] p el |
& Edit
Groups and applications Permission  Pop... Traffic
(# | Trusted v
(=) I Low Restricted (7]
{697e88e5-4a6f-4564-8027-74db63813b79}.bat 2 0 bytes
[ﬂ SunCalendar is reminder software based on the solar calendar. 2 & 0 bytes
exe53bb.tmp.bat ) 0 bytes
exe5570.tmp.bat 0 bytes

Il Adobe Acrobat Update Servics

|) High Restricted Q
I) Untrusted Restore settings Q
Delete from the list
Move to group 4
Vv -allowed @ -blocked @ -actionrequest @ - different rules
Help [ 0K ] [ Cancel ]
¥a Application rules e

‘7 |
| D Adobe Acrobat Update Service |

| File | Files and system registry | Rights | Network rules | History | Exclusions

gk Add & Edit 3 Delete @ Moveup & Move down

Network service Permission Addre

| Any network activity
f| Any netwaork activity

%
@V Allow

oo 3

@  Prompt for action

| Any natwork activity

= Logevents

<E

Rule description
Action: Block

Direction: Inbound/Outbound
Remote addresses: Trusted networks

)

Help ok H s ]

ol plod &6 gl & 4ol o JLail 31 (6 S gler 51 Lol 5o 0,5 APPIY 3 OK 1) o Jolpo wub F alo o 5o



S dlml 1y was (1838 SO (Swd W ygaa el gine 6 piisl 4 b 4ol p JUail 31 S ol (sl uiiron

Va Firewall s
Application rules | packet rules]
iAlI applications V] L |
& Edit
Groups and applications Permission  Pop... Traffic
(# | Trusted v
=) I5) Low Restricted (7]
{697e88e5-4a6f-4564-8027-74db63813b79}.bat 0 bytes
[ﬂ SunCalendar is reminder software based on the solar calendar. b 3 0 bytes
exe53bb.tmp.bat 0 bytes
exe5570.tmp.bat 0 bytes

Il Adobe Acrobat Update Serwc.' — .
(=) High Restricted Application rules.. ()
I) Untrusted Restore settings (%)
Delete from the list
Move to group >
v/ -allowed @ -blocked @ -actionrequest ¥ - different rules
Help [ 0K ] { Cancel l
- e
¥a Application rules - [ B X

[ ] Adobe Acrobat Update Service

@ |

| File | Files and system registry | Rights } Network rules 2History | Exclusions

L
{ 9P Add : &/ edit K Delete P Moveup & Movedown
Sevssgeces — —_— — — — — — — —
Network service Permission Addre
{v| Any netwark activity 9 Trusted n
|~2] Any network activity Local ne
™ Any network activity Public n¢
< >

Rule description
Action: Prompt for action

Direction: Inbound/Outbound
Remote addresses: Trusted networks

Help l 0K ’ ‘ Cancel




Pa Network rule — ]

Name: |Any network activity

[] protocot: Undefined

Direction: | Inbound/Outbound v |

Address: Any address v
[] Log events
Help I 0K l ‘ Cancel

plad iyl &y aoliy JLail 3 (6 S oler 5 Lrisl 50 .0 ,5°APPIY 9 OK 1) (goy Jolpo iy alo yo (o 51 any

e 00l Lol aSied Connd o Jd pué g Sl oYLl aaSs ol (55, 00,5 SIS L Disconnected -y

Ao ololids Lo FguslS 69, p Jlypls a5 aSt oYLl Juls - Networks ¢



(Network Attack Blocker) sl asouis o 6usaS Sgiumo -4

pu Settings

@ . & [ Network Attack Blocker settings

This feature detects and defends your computer against network activity and attacks that could be

Protection Center
dangerous.

[@ General Settings
=1 Fie Anti-Virus Enable Network Attack Blocker @
. Mail Anti-Virus Add attacking computer to blocked stfor 60 |+ min @
«) Web Anti-Virus 7

#9 IM Anti-Virus

7 Application Control

B System Watcher

Y Firewall

(5] Network Attack Blocker .

9 Anti-Spam
I Anti-Banner
B8 Safe Money

7. SecureData Input

Help Restore | 0K [| Cancel ‘ Apply

(6 85 OMox (6 3lw 3game) Cond (] 43,5 s : Enable Network Attack Blocker -y

oW S gy gioe Sl gl 4l OMas asein sla Codlad (gly aSiid (60955 SBI T ¢ Cond (] ogs HlaSS L
S dgancs | Lo i5ealS S 4y aloz 5 (gl aS 2lad 48 2 KIS w05 Lol L ail; @ alox ol
ale> JgalS 0,5 aslsl : Add the attacking computer to the list of blocked computers for -y

(4280 %+ 5,8 im) adrie gloj o5l sl b ool dgdue Cnd 4y 00isS



yx Settings
=1 @ . =,
! = ./ e |

Protection Center

[@ General Settings

[ File Anti-Virus

. Mail Anti-Virus

&) Web Anti-Virus

@9 IM Anti-Virus
Application Control
System Watcher
Firewall

Network Attack Blocker
Anti-Spam
¥ Anti-Banner

B8 Safe Money

2P b 8

g Secure Data Input

Help Restore

(Anti- Spam) 4ol oo -

A..i..n;«.l.dsLo.mé.’};.ﬁ‘WQ..brf 9y u...>|5§l.»d_'LLu ‘)( M‘) 4...;»‘9.7-[4 6[@ J...o." ‘;).35 QJ‘

Anti-Spam settings
This feature filters unwanted mail (spam) in accordance with the rules of your mail dient.
Enable Anti-Spam @

Security level

Recommended @

- Optimal protection
- Recommended for most users

‘@:\ Default @

Anti-Spam fraining

The Training Wizard allows you to train your Anti-Spam with real email examples from your Inbox for
better Anti-Spam detection.

Anti-Spam databases: Training is needed

i : Train... : @

0K || cancel | Apply

(o] 02 43, 05 40,5 Jleé : Enable Anti-Spam -

‘;.ujf.ﬁ‘ w...: o\.\.:)..f U9y u.:..)b.ﬁ L: d_\Ua.Ag OW ools M.: (M‘)M‘PL Lgl.b J...,u‘ ¢ Comnd U‘o’«‘ OO9 )L\S.u l:

) oo s i 5 cblis pelaw aw )los (oo ¢ giiel o s LiSw jo 1 (Sl zlaw) Security level -y

: (3L 3) High
s 45,8 L 55 o adis, 09,5 il s 25T ¢ il s (50

gt 48,5 Ja5 50 ()10 o] A3 (G0 50 B¢ 3 s Cdlid &5 o Lol ¢ (Sol T (] 50

: (eudh amog) Recommended

el (38 iy (ol w3
: (»5) Low
Sotaalals | b 4y 038 2ld oo o el elans ool 5

LsLb Ja.o;‘ }‘ oolaw! ,oli’».ab ‘JLo.o 6‘)‘3) ég.w Y o.cl oo d.’ 3o )IS relf.l.b 3o u.ub w‘ C.b.w

(J}}J ‘SLQ Q.J).«N)é IR W) 6)‘&5}»}



s (wlowdiss) Setting -v

¥a Anti-Spam %
'IIIII,III.IIIIII
¢ Bxact methods }Expert methods | Additional |
Classify message as spam
If it contains phishing elements @ Additional... |

If it contains URLs from the database of malicious URLs@
If it is from a blocked sender e

E] If it contains blocked phrases @ | Se

Classify message as not spam

If it is from an allowed sender g

E] If it contains allowed phrases @ | Select.,

Help ; 0K | | Close

5990 GURL L g oyt j0 Kicid yolie gl Joosl slo plo oSl I it contains phishing elements -\
Sipd (slo ol 5o

Sy 00ls jaseis adliz e olsie 4 Jeal ol 09 lagy Sirtid la ol Cend ;5 05250 GLURL < o oLy 5o 51
plo 40 d929e slo S il o, : IT it cONtains URLs from the database of malicious URLS -y
5o Sl ,ol S jo b

Sgdie 00ls ansis sl laie 4wl e 0gd low Oyt sla ol cud 4o 39390 LURL (o oLy yo 51
oaeis 4eliy e laie a4 Jeesl T ail b oad Sgouns cancd o saizw 3 ST1: T it is from a blocked sender -
Do 00ld

oS oslaiwl gi095 (599, Select anss jI Ful Sgaue Canad (yuari (gl

oanseds asliyym alo o] il oud eoliiwl oad dgaume olle 5l ply ,o ST IF it contains blocked phrases -f
Do 00ld

DS ool G095 (5909, Select aoss I jlxo jf Wljls ptd gl

as s el Olgie 4 0T Sledkeos] il jle B axin b cand yo saizw 3 S1: I it is from an allowed sender -o
oolo Lais asliy,m plo ol ¢ wab oas soliiul jlxe wljle 3l plu ,o 31 I it contains allowed phrases -#

'éa'&"..':"



P Anti-Spam

AT T T EEAARTAATEER

Exact methods § Expert methods EAdditionaI:

Classify message as spam if its spam rate exceeds ia )
905
Classify message as probable spam if its spam rate exceeds
60>
Self-training text analysis algorithm (iBayes) @
Help 0K Close

2 Pzl Gloowsl 5 ool aseis gl ANti-Spam cledas polie olss oo el 5 GiSe 50 0 Spam rate

b ol iy aly LT a8l oy o3 ]y ANE-Spam 5l a8 coul SYlis! e Si- ol ¢35 0,5 ot |, s ol

i el b sl o lsie @ ply T cndly o alais e 31 s Jooa] S ol €5 e 51 5 35800 pasiie
O ool F 5 81 aslis 0 lgie 4 plo o anls - Classify message as spam if its spam rate exceeds -v
IR PR WIS A KV-PR] I

Sl el o lare 4 plo o ails : Classify message as probable spam if its spam rate exceeds -A
Db oads s ladie 5l s o] el F 5,51

510 oud ol skl mdaw a0 A gV Glpsound (545 gion polie

O 3590 5 (6 S el el (IBAYES) o1 ,651 o) - Self-training text analysis algorithm (iBayes) -4
! plo Jl 30 09290 Olile olul e 090 pul b dude Cgm 5l ply Cansg

o5 0l el o Jlie lsie 2 ABAYES o580l 4y il (slobiasl 5 o (slo Jumal 5l ple diged 2l I g5, 51 3



¥a Anti-Spam 2

Exact methods | Expert methods = Additional

©

Add label |[I! SPAM] to subject of message classified as spam

Add label |[77 Probable Spam] | to subject of message considered as

@ probable spam

POP3/SMTP/IMAP traffic @
Additional: Microsoft Office Outlook plug-in

Additional: Microsoft Windows Mail plug-in @
Additional: The Bat! plug-in @ =

Help 0K Close

058 paseie Jlaiol pl b ppel Sz 51 lisly 9050 conz i Ol o0 ¢ G ol 5o T ACTIONS
[SPAMI e » o0 5 aslsl - Add label [!! SPAM] to subject of message considered as spam - -

il oals ooy ausedd ol laie 4 a5 Slasly £a050 4
aslsl - Add label [?? Probable Spam] to subject of message considered as probable spam -1\

Al o ools aseis Jleaisl sla gl (lgie 40 a5 Llols £990 4 [Probabl e Spam??] o 0,8

25, et |y 65l a3 Lo (sl Joesl o5 sie 4 sl 0 Jlaail clenlats o5 oo« Lisu ol o : CONnectivity
POP3/SMTP/IMAP o JS5s, b 5l 5955 sledeos! oSl : POP3/SMTP/IMAP traffic -y
Microsoft Office Outlook plug-in .,s,5° Jls : Additional: Microsoft Office Outlook plug-in -\v
Microsoft Windows Mail plug-in s, Jws : Additional: Microsoft Windows Mail plug-in -\ f
The Bat! plug-in -5 Jws : Additional: The Bat! plug-in-1s

(s giigel) Train —f

Microsoft s Microsoft Office Outlook (sle ang Sl 4 a5 sgiane 3L o)1y SG aaSs (ol (59, 2 S L
2305 5o ¢ el Sledeaal 5 o Slebemal (o (2350D) i3 Ls sl Goog Jesul) Outlook Express

D18 oo (SgSl G yilid s ojeal 5 Jol ol 5l eolaisl L ANTI-SpAM ¢ 534al alasl ) o



(Anti-Banner) oludls oo -\

pa Seftings = x
@ ‘. & [ Anti-Banner settings
Proticiion Conter This feature blocks ads and banners in your web browser and in some applications.
[@ General Settings Enable Anti-Banner @
Ba Fle Anti-Virus Scan methods
. Mail Anti-Virus
=20 Use common banner list @
&) Web Anti-Virus )
[] Resolve IP addresses to domain names @
IM Anti-Virus
e [] use heuristic analysis @
"V Application Control .
§ System Watcher Additional
i’ Firewall Use the list of blocked URLs @
K Network Attack Blocker } Settings... ‘ @
9 Anti-Spam =
GamesENNRAd R WshWasRUEAwassusEE .
TR < - ne @
B8 Safe Money 1 Settings ‘ @
i, Secure Data Input = =
Help Restore i 0K || Cancel \ Apply

Sgds Sgdmes Lol ©g (59, Sl « cwed ol 0,5 J L: Enable Anti-Banner -

Sl 3l Sgoune (gl S yiiie Slids candd 3l ssliul :Use common banner list -y

Comd j8 atals pb wlP ool 5095 & j50 4 s i S - Resolve |P addresses to domain names -y
oAl Sgdume oy g jlme (slgan yol

S0 6 35 gl B T 5155 31 CaslB o

Slass o g a5 51 eolal :Use Heuristic Analysis —f

o0 Sgdms (sla ol cndd 3l eslixal - Use the list of blocked URLs -4

ol (59,5 dgdume 1 Jlie) 095 dgdme wb a5 slo URL 4 o Lojol cund obml cys :Settings -#
(s 081> ioles Sid o |em L8y L a5 http://peyvandha.ir

lre b o] cod 5l eolaal : Use the list of allowed URLS -v

QS 3gdne | LT Lo ANti- Baner a5 low ol cand sl cga :Settings —A



pa Settings
g <

Protection Center

[@ General Settings
1 File Anti-Virus

&

Mail Anti-Virus

Web Anti-Virus

IM Anti-Virus
Application Control
System Watcher
Firewall

Network Attack Blocker
Anti-Spam

Anti-Banner

FEERENE<4SES X

== Safe Money

= Secure Data Input

Help Restore

(Safe Money) ( cpol &6yl Wy 33 g <l ) om0l Jgg -V

Safe Money Settings @

This feature controls access to banks and payment systems websites and performs the specified
action (for example, runs the protected browser automatically).

|
Enable Safe Money @ @ | Create shortcut

Banks and payment system websites:

PP Add B Edit 3 Delete
*esssssasaat

banks and payment systems Prompt for action

Notify about operating system vulnerabilities @

If this check box is selected, the operating system will be analyzed for vulnerabilities every time a
bank or payment system website is opened. If vulnerabilities are detected, you will be prompted to fix

them.

0K ‘ Apply

Logle SSb cole 0y @ (gwyiwd lo 25 asn o)l ¢ cond opl 0,5 Jls L : Enable Safe Money -

Sgdime Dyllas sy (o pw

Bl o o cliblone ) 950 4y 5l sl 4y gus yrso

B8 i b SO S ol g 0,5 adlsl c Add Y

¥a Website for Safe Money %
Bank or payment system website:
https://epayment2.bmi.ir/ @
Description:
Ol (odo Sl o0 Leaial Covlngy Slgaugyw g
On access to this website:
() Prompt for action @
® Runthe protected browser automatically ()
{:?' Do not run the protected browser @
| |
Help 0K || Cancel




B0 s G b SSL S ol g ol 40,5 sy BaNk or payment system website -
(SSb b o (51p) 090 00ls ialed b aS c3ls p slo pimaw b colos 0 5 >, - DeSCription -y
Sgudipn 8L H055 ©yguar a1y 0SS 3,19 (Fad Ceound (] 0 5]

Jee 1 5,0 o Prompt for action -y

595 O yge 4 ead cbla> 59,0 51,21 RUN the protected browser automatically -f

oo cbli> 59,0 g1, pae : DO NOL run the protected browser -o

LSSL oo, aslal 31 ux Safe Money oy

Q| - X
INTERNET SECURITY 2013 : -
) -
KASPERYKY3 , Mo
Cloud protection Reports Settings
Back Safe Money Add
@ Ulul  ado S5b 2 el cly Sl # -[ﬁ
epayment2.bmi.ir
g g oS %0
=4 ib.bank-maskan.ir
b=
I234% 56718 Q012 345b . &
= 01/20 (9 L Sb Caiaul “ m
CARDHOLDER NAME www.sina24h.com
bankmellat.ir - ]
bankmellatir
Safe Money
Use online banking services and check outin online
stores from a protected browser.
Learn more
Help Support My Kaspersky Account Licensing

Jole pitas sl (5 s ol 8,90 ,0 5 :NOLiIfy about operating system vulnerabilities -f

oo s 4o (Metro style) ¢ wo aww Microsoft Internet Explorer 10 ,s Safe Money cabsls :ais



(Secure Data INput) ;wl @ g 4 b o3ls 5399 —Y

P Settings i i
@ 4 & [ SsecureDatalnput®
Protection Contar Using Virtual Keyboard and secure input from a hardware keyboard protects your confidential data
from keyloggers.
[@ General Settings
=3 File Anti-Virus Virtual Keyboard
[~ Mail Anti-Virus Open Virtual Keyboard by typing CTRL+ALT +SHIFT +P @
&) Web Anti-Virus Show quick launch icon in data entry fields @
#9 IM Anti-Virus ‘ Settings { @
" Application Control 4
Bl System Watcher Secure keyboard input
I Firewall Enable secure keyboard input @
K3 Network Attack Blocker SEEEE—
| Settings | @
& Anti-Spam S S
I Anti-Banner
B8 Safe Money
Help Restore { 0K ’ ‘ Cancel ' ’ Apply ‘

SLid b s5lme oulS axins 40,5 5L :Open Virtual Keyboard by typing CTRL+ALT+SHIFT+P -
CTRL + ALT + SHIFT + P slauds ools
aie) 50 (55lxe QS Ao g e (s3Il o]y e80T Liules :Show quick launch icon in data entry fields -y

Sleds| 9949 6L‘b



oledas : Settings -y

r

ya Virtual Keyboard

Categories Exclusions
Selectthe categories of websites on which you want to display quick launch icon for
Virtual Keyboard in data entry fields
| Show Virtual Keyboard quick launch icon in Safe Money fields

Show quick launch icon in the fields for entering confidential data on websites of the
selected categories:

: V] Banks

[Z] Payment systems

] Mail

["] Communication websites
: 7] Social networks

Sam Juad gilome 5,5 45 000

Help . 0K || Cancel

(Banks) LSk cols g -

(Payment systems) cals » slo i Colw wg 4 89,9-F

(Mail) Joos! cloas saias 4l sla cole g 48 59,9~

( Communication Websites) s sl o)l Slbls )l slp oads (b sls cols oy 4 59,0 F
(Social networks) cla! slo aSis slo colo wg a5 34,9-0



pa Virtual Keyboard i
Categories Exclusions
Add a website to the required list to configure display of the Virtual Keyboard quick

launch icon on this website.

Show quick launch icon on websites:

o Add & Edit 3 Delete
U’S"i oi o as b Colw g )l Candd SO el
20 Omilgd (58,5 HI )0 (9 (55l walS axie

3 guinsnd 0015 g lod 3959 dimo

Do not show quick launch icon on websites:

o Add # Edit 3 Delete
R —
20 Oilgd (33,5 Hla5 )0 (g (65lme wlS dxie
O gunand 0310 g lod 9959 ddas)

Help oK H Cancel \

ool 8,05 b o 00ls (639,9 Coond 0,5 Jled - ENable secure keyboard input -

b o Dlodas ailesn : (loulasy) Settings -

4o (Metro style) 4z Sww Microsoft Internet Explorer 10 ,s Secure Data Input calbs8 :auss



Va Settings

-~ — ‘IAIIILIII.: —
i O ! & =

siaie A
S aneanss

Scan

®_ General Settings "1
B Ful scan @)

|2, Critical Areas Scan e
[E, Custom Scan @

% Vulnerabiity Scan @

Help Restore

General Scan settings

Background scan

Scan &y pw Y

Idle Scan allows you to run resource-intensive automatic updates and scanning of system memory,
startup objects, and the system drive while the computer is idle. You can also enable rootkit scans

that run in the background.
Perform Idle Scan @
Perform regular rootkit scan
Scan removable drives on connection
() Do not scan
(@) Prompt for action
() Eull Scan
(7) Quick Scan

Maximum drive size: | 4096 | MB

Scan tasks quick run

Full Scan
Critical Areas Scan

Vulnerability Scan

“ Create shortcut 1
1/ Create shortcut ‘

' Create shortcut ‘

Cancel ’ Apply




(General Settings) soges wlowkiss -)

pa Settings e X
@ ) ] — %
! = é | | General Scan settings
Background scan
Scan Idle Scan allows you to run resource-intensive automatic updates and scanning of system memory,
g " startup objects, and the system drive while the computer is idle. You can also enable rootkit scans
SN e s thatrunin the background.
P\ Full Scan
& Perform Idle Scan @) @
%\ Critical Areas Scan
=S Perform regular rootkit scan @
[ custom Scan
@ Vulnerabiity Scan Scan removable drives on connection
(7) Do not scan @
(@) Prompt for action @
) Eull Scan @
() Quick Scan @
[7] Maximum drive size: 4096 7: MB @
Scan tasks quick run
Full Scan @ ‘ Create shortcut ’
Critical Areas Scan @ } Create shortcut ‘
Vulnerability Scan @ ‘ Create shortcut ‘
|
= ?
Help Restore ‘ 0K ] ‘ Cancel ‘ Apply

> o Startup 5 aiaes liuiod )b caiinns abidl>) ginsw @3S ool oog Jé L : Perform Idle Scan -
b g ol ous Ji8 JigealS o5 Jlo y Soslogil o) 530 allsy 50 oSl Gisllsy Sl 1z Jlor 55 g Sl (6050
ol Jlad ioles amio Ladlow

DS (05 W9 (5 Ll 0 (S5l g8 b abl gy G FL L U I S

w50 Jbd sloiS S, sl paie Sl : Perform regular rootkit scan -y

32l g5 o Jlail plKie Slles g9 oly oo sise ool ,0 ¢ SCaAN removable drives on connection
5,5 Sl jeuals 4, removable

oSl pae : DO NOt scan -

Jgw oSl g5 0,15 5 removable slag!,s Jlasl plkis 4035 opl ol )50 0 - Prompt for action -f

N



Kaspersky Internet Security 2013

Virus Scan

&% Removable drive connected
You are advised to scan it for malware

Do you want to scan the removable drive?

= Quick Scan
Only potentially infectable files will be scanned

= Full Scan
All files on the removable drive will be scanned

= Do not scan
The removable drive will not be scanned

B Always perform in such cas
2:40 PM
7/26/2013

Je5 %l s Full Scan -a

& Sl Quick Scan -#

gl o Sl g1y o> Cudguze Sl | : Maximum drive size -V

g (Sl (Sal e ¥ A7 (153 (i) 05 59l 00l (et o 5l QLo o5 plogal)s a5 cnl o S L

Sl Elgil 0 gy (o yiwd (51 puiles 0S ol ¢ Scan tasks quick run

o5 Sl sl b sl - FUll Scan - Create shortcut -A

Sl slgend (Sl sl il sl : Crritical Areas Scan - Create shortcut -4
23y el Slegend (Sl sl el sl Vulnerability Scan - Create shortcut -)e



ya Settings
LY

Scan

&

), General Settings

(@ FullScan

/7, Critical Areas Scan
= Custom Scan

[ Vulnerability Scan

Help Restore

T

(Full Scan) Jols” oSl -¥

Full Scan settings
Security level
" Recommended
) - Optimal protection @
' - Recommended for most users
8

’ §ettin$.:. | Default

Action on threat detection

(@) Select action automatically @
(7) Select action: Disinfect, if not possible - delete @

V| Disinfect objects if possible @
V| Delete if disinfection fails @

Run mode and scan scope

’ Run mode... | Hanuallv@

| Scan scope... | Default @

| ok || cancet || Apiy

Sl 1y oo and o 5l bl o dus )lg3 oo ¢ el grlan and iS50 (Sl zelaw) SeCUTILY level -

0,8 bl alsdls 5 b 6

(ol e o »¥L) High
(o0 dmo gl uwol xbauw) RECOMMended

( ioo! o (g3 yi0S) LOW

e b lorais oy 4050 (nl (65) » S5 L s (Slankis) Setting-y



s Full Scan

Scope | Additional | Run mode |

(@) All files @
() Files scanned by format @
) Files scanned by egtension@@

C
[] scan only new and changed files @
D Skip objects scanned longer than @ 30 < sec

Scan all archives @
Scan all installation packages @
Scan all embedded OLE objects @
[] parse email formats @ ~

D Scan password-protected archives @

Additional... @

Help 0K Cancel

0,5 s lgiae ) 098 Sl Wb a5 (60,190 Caand oyl o ¢ FilE types

Bgany g Lo, ¢ Lol plos Sl - Al filles -

A5 3985 ] 51 4 g g ol S a5 Sleblé Sl - Files scanned by format -v

LT gy bl Ll Sl : Files scanned by extension -y

0,5 Jlael oSl oyloy Sae alS g Slewlats (g oo (5wl (g3le age i ,o ¢ SCaN optimization
oSl Tl e 4Bl e g a0 sla LB Sl Lass - Scan only new and changed files -f

Wit Job ooty astiie Sl o3l 5l yidas « b G Sl by waw ,81: SKip objects scanned longer than -
(B Y 28 i) 25 gad b (Sl

(BB sl o Sal) o5 o slo BB Sl : Scan of compound files

ICE sRAR, ARJ, ZIP, CAB, LHA, JAR s ,25 bl aen Sl : Scan All archives -

Sl ol 5 cuas sla aas aen Sl : Scan Al installation packages -v

Microsoft Office wlxis :aiile) OLE )5 suis arss 5,190 e Sl : Scan All embedded OLE objects -A
(Joos] 5o Cowgs sleils b Microsoft Office Word s sois acss slag ,SL L EXcel

929 Sl (Cavgn b)) Joos! sl o yd Sl g 432 - Parse email formats -4

Coomd (ol g0 Jlad L) 8 jgun b oo claslons 00,28 slebls Sl - Scan password-protected archives - -
(Sgie Celgs 13 b1 3o, Lo 51 030, 00,88 slohls oSl plSin

3,5 3wl o5 pe Ll Sl (6l comm Cudgazme o lgtne Cond pl 0,5 audais L Additional -1



ya Full Scan

| S(Qpe Additional Run mode |

1 i
n methoas

o B

Heuristic Analysis @

light scan medium scan deep scan

[] Rootkit scan @

Scan technologies

iSwift Technology @
iChecker Technology @

Help 0K | Cancel

oSl sledg, @ SCan methods

S sl e aislis laly g Dlaags ¢ b ol 4T (Saw S 00l0 oL 5 eolizl L - Signature Analysis -\ v
el LT 0,8

(ol 00 08ls peedgs DLB)  Slass s ¢ 4320 - Heuristic Analysis -1y

kS g, oSl : ROOtKIt scan -1 ¢

Jase Sl : Detailed scan -1o

o5l 5,9l + Scan technology

ISWIift s ,4ls 5l esliwl : ISwift Technology -\#
iChecker ,4us ;1 oslil : iIChecker Technology -\v



wx Full Scan
Scope | Additional Run mode
® Manually @
() By schedule @
@ Days

—
g
o
3
1>
)
4> “»

[:] Run task as @

Help 0K Cancel

a3 Sl sl saibe; sl ¢ Schedule

Swd S yga - Manually -VA

il ; asls » awsgs : By schedule -1

A Ao oloj 50 iy g, e Celu o cakBo o ilan) oad giy asly (Sl (e alolé - Frequency -y
(Codsl 1o 5l om e o aal p ol &Ll 5 o oo

Siali8l ole 43 Ll LYY U lgis a5 sl ole yo o sl LY (5,8 Giadole 5o oy > slaws :RUN every -Y)
(ol

o0 s el yuo s 1,1 RUN time -y

Slp ol &l sl asl 5l e 12! cislasl 5905 40 : POStpONE running after application startup for -yy
(4835 VO (B8 i) 0oy (Lo Dl

el gels gunalS aSile; ( Jlie (sl (ool 48 yo)ons axslasl ol 5l sy (sl,2! - RUN skipped tasks -vf
g oo ploil CBg £l jo (oud ylai ad po)oads anslail I8 5l aa by ¢ Ceand pl g B L

S, &by oSl 1> - Run scheduled scan when screensaver is active or computer is locked -vo
sl 88 5gualS aSilej b g ] Jlad amio Lidlone a5 Sloj ooy

oSl slede, @ SCan methods

(oS 35l 1y y5mm 5 (6,28 Dl 00s Sl (6,5 Gl 5l ooliusl b (Sl plsil : RUN task as -v#



oo 0315 (i Olasded « Sgy p b gy ol &S Sleladl s opl e @ Action on threat detection
Dgdan ) 8, Slee g Jolis a5 0uiSie bl | 098 plowl 08T Yloss b 05931 54l «

@ g9 o5l «Sbylas 8)lge pasid | e 1 (Seilegil o Shoe wlwil) Select action automatically -y
S35l o5 3 lsa g g T wms o plonl 1) (Koo oS oSyl (rmmaiie Lansgs o0 dogt Jlogl 15055 y5b
8 55e 0030l 15T ¢ ails (g5LaSTh 4y 0B sagll Yt o lge (sl ST 5 auSn B>

4t 5SSl G il Gl oty 4 S ool 550 Sy B b g 55LaST (sl O 51 S eg g (]
o, Slee wlseil : Select action -f

OBl &yge 50 b 0,5 5LuSL : Disinfect objects if possible -

S3LSL Sl pas & )yg0 40 JelS B3>« Delete if disinfection fails -

:Run mode and scan scope
(oSl 5l 0oy (gl aalipp by (giws & jg) |,>) <= :RUN mMode -V
Bgd Sl Wb as Sleend s SCAN SsCOpe —A

px Scan scope

#‘ Add / Edit 9 Delete

& System Memory

M startup Objects

& Disk boot sectors

Q,' System Backup Storage
(] &1 My email

& All hard drives

J3 All removable drives
(L] 32 All network drives

Help . ok || Cose |




(Critical Areas Scan) iy (slomd oyl —Y

Va Settings e i
E!} < 8 | Critical Areas Scan settings
Security level
=can Recommended
General Settings
C} g ] - Optimal protection
[l Full Scan I - Recommended for most users
[ custom Scan —_—
% Vulnerabiity Scan @‘ S R Dt
Action on threat detection
(@) Select action automatically @
(7) Select action: Disinfect, if not possible - delete @
v ect objects if possible @
Run mode and scan scope
i Run mode... ‘ Manually @
‘ Scan scope... ‘ Default @
Help Restore i 0K ‘ " Cancel | Apply

Gl 1y 00 s i 5l Cilas o de Gl o e stuiel i Cpaand iS50 (Sl zelaw) SeCUTITY lEVED -
5,8 ol abibl> g la 6

(el w2 5¥) High

(o o gi Sl Zhaw) ReCOMmended

(ool hamw (1 y0S) LOW

Jel5 jsb s FUll Scan cad jo) wgine 3L Sleadass oyt 48 (pl (9, p S5 b 1 (wloudass) Setting-v
(el 00y 00> s gs

oo 0315 (yudeiid OIagdesd « 59y p b gy 81 &S Sleladl s opl e ¢ Action on threat detection
Dgdae 530, hee g8 Jolis a5 puiSe bl | 59 ploul 00g)T Yool Ly 034/ 5,90 «

@ g9 o5l «Sbyhas 8)lge pasid | e 1 (Sailogil o Shose wlsil) Select action automatically -y
S |y oo 3)lse g (1 ams (oo ol 1) (S S ool (ppanaiiie asgi o0 apogi Jlosl og5 45
0 puSe 0033l 5T ¢ ails (o3LuSTh 4 40l 0oyl Yl 5,150 (sl 51 5 0iSe Bl b

4t S35l Gy 3kl sl Ol 4 S gl 000 S Bl g LS (sl I 5 LS eg g (ST
o ,Slee ol : Select action -f

OBl &y 0 BB 0,5 5LSL : Disinfect objects if possible -



G3LSL el pas &g 40 s B3 - Delete if disinfection fails -#

:Run mode and scan scope
(Sl g1y o0 (gaiile) el b (iws & jga) 1yl > :RUN mode -V

Bgdb oSl Wb 4 Sleend @ SCAN SCOPE —A
OSwl gl |y (Sass g slo 425 Startup (i alBBl> 1 508 o) ‘5s|).>u Glpsond lgie Ladd Cand ol o

Dged bl

¥ Scan scope e

aF Add & Edit ¥ Delete

&M System Memory
My startup Objects
‘& Disk boot sectors

Help 0K || Close




pa Settings
9 <«

Scan

) General Settings

El Full Scan

{5, Critical Areas Scan

B Custom Scan

Help Restore

(Custom Scan) o ylw oyl —F

| Custom objects scan settings

Security level
Recommended

— - Optimal protection
- Recommended for most users

Action on threat detection

(@) Select action automatically @
(7) select action: Disinfect, if not possible - delete @

Sl 1y oo and i 5l bl prlan dus g3 oo ¢ Suial grlan and GiSu 5o (Sl zelaw) SeCUTILY level -

0,5 Ol aladl> g o 6
(ous dno g Susmol Zlaw) ReCOMmended
(ool Zlaw (y1 yioS) LOW

o5 sk s FUll Scan cad jo) wgive b Slewdass o,y 4aSs ol (59, p S L 1 (loudass) Setting-v

(Gl 00 00ld o9

oo 0315 |yt Olag i « S9y p b gy 5l &S SLladl Lisw opl e ¢ Action on threat detection

Dgdan ) 8,Slee g Jold a5 i bl | 098 alowil 08T Ylosim | b 05931 3 4lgw «

@ g9 o5l «Sbyas 8)lge pasid | e 1 (Sailegil o Shose wlsl) Select action automatically -y

SSh 1) G yBee 0)lge gy sl as o plil ) (S S o8iinlo;] pmaasiio Jawgi ool o Jlos! 5045 j5b

8 58ie 02wl 15T e ails (o5laSTh 4 40l ooyl Yl 8,50 (sl 51 5 0iSee B3> L

ats bS5l e ilesl sl laiiy a5ens SO osgll 550 S DA b g 5LeSTy sl G 5 RS e g (S

o ,Slee ol : Select action ¥
OBl &y 0 b 0,5 5LuSL : Disinfect objects if possible -
G3LSL el pae &g 40 Juls B3 - Delete if disinfection fails -



(Vulnerability Scan) Ly pdy com! Sl -0

@ \‘ © O Vulnerability Scan settings

Seom Search your system and applications for vulnerabilities that can allow malicious attacks.
©), General Settings } Run mode... | Manually @

Fl Full Scan

|71, Critical Areas Scan
[, custom Scan

[7)  Vulnerability Scan

Help Restore ‘ 0K ) ’ Cancel ) Apply

:Run mode and scan scope
(oSl sl 0oy (gl aalip by (gws & jg) 5] <> :RUN Mode -
el 00 00l sy FUITSCAN Jo (Sl 5l (gaisle; caond

Sgd oSl Wb as oleend 2 SCAN scope -
Sgas Sl (Sl gl 1y Gigepals 595 00d s Gl o351 (28 i) oy sl Sl

5 Olge Ceond o

¥4 Scan scope | —it

% Add / Edit & Delete
e Installed applications

Help 0K || Glose




Update & p o -

I8 Selbios e

I'I'I'I'II'I"
g Q:ed

ﬁ - Application update settings
Nresusunw |

essessassassassassussnssasansnns, —RUN Mode and update source -
Update

-
.
-
-
- - { :
7 Update Settings &1 |
-
g
.

‘ 1

| Runmode.. | Automatically 0

[ Update source... ’ Default @

Additional

Notify when updates and new versions are available e

Help Restore L 0K ” Cancel ]1 Apply

4

iloe 51580 05 ] sl > anw Jols a5 121 <> :RUN mode -

¥x Update x|
Update source  Run mode
— Schedule
(® Automatically o
() Manually
() By schedule e
Freguenay: Days S

Run every: 152 days

Run time: 12:00AM 5

Postpone running after application startup for:

152 minutes

[¥ Run skipped tasks

— User account
[] Run task as

Name:

Password:

Help ’ OK ]( Close 1




Slegil & g0 : AUtomatically -

Swd S yea - Manually -y

oais satsile; asli p» Jawgs : By schedule -

(DiSn 3w Conl (gly oo 00ls esgs 8,lga) il FUIT SCAN Glebas cnd Slrio g asiles lgond ple
G0 py consl jg,m 00,5 omens sl,0) Update source-y

HTTP L FTP (la gy Gloity LB (slo (wyoD) S8 05 pumlins (Gl 5550 cmai g 28l 0 (sldlSo m ol Jalt
(oo slo adgy b g S

¥ Update %

“7 UApdate source | Run mode

‘ E%Add:@ Edit 3 Delete 4 Moveup & Movedo

Kaspersky Lab update servers @

| Proxy server...

Help . 0K || Close

Sl )9 gaie 50,5 adlal cAdd -f
S S Lol cons 59,0 - Kaspersky Lab update servers -
Move 41-,{-“9-?).~>)|.>)|).§Ca.mug,’6)”.3)&45&.&%6)5,ﬂhﬁ¢§3‘w)¢)sﬂ&oﬁ|é‘3)9¢)a:m

(Move down 4 up



¥ Proxy server settings

Use proxy server @
@ Automatically detect proxy server settings @
() Use specified proxy server settings

v |

80

=l

[] Use proxy server authentication @

Sérname

Bypass proxy server for local addresses @

Help . 0K || GClose |

S5 y9m 5l eoliiwl o,5 Jls - Use proxy server -v

=S op e Sleslats 5095 ais : Automatically detect the proxy server settings -A

od i ewS gy 9, Sleulats | eolanl : Use specified proxy server settings -4

D9 3,9 5599 9 393w (30T Wb Caoundd (1! 50

ol 9955 Jled b 0l 0ygmm 9 5590 1o a5 0590 49, 45 5,90 ,o - USE proxy server authentication - -
255305 1) 9)5ms 9 559 Olgtes Caonnd

Slo adg 5l Sl 90 aS6ke) Sy ol oolixwl pac :Bypass proxy server for local addresses -\
0 S plowil aSs b oxe

as g la Sl e pe e, eI :NOtify when updates and new versions are available -y

P e e sla



Advanced Setting & s, ¥

yu Seftings |

LI

Advanced Settings
@' Threats and Exdusions 1
@ selfDefense (¢4

Object detection settings and exclusion rules

You can choose the categories of objects that you want detected and add exdusion rules to resolve
compatibility issues.

Detection of the following types of objects is enabled:

- viruses, worms, Trojans and malicious tools;

(§ Battery Savi

A0S 9 - adware and autodialer tools;
i @ - unknown packagers and multi-packed files;
= Network -

@ Notifications ‘ ﬂ

[] Reports and Quarantine e

Exclusions

4=, Feedback e
&% Gaming Profile Rules: 0 (total 0)
=1 Appearance @ Trusted applications: 1 (total 1)

A Parental Control @
[} Manage Settings @

Settings

R N NSRS EEEEEEEEE
L S e

Help Restore 0K J | Cancel Apply




ya Settings
Advanced Settings

Threats and Exdusions
Self-Defense

Battery Saving
Compatibility

Network

1I‘|

Notifications

Reports and Quarantine
Feedback

Gaming Profile
Appearance

A, Parental Control

[} Manage Settings

OBt onmpBeda

Help Restore

(Threats and Exclusions)wblesuw! g lasags —)

X

Object detection settings and exclusion rules

You can choose the categories of objects that you want detected and add exdlusion rules to resolve
compatibility issues.

Detection of the following types of objects is enabled:
- viruses, worms, Trojans and malicious tools;

- adware and autodialer tools;
- unknown packagers and multi-packed files;

Settings

Exclusions

Rules: 1 (total 1)
:I’:u ted applications: 1 (total 1)

Settings

Cancel l Apply
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¥x Objects for detection
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Adware, auto-dialers, other programs

v
V| Trojan programs

Malicious tools

and worms

VITUSES

LT T T T T T T T T TS

Adware
Auto-dialers

AL AR R AR R RN

Unknown packagers
Multi-packed files

©

Help ‘

0K l } Close
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Exclusion rule &, .

¥a Trusted zone B X

Exclusion rules | Trusted applications |

‘J1j=Add /55‘ K Delete

Object Threat t...
g:\persian softwar\miremad 2.2.0 87-07-07... not-a-vir...

Rule description (click the underlined elements to edit):

Help 0K Close
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px Trusted zone o X
Exclusion rules Trustéd applications
4" Add / Edit ' Delets
Application Path
(877 svchost.exe 9%SystemRoots\system32...
Help 0K Close
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Reports ESeﬁings

Cloud protection

Computer is protected

+ Threats: none

+ Protection components: enabled
+ Databases: up to date

v License: 184 days remaining

+" Recommendations: train Anti-Spam

Q) = it

Safe Money Parental Control

sessnssans

Py o
KA é detection settings and exclusion rules

L )
¢

(¥
...'.

You can choose the categories of objects that you want detected and add exdusion rules to resolve
compatibility issues.

Sussssssssssssssanes Detection of the following types of objects is enabled:
Self-Defense

- viruses, worms, Trojans and malicious tools;

il o - adware and autodialer tools;

il - unknown packagers and multi-packed files;
®¥ Network ‘ <

@ Notifications [ _S_ettimgs ,

[Z] Reports and Quarantine v

«, Feedback Exclusions

&8 Gaming Profile Rules: 1 (total 1)

£ oo Bl

4 Parental Control :; m : ﬁT

) Manage Settings e D

Help Restore : 0K || Cancel ‘ Apply




¥x Trusted zone — [ B X
Exclusion rules E Trusted applicationsm
bk Addd & Edit ¥ Delets
‘6!!7 Applications... ath
[m] svay Browse... t9%\system32...
Help 0K I { Close
Open
Lookin:‘ . keygen VI Q2 E-
== Name = Date modified
\#;‘ :llll.lllllllllll..
*%  {EiKeygen : © 9/5/2008 7:21 AM

Recent places

Desktop

Type
Applicatic

>

Libraries
B
A
Computer
@
Network
File name: | Keygen
Files of type: ~exe
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¥x Exclusions for application -

‘ P ' Keygen.exe

L N R R R R Y
-

E Do not scan opened files
§ Do not monitor application activity @

E Do not inherit restrictions from the parent process (application)
E Do not monitor child application activity

E Do not scan network traffic

s EE s E NI I NN NI NI SNSRI SESsENsESENEEENERENSE

Do not scan all network traffic
any remote IP addresses
any remote ports

Sgd S5 (358 350 (sales

i

0K

Cancel

Help E
i

¥x Settings = x
@ Y a | | Object detection settings and exclusion rules
8|
Advanced Settings Vs Trusted zone — = nd add exclusion rules to resolve
@ shocieee oF add & Edit X Delete
{§ Battery Saving
7 o Application Path
& Sty [m7] svchost.exe %SystemRootd\system32...
& Network [] [="] Keygen.exe G:\keygen file\keygen id...
@ Notifications
[7] Reports and Quarantine
<=, Feedback
#8 Gaming Profile
1 Appearance
A\ Parental Control
Ej Manage Settings
Help g 0K i/ Cancel '
Help Restore i oK El Cancel | Apply
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Vi Settings -
@ L & [ selfDefense Settings

You can enable Self-Defense and disable external service control for additional security of your

Advanced Settings o
@ Threats and Exdusions
€] Self-Defense D= SR Dtnue @
" By enabling Self-Defense, you can block outside attempts to modify or delete your Kaspersky
{§ Battery Saving Internet Security files, memory processes and system registry records.
Compatibility
= External confrol
& Network
© Notifications Disable external service control

When enabled, the setting blocks all attempts to control services remotely.
[Z] Reports and Quarantine

4=, Feedback

#5 Gaming Profile
1 Appearance
A Parental Control
[} Manage Settings

Help Restore ‘ 0K ‘l Cancel ‘ Apply

,» Kaspersky Internet Security bli> sla o5l « cand ol o090 a8 b : Enable Self-Defense -
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yx Settings
@ L & [ sattery Saving Settings

i i N Virus scan and update tasks take time and can drain battery power.
) If you are using a notebook computer, select this option to avoid running scheduled scans and
@ Threats and Exdusions updates while on battery power.

[@ self-Defense . ’ "

“asemssmastes Disable scheduled scan tasks while running on battery power @
[E] Compatibility

& Network

@ Notifications

[Z] Reports and Quarantine

4=, Feedback

@R Gaming Profile

1 Appearance

4, Parental Control

[ Manage Settings

Help Restore ‘ 0K l ‘ Cancel ( Apply

: Disable scheduled scan tasks while running on battery power -\
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pa Settings =

@ \, ® & Compatibility settings

You can configure Kaspersky Internet Security compatibility with other applications to avoid conflicts

“ oritng and performance slowdowns.

& Threats and Exdusions

@ SeffDefense [¥] Enable Advanced Disinfection technology @

) This feature allows for performing a special extensive disinfection procedure (Advanced
Battery Saving Disinfection technology) for detected active malware.
E ¥ Compatibility A, Attention! Advanced Disinfection requires considerable computer resources, which can slow
=¥ Network down the overall performance of the computer.

6 Notificaticns [] Concede operating system resources at computer startup @

[-] Reports and Quarantine If this setting is enabled, automatic application start will be postponed, which may cause reduced
4= Feedback security level on your computer.

% Gaming Profile ["] concede resources to other applications @

1 Appearance This feature postpones scheduled scan tasks in case of high load on CPU and disk subsystems.
£\ Parental Control

[ Manage Settings

Help Restore [ 0K 1 : Cancel ‘ Apph

4 i o5lSh 5955 0,5 Jé : Enable Advanced Disinfection technology -
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yu Settings

Advanced Settings

& Threats and Exdusions
@ self-Defense

Battery Saving
Compatibility

01 Network

@ Notifications

[Z] Reports and Quarantine

4=, Feedback
8 Gaming Profile

] Appearance

(Network) asies -6

—_— X

Proxy Server and Network Traffic Control Settings
Monitored ports

() Monitor all network ports @ -
(@ Monitor selected ports only | Select... ‘ @
Encrypted connections scan

[Z] Scan encrypted connections @
1_:_1 Always scan encrypted connections @
(@) Scan encrypted connections if Parental Control is enabled @

[V] Use HTTP instead of SPDY protocol
The application does not apply heuristic analysis to data transferred over SPDY.

| Install certificate... | @

Some websites can be unavailable when SSL scanning is enabled, even after installing the Kaspersky

A Parental Control Lab certificate.

[ Manage Settings Proxy server

If you connect to the Internet using a proxy server, you will be required to specify proxy server
connection settings for the proper performance of some protection components.

]*Eroxyserversettings... l @

Help Restore ‘ 0K } i

aSs o &,e ples p o,llas - Monitor all network ports -

oledbl ,, Web Anti-Virus. Mail Anti-Virus, Anti-Spam L3 5l sbli> slo cusgwls « cdl> opl )0
iSee 2l L FgalS 5U slo gy e Gaybo 5l oad Jiie

oo ol sla &y o)las Laas : Monitor selected ports only-v

0,5 Ol 1) 45 8 90 slo asbip g &g g3 oo SEIECE auSs (g9, p SLISL

ol (5,108 50, WYLl Sl ¢ SCAN encrypted connections-y

6,185 50, YLl Sl ) ol (5,135 50, YLl  Siwen oSl Always scan encrypted connections-¥f
(SSL JSSg, bawgs oo

48 ad 6,188, wYlasl Sl : Scan encrypted connections if Parental Control is enabled -4
il Jb opdlly JuS oS (590

SPDY s>  HTTP jleolasl : Use HTTP instead of SPDY -#

Yl 5l cbla> ol 1, Kaspersky Lab asloslss oy oo cwod ol 0 ¢ INnstall Certificate -v
. 3g0d wuai (SSL/TLS)
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yu Settings
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Advanced Settings

& Threats and Exdlusions
@ self-Defense

{§ Battery Saving

[Ed Compatibility

= Network
T

Notifications

[7] Reports and Quarantine
4= Feedback

% Gaming Profile

] Appearance

A\ Parental Control

[ Manage Settings

Help Restore

Notifications Settings

Notifications allow you to receive timely information about computer security and react quickly to

important events.
Notify about the events@
| Setings... | (2)

Email noftifications

[”] Enable email notifications @
Settings... @

Audio notifications

Enable audio notifications @

Use Windows Default sound scheme @

(Notifications) b jlw, el -#

By 0,50 ,0 bl : NOLITy about events -

Dgdua 5 e ez Jolid a5 08 eols ialed wb a5 g sl wledas - Settings-y

1380 o Y s pled b 1580 0 5 eenlins oly3 cJlie lgie a0) oo slaslayg, - Critical events
(B0 mé oyl o Jlie Hlgie ) 68,5kes slo e : Functional failure

(cble> os Jld e Jle glgie 4) ope slaslayg, - IMportant events

(ol o JolS ¢ Jlie olgie a) ;500 sleolag, - Other events

ool b Sl oMbl oy8,5 Jlus = Enable email notifications-y

o by b aedbl den (5,8 i yeb 4) Jge sl el 90,5 Jé - Enable audio notifications -

(sl oyt T JUins

5eig (L2,8 Liu) o lailivl slalas #,b 5l eslanl : Use Windows Default sound scheme-#
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U ‘\, é ' Reports and Quarantine Settings

; ; " You can select types of events to be registered in the reports, configure the reports storage settings
G = and dear the selected reports.
@ Threats and Exdusions

["] Log non-critical events @

@ self-Defense

Battery Saving Storing reports

Jij compadty Store reports no longer than: 30

& Network

@ Notifications [¥] Maximum file size: 1024

8 Reports and Quarantine Clear reports

4=, Feedback Select reports to dear information from them:
% Gaming Profile | Clear.. i @

1 Appearance B

A Parental Control Storing Quarantine objects

=4 Manage Settings e~
ﬂ 2 " Store objects no longer than: 30

[] Maximum size: 100

Help Restore ‘ 0K ‘ i Cancel ‘ ‘ Apply |

ol e mly 5,155 :L0g non-critical events -y

ola )38 g5l 0 w3 - StOriNg reports

D55 e Ol oo 1y Gy cm 2) LI5S (g3le 0033 5l aw iSTas: StOre reports no longer than-v
(Coblfs cans ) Sl b ojlsl jiSTas opoes : Maximum file size-v

(8,5 crmi 15 098 S b aS SLa i3 e95 o)les oo aaSs (0l (59, p» S5 L) w55 B¢ Clear reports-f
a3 )0 o 0,53 Blawl 1 Storing Quarantine objects
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¥a Settings =]

@ 4 & [ Feedbackto Kaspersky Security Network

. Kaspersky Security Network (KSN) is an infrastructure of online services that provide up-to-date
Advanced Settings information on the security of files, web resources and software. Using data from KSN speeds up
@ Threats and Excusions reaction to recent threats, enhances the performance of some protection components and reduces
the risk of false-positive detections. When you participate in KSN, information about virus infections
@ Self-Defense and other problems, as well as extended statistics on loaded or executed applications (according to

the list specified in the K5I Dats Collection Statement), are automatically sent to Kaspersky Lab,

(§ Battery Saving
Compatibility
& Network 1 agree to participate in Kaspersky Security Network @
@ nNotifications

Kaspersky Security Network does not collect or process users personal data.

[7] Reports and Quarantine

§% Gaming Profile
5] Appearance
A, Parental Control
E] Manage Settings

Help Restore ‘ 0K 1 ‘,

g

Apply ,

ol 4SS o oS8 gl cadlse @ | @gree to participate in Kaspersky Security Network -3

(KSN) S s
wlie g lassags glgil olulid g pud 4 SeS sl (S gl oY Lwgs (KSN) Kaspersky Security Network
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¥a Settings S i

@ ‘4 & [ Gcaming profile settings

You can configure and enable Gaming Profile, a spedial mode that automatically disables some

ks St Kaspersky Internet Security functionality (such as notifications) when applications such as games are
§ Threats and Exclusions launched in full-screen mode.
@ self-Defense [¥] use Gaming Profile @

(§ Battery Saving

Profile options
Compatibility P

& Network [] select action on threat detection automatically @
@ Notifications [7] Do not run update @

D Reports and Quarantine [7] Do not run scheduled scan tasks

4 Feedback [] Pause manually run scan tasks @

1 Appearance

A, Parental Control
[} Manage Settings

Help Restore \ 0K " i Cancel ‘ ‘ Apply ‘

:Use Gaming Profile -\

el 0y b ¢ digdas |1 (fUll-screen mode) oS iles clls jo a5 slo s5b slp cond ]

529 51 sl Sl Jsb o 4 s pBin PrOfile OPtioNs cos clopas ¢ s pl (05 51085 L
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Profile options

Lo S e i Sag5 o Sheel Gl : Select action on threat detect automatically-y

33l e g pmmlins conl sae : DO NOt run updates-y

oo S5, sl p Sl sy sl ,>! pae : DO NOL run scheduled scan tasks-¥

Ll Jb 0 cdulby s &S : Pause manually run scan tasks-o



(Appearance) sl -\

Kaspersky Internet Security sle oledas

Pa Settings | 6

@ ‘::"\\, é ] Kaspersky Internet Security Display Settings

You can configure display settings for active elements of the Kaspersky Internet Security interface

et (application icon on the Microsoft Windows taskbar and pop-up notifications).
& Threats and Exdusions
@ Self-Defense Interface language
{§ Battery Saving English ~ | @
[Ed Compatibility
= Icon in the taskbar notification area
®¥  Network

[] Animate taskbar icon when executing tasks @

& Notifications
[] Enable semi-transparent notification windows @

[] Reports and Quarantine
4 Feedback

@8 Gaming Profil Enable news notifications @

‘B Appearance
A Parental Control

E] Manage Settings

Help Restore ok H Cancel H Apply |

s Ll by ol s Interface Language -
plKin (taskbar) ailsy g o (S S 9501 Lisles : ANimate taskbar icon when executing tasks-v
@by 1>

Glad aes Sle, el sla o i : Enable semi-transparent notification windows-y

S S g5l Y sla Sle, eI 4 L1 il : Enable news notifications-¢
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va Settings i i

@ ‘. & [T Parental Control settings ®

@ Enable {7} Settings

Advanced Settings

& Threats and Exdusions .

[@ self-Defense ; hadle6z

Q Batisrysawg 4 Control disabled

Compatibility

& Network Administrator

@ Notifications Control disabled

[Z] Reports and Quarantine

«, Feedback

% Gaming Profile GueSt

B Aove Control disabled
arance

.4 Parental Control

[ Manage Settings

Help Restore OK ’ | Cancel Apply

el 0uls 0010 s gl (LB (slosowwd jo Jol5 jab a4 Oloudids of yodd Comnd (0
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ya Settings = X
Q < é | Manage your Kaspersky Internet Security settings
y - This feature allows you to save and manage your Kaspersky Internet Security settings, export your
iy 9 settings to another computer or return settings to the default at any time.
& Threats and Exclusions
@ SEra Specify path to export the settings file:
efense
§ Battery Saving poot. | @
Compatibility
Import setiings
@ Network
@ Notifications Specify a previously exported settings file:
[Z] Reports and Quarantine } Import... l @
g8 Gaming Profie Restore default settings
E Appearance Select settings for which you want to restore the default values:
A\ Parental Control ’ Restore... | @
—
Help Restore ~ 0K ‘ | Cancel ‘ Apply
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¥a Kaspersky Internet Security Configuration Wizard I 36

General information

This Wizard will assist you in properly configuring your computer security.

During configuration, the Wizard will collect information about your system and applications
installed on your computer, This information will be used only with the purpose to provide
optimal protection of your computer.

Click Next to start the Kaspersky Internet Security configuration process.

- -
Help [ < Back Next > ; | Cancel
¥« Kaspersky Internet Security Configuration Wizard LLJ
Restore settings

Select settings to restore:

General Settings
(# [] Application Control
(# [ Firewall
[#) [V] Anti-Spam
[#) [] Anti-Banner

Update e
(#) [¥] Trusted zone

Safe Money

ssssssssssnng”
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= |
Help i <Back & Next> E Cancel




¥a Kaspersky Internet Security Configuration Wizard |

Finishing the configuration of Kaspersky Internet Security

Restore completed.

The Configuration Wizard has successfully restored Kaspersky Internet Security settings.

4

Help < Back Finish E‘ Cancel
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N Your computer is protected " Detarls

@ Backup i Computer Protection

Parental Control

Data was saved : Your computer is protected Disabled

Number of restricted users: 0

| Completed successfully Not password-protected
[ 7.
\ £
x = ™ /fa o
\ § /
l" // =
Additional Tools Safe Money \ / Data Encryption Password
\ Home Network Control Manager
Help | My Kaspersky Account | Support License: remaining 211 days

.

i ~~ _PURE3.0 T
7 \

@ Information ]§ Reports

Run backup tasks
Manage backup tasks: create, run, monitor progress,
Ef Restore data configure, and delete tasks.

O

[ ok Create a backup task ]

emsrssssna,
fassssessat

What is Backup?

Data backup allows quickly restoring data (such as
documents or applications) from a backup copy if the
working version is lost.

Help
(S



Pa Create backup task I X J

Select type of data to back up

. My Documents and Desktop
@ Back up all files from My Documents folder and from desktop: 163 files, 143 MB

Movies and Video
Back up all video files: 2320 files, 286.5 GB

®
a®

G
r:.'
-

® ’ Pictures and Photos

= Back up all image files: 20703 files, 8.5 GB
= Music

© ) Back up all music files: 8872 files, 32.7 GB

P T T

. Custom files

@ H Select files to back up manually.

JEmsssssany

sxssszssaw,
.

Help [ Back Next ]{ Cancel ]
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P Create backup task

e s

Select files to back up
‘ ,.':?E?H‘.".‘.E’.f.f.‘!ﬁ...... Name Number of files Size [__]
8 [ o= Add folder J EM26__01 6files 974 MB )
| —r—— 9 oo wlail glo yulgd
lgd aass cpl 05 b &l sanliie b6 Lxl
SeaS ool o) Hli 2590
Categories of files ¢ [@]3Audio: 0 files / 0 bytes
Select all E:Documents: 0 files / 0 bytes 2 B ggi Cuamd (p) 50
Rt  [@]iimages: 34 files / 73.6 MB Glaaiaing Wl 51 Annlgsian 45
E@;’Wdeo: 2 files / 23.8 MB A Ol oy yuf
E ?inandal documents: O files /0 bytes
;@:Dther file types: 0 files / 0 bytes
4 Cateqory editor [ Hidden and system files d: 36 files / 97.4 MB
asa. :

Help

[ oo mea |

Yesssssssnnnnns

Cancel ]

Dgudis 0 3 Lo Backup FB g5l 0,05 e s Cond

lex)

P Create backup task

|

|
5

Select storage for this backup task

Select storage for backup copies:

~
<« < online storage r— F
”,\-' Learn more about Online storage Activate now
b4 ) _— | &
N Likizes e Required: 97.4 MB / Available: 19.6 GB E,
_veae
.'.....Il.l......
) . 3 \ L
b { §local Disk(D:) "N |
* Disksize: 83.4GB &
% _'s._?ff"____".__.: Required: 97.4 MB [ Available: 1.8 GB
, | Local Disk (E:) | <7
H u D e 2R Required: 97.4 MB / Available: 8.3 GB
2
Add storage Connect storage & Used space [ Required space

Use extended settings for storage

Help
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Configure schedule of automatic backup run
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Restore data
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Restore data from backup

Manage storage contents: view and restore data from

C4 Restore data backup copies.
Online storage
Available: 2.00 GB of 2.00 GB ( £ Restore data v}
Tasks: No tasks Data size: 243,87 KB

Online storage website
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Location: D:\Backup Darrszar e Mg
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& Connect backup storage




Data Encryption
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ﬂ Data Encryption

@® Information

Encrypted data containers
For better protection of your data, create containers which wil store encrypted data. Encrypted data cannot be
@accessed without authorization.
= Create container &€ connect container
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What is a container?

Container is an encrypted virtual drive where you can store your data.
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Specify the main settings for the container
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@® Information

Encrypted data containers

M For better protection of your data, create containers which wil store encrypted data. Encrypted data cannot be
accessed without authorization.

= Create container ] Connect container
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1 Encrypt data
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Security (Nima.2090)
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@ Information

Encrypted data containers

a For better protection of your data, create containers which wil store encrypted data. Encrypted data cannot be
accessed without authorization.

< Create container & Connect container
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