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Properties :J,ﬁ_)“‘.o,s %)15(13‘ O_\QL}Z«O ‘)

cly?

‘J‘J-J o - 'Jr'r}-“.‘l.“
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Data Recovery Agent ;s

hLE s BIOWSE 035 (55 12 SIS b & ol o WiZAMD ) cond it

toled asuie |y w1 03,8 EXport Ls abs e ,» 51, *.CER

Add Recovery Agent Wizard
Select Recovery Agents

iC =
Oy uzers who have recovery agent certificates can be designaled as recavery m
agents

Select the users vou want to designate as recovery agents. Y'ou may select the users
diresctly from Active Drectony i the certificates are publshed in the directory, Dthenwise,
vou need cerificate [.cer] hiles for the users pou want to designate

nE
Users Cetificates X
| Browse Folders

Lessl L 1, Wizard awgpy b s 5,18 Certificate j3ges jasein jl an coled 5
clip

-J-JJ = - FJ-I"-I(‘-"JII!-I- I
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Data Recovery Agent ;s

Encrypting File 4 e cund 3 wmas Value & cunl (o dwgp JooSS jl a

2 ol dbul LA )8 sy System

Issued To Issued By Expiration Date Intended Purposeg

sl |, File Recover oL ¢l o L s Intended Purpose cuwd )

Ao Los

cly?

JJ'J = - FJ."!‘-:JH"“*
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Data Recovery Agent ;s

bl (im)ab 485 295 ol 51 CIPNEr jg00 b &S]y agd bl Caml oo 4ald] >
|y o cve—es IMPOrt & ez Wizard awgy ¢ sl 1) sl o (PFX Sgus (6lyls oS
BROIEE 115 st spele S AT gy 0y a5 JuaSE ot

Aples Restart 1) seeels b o canl o (398 )5 & (aie
gyl 5l Sy 4 pasee balpd elilp e @35 Jlosl 48,5 &5 Ol U
slalss Recovery o et ol Cawl 0 05 ol wyd bl p &S Sl

cly?

A W W e T LD R
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odw (531w w0 4 s Lo 4o 909 Recover (K8

EnCrypt © )50 o1y Gings slalid yigmels g9y » 60,8 4SOl 5l 8 conss »

Aol 63,5 iy yai wiemw (<9, » Data Recovery Agent < wib o3yl 5 o

PR < s )8 clals oles 4 il 0 ANt )5 5shcIENS

A5l Aty wywd 3,5 EnCrypt

fif
A W W e T LD R UJ)[-]
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odw (531w w0 4 s Lo 4o 909 Recover (K8

2SN 9 3l 4 e I
EnCrypt (slayadgs g La Jolb 5 uples LOGIN pouals” 4 b5k jgele cunl (IS Lad

fif
A W W e T LD R UJ)[-]
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odw (531w w0 4 s Lo 4o 909 Recover (K8
‘P99 9 sl 39
395 slud Fouels (g9, 2 (Ll bl sgele o (6 )8 (Syme jl S sl (S

sk 03, ENCrypt L 511,

L yL SO bl jgele (Bymo dwgp ond oSS jlam )5 ja wb pgs s 3 2
L, Recovery Agent ... .l Logoff ... sLogin :sss Account
ol,BS sais Encrypted clalus 9,8 5L 4 #liél 6 03,5 l0gIN 5305 AccoOunt

o Lo

fif
A W W e T LD R UJP
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odw (531w w0 4 s Lo 4o 909 Recover (K8

(P3d 99 3L 30 @9 4o
Sygo Comb o JamalS 4 o)l,l8 365 10gIN & 10gOff & et 5 ddlsl als 1o

X3

DS

fif
A W W e T LD R UJ)[-]
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&S

Administrator 1, Recovery Agent (¢l mul8 58 ddien ol o slpiiig

® 9 KW P uo).e U O yguo A Sibwo sl (W Lg\)b &S 1).3- o les Ll

adly a8 Wb 3,5 Lgwe 3 Data Recovery Agent cly wle 4535 Wl

Olge cos sl o 35 1) (USErS o585 gae am) doame )8 &5 iy

Aules ,%0 Data Recovery Agent

fif
A W W e T LD R UJ_P
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&S

13b o AdMINIStrators og,5 guac a5 p,l5 S b ol 0 393 Jos sl gl I
ol o d])_: ) ﬁbo‘ .)9.)9:,0 ){)L{ d‘){ ‘) ol 4SS M?)‘i B 03)5 Log|n ‘Ju..)‘
Coud 4 Gl o oy U g 2l o Recover Agent )l Ll < LT syl

:1oles 4,0 Advanced Properties ;) Details

[ | Compress contents to save disk space X
[v] Encrypt contents to secure data |_Detais ’X

OK | | Cancel

cly?

W W el T LD N



Encryption Details for C:\Mew Text Document. txt [

Users Who Can Transparently Access This File:

Data Recovery Agents For This File As Defined By Recovery Pobcy:

B73F 1F84 545...
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Workgroup fasxo 4o Recover Agent

PP Ul ©ypo 4 S FeelS g WOTKGroup o) oS baswe 3 oS sples aa g
B35 (55 (sloyisals’ (55 2 Caml o nlnly il o5 ReCOVery Agent ()l

Aeled (2b5b Hgele ©)go 4 6 2) 8 (Byme 4 pldl

fif
A W W e T LD R UJ)[-]
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Network (59 » EFS 31 ookt

aled doled o culled aims el o TrANSParent o sw 4 EFS sl aush as g
JoB aslea | ENCrypt sl L6 Jole pivmw 355 81y 55 SOMpression . L
&g U 2oy o |y 398 Jlas! Boaome 5 dwlas o odlitul o 5L COMpress la
0d ()15 joy sbalnd lesliwl ) yo 55 ()l 355 &S s (5l Ao > a0

Ailes 03,5 ENCrypt Tosses ¢ U1 3505 DeCTYp 4 sl
= ol ST (o3 ) iSG S1ynsl 4 aSs o 1) 00l ENCTYPE (gl Wd 457 )90

b o Clear Text o jgw 4 35,3 o JGsl ¢ J&5 4 g,

fif
A W W e T LD R UJ)[-]
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Network (59 » EFS 31 ookt

S sl Solution 5l caml o > ol loms bl atdly owpiwd b (glgisee 4

Aoles exlazwl IP Sec (IP Security) « Jzo

fif
A W W e T LD R UJ_P
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SIS (99 pod

Orizmed 5 () Jobo y0 4 3)lg e (bjgel (slhae (Lo 4y et Lles (ye5 )

Sl wealgs sl JolS” sl 1 1) (595 525l 95 (3l o0y

A W W e T LD R mll.,[-l
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:p,lggm

Syl ool g ool (o8>
NTFS Encryption

Windows 7 ,s
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Q39 (O phe

EnCryption jl eslaul 5 (g3l o3l (SR (gt 42 930 2l 2 ol ol (o

30y eulgs WINAOWS 7 Jole g cov

A W W e T LD R
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Organize » A Open Include in library v Share with +

I Favorites
Bl Desktop
._H Downloads
% Recent Places

4 Libraries

B Documents
JI Music

= Pictures
B videos

18 Computer

€ Network

WWW.ESOF T OEZAR.COM

Open in new window

Share with
Restore previous versions
Include in library

Send to

Cut
Copy

Create shortcut
Delete

Properties

Bum




DA

21 bytes (21 bytes)
;4,00 KB (4,096 bytes)

1 Files, 0 Folders

Today, March 16, 2011, 7 minutes ago

[ Read-only (Only applies to files in folder)
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B e T B
- L Al
- "5 - -

4

| @ Choosa the sattings you want for this foldar.

When you dick OK or Apply on the Properties dialog, you wil be
mwdﬂﬁmmtﬂdmwmaﬁndabﬂdmwﬂu
as well,

Archive and Index attributes

["| Folder is ready for archiving
Ahvﬂgshﬂ'isfnldertuhwemmuiﬂ:udhdﬁﬂmmﬂe

properties

Compress or Encrypt attributes

] Compress contents to save disk space
[¥] Encrypt contents to secure data

WWWEROF T OLAR.COM
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ol 4o 90 Encrypt So5>

2 Lo g oas L (6,0l ladkats 3905 ADPIY L 5 OK (g5, 2 SIS 51y
390 398 9y b b Clgie dalss o L aSLl 2 (e 398 (o0 0wy g
oles Ol |y 5 S5 )0 ol asuie 435 ilg o Lad a5 we ENCIYPL 55 s

33,5 ENCrypt x,  Son 55390 (slo,ilod 559 by bl oles b

Confirm Attribute Changes —;'_u—]
Do you want to ap e to this folde
apply it to all sut s as we
\\ i
@ A — &
Cance

WWW . SOF T OO EZAR.CO |

cly?
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ol 4o 90 Encrypt So5>

celw LS 5 0L &6 b LB us ENCIypl & aises dwgy (19905 JeoSS 1 as
o8l i iy ase s S A S 0e o diwles L g e o0 00> yisled ol

tdoled dpd Al o o a4 et &5 GleMbl i (6108 50, WIS 4 it

cly?

W W el T LD N
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Sl 48903 ENncCrypt SigS>

S S5y o Workgroup lesee ;5 WINAOWS 7 j5guolS” assilis sl anils asgs
xils ), 5 Stand Alone bMa_ol el ,3 aS5) L o wil 4l )3 o 5anelS ;|
(0 Certificate o g—ai sl 4y #0831 Jole g (590 bl 90 s > sl

Awles ags Backup L6 6 Certificate ;| cuwl o los g dolod

S8 Domain as &y FanelS oS cunl b ous by baslyd 5l jelaie bl )
4 ola LAptop o seuels  oles Mio il o5 JOIN t0 Domain boMaw! 4 5,

wil o Stand Alone clls 5 Keo il o aases Ojygo 4 odlazul Jbs o

A W W e T LD R

cly?
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Sl 48903 ENncCrypt SigS>

L 3,8’ w02 ENCIYPL o j900 40 5508 (59 0 1y 255 sl o6 4Gl 51 am

Do dubled lod 093 1288 (oled Iy aw yiwd lowd ledMbl & Lilgh 0 &S s

Clus o User Account sslgls clas! olos cly (S5B 5amolS S5 gay 551 Mo
ENCrypt 5o 4y Do oyl o 1y (g5 sl LB lod 5 cadly o i pui (50
03,5 5L 1y bdgs @ bgye ods oy sl L1 cunilyd umled Lo 288 il 03,5 Cow

o les sdaline |y LT Sl gise

A W W e T LD R

cly?
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Sl 48903 ENncCrypt SigS>

Ll 03,8 Sasuio )8 gl ol 56 1, (PEMISSION) o s ojls! Las (ST 2>
ooled 1y (o piand Lo b o (sla bls lgims 4 Jiilgs o3 Ul ot 5L

Ol ple 4y Udes o0 Encrypt sl bl algie a4 wyiwd Sl a1 (6l y
KW

JBlas el o ail Certificate (sl ,,Ls < aSa) (glp a5 sl anils davg5

Al hags 4 s i ENCIYPE LB G (ol

A W W e T LD R

cly?



| & Computer Management (Local)
a [} System Tools
b (B Task Scheduler
b @] Event Viewer
b @il Shared Folders
4 @ Local Users and Groups
] Users|
] Groups
b (8) Performance
i Device Manager
4 5 Storage
&9 Disk Management
b E Services and Applications

WWW.ESOF T OEZAR.COM

Mame Full Name
¥, Administrator

ﬁFamn*
¥, Guest

& shirkhodaie <l
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ol 4o 90 Encrypt So5>

psSyn (sl g DI B po 1) ble S5 5 00,5°L0GIN L G 598 )87 51 oS o L
dl_b J.:ls )‘ ool u&o‘ fb'i)“) Juad dold PRI ‘rb'.’.] 03)5 Encrypt ‘).>u> g
woles el Farzan o, 8 4 1, Shirkhodaie i lwes o0 ENCrypt

Advanced Attributes = 3)19 Shirkhodaie S Lyl oyl sy
:JJ Choose the sattings you want for this folder,

Comly 105 3)90 h6 (59) 2 5 0 YigupelS
olsal |, Properties a3 4 03,5 KIS



Cadificate Thum...
Shirkhodais{Shikhodais @ Win7-1) * F958 7eCC 285...

Recovery cerificates for this file as defined by recovery policy:

WWW.ESOF T OEZAR.COM



Encrypting File System
To share file access with other users, select their certificates from the list
and click QK.

r Falzan
Issuer; Farzan
| Valid From: 3/16/2011 to 2/20/2111
Chickheretovi tificat
=

il Shirkhodaie
| Issuer: Shirkhodaie
Valid From: 3/16/2011 to 2/20/2111

Lo I

WWW.ESOF T OEZAR.COM



Farzan(Farzan@Win7-1) * S1CF 2E8E 7E0...
Srkhodaie(Shrkhodaie @Vin 7-1) <l F958 760C 259...

Recovery cerdificates for this file as defined by recovery policy:

WWWEOF T OLAR.COM




Cadificate Thum...

Farzan(Farzan@Win7-1) S1CF 2E8E 78B0...
Shirkhodaie{Shirkhodaie @Win7-1) FS58 TECC 255,




WWWEROF T OLAR.COM

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept.

To continue, dick Next,
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Oldb! yo gl ENCrypt (Sgk>

Backup wil o 39590 yisuols 3 a5 ola Certificate  olos 5l wilgs o aolsl )
Include all certificate in... 4,5 Sl Ko casl o ©yganl 13 a5 woled ans

Certificate Export Wizard ||

Export File Format

}‘up_))bﬁ "3609 5~l ?w‘).)

.
X3

L& Shirkhodaie ,,,s" Certificate

c—— Next g5, ,s meS 4_.e5 Backup
L;l_m c\_u)f ul_>w‘ S 9= ob; &Jf
S0

W W el T LD N

cly?



To maintain security, you must protect the private key by using a password.

Type and confirm a password.
Password:

Type and confirm password (mandatory): *

WWW.ESOF T OEZAR.COM



Specify the name of the file you want to export

WWW.ESOF T OEZAR.COM
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Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export
wizard,

You have spacified the following settings:

Export Keys
Include all cartificates in the certification path Mo

File Format P




The export was successful.

Organize = (= Install PFX = Burn

ﬂ' Favorites
Bl Desktop
8 Downloads
5 Recent Places

WWW.ESOF T OEZAR.COM

MNew folder

Date modified
5/3/2011 9:13 PM

Type

Personal Informati...




S S S Y

M Back up your file encryption certificate and key

Creating this backup file helps you aveid permanently losing access to your
encrypted files if the original certificate and key are lost or corrupted.

< Back up now (recommend
You should back up the certificate and key to removable media.

< Back up later

Windows will remind you the next time you leg on.

< Never back up

You could lose access to your encrypted files.

WWW.ESOF T OEZAR.COM
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Sl 48903 ENncCrypt SigS>

o i ol 50 a8 68 b asles slwl Recovery Agent G wly (oo bods pioxon

)5 b g 9 43l JgnelS sla i)l S (e 53 098 S jolate (pl gl e

290 ol 3,ls Command Prompt 5L 5| CD

B C:\Windows\system32\cmd. exe = |3

’

A W W e T LD R

cly?
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Sl 48903 ENncCrypt SigS>

oled yal 1y 5 ygmwd deldl o

BN C\Windows\system32'\cmd.exe

D:\Recovery>cipher /r:Shirkhodaie fm

Aolos oalizwl olgzds ab 5l wilgi 0 Shirkhodaie o jle sls 4 anles as g3

A W W e T LD R

cly?
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Sl 48903 ENncCrypt SigS>

Oygo 4y (2955 Coled 1D g dwled canyad b (gl 3)5m S5 aodl ol (o upn

D92 Al 5

our .CER file was created successfully.
our .PFX file was created sul:cessfully.*

:\Recovery>

A W W e T LD R

cly?



COrganize = Include in library = Share with = Burn New folder

Date modified

3¢ Favorites
Bl Desktop ||:-i] Shirkhodaie 3/16/2011 4:41 PM  Security Certificate

j Downloads "% Shirkhedaie 3/16/2011 4:41 PM  Personal Informati...
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. Type the name of a program, folder, document, or Internet
=/ rescurce, and Windows will cpen it for you.

T o editmsc v|

WWW.ESOF T OEZAR.COM



** IIEI:IJ EI @@ @

&) Local Computer Policy
4 & Computer Configuratio
p 2 Software Settings
a4 ] Windows Settings
» [] Name Resclution Policy
&) Seripts (Startup/Shutdown)
v mm Deployed Printers
4 i Security Settings
b g Account Policies
b g Local Policies
b ] Windows Firewall with Advanced Security
] Network List Manager Policies
4 | Public Key Policies
= Encrypting File
] BitLocker Drive Encryption
b [ Software Restriction Policies
b ] Application Control Policies
b 13 IP Security Pelicies on Local Computer
» [ Advanced Audit Policy Configuration
> gl Policy-based QoS
» [ Administrative Templates
4 g8, User Configuration
b [ Software Settings

[ Encrypting File System store contains no certificates.

WWW.ESOF T OEZAR.COM

No Encrypting File System Policies
A Defined

This group pelicy has ne Encrypting File System
policies defined directly on it. To define a policy
you can click on the Encrypting File System
node and select Add Data Recovery Agent from
the All Tasks menu.




- L =

It nn T p
«9 2@ 00| Hm

& Lecal Cemputer Pelicy
4 & Computer Configuration
b [ Secftware Settings
4 ] Windows Settings
b ::I Name Resclution Policy policies defined dir
=l Scripts (Startup/Shutdown) you can click on th
b @8 Deployed Printers node and select Ad
4 3 Security Settings the All Tasks menu
> (g Account Policies
» (g Local Policies
» ) Windows Firewall with Advanced Security
] MNetwork List Manager Policies
4 | Public Key Policies
|| Encrypting File System
] BitLocker Drive Encryp Add Data Recovery AEI'-M*
b [2] Software Restriction Polici
» ] Application Control Policie e '
b & IP Security Policies on Loc View »
b 2] Advanced Audit Policy Co
> dlij Policy-based QoS
b (] Administrative Templates
4 g8, User Configuration
p [ Software Settings

WWW.ESOF T OEZAR.COM 1 Al - B



Organize = New folder

Date modified

Bl Desktop 5l Shirkhedaie -‘ 3/16/2011 4:41 PM  Security
8 Downloads

. Recent Places

WWW.ESOF T OEZAR.COM



Windows cannot determine if this certificate has been revoked. The revecation
function was unable to check revocation for the certificate.

Do you want to install this certificate?

WWW.ESOF T OEZAR.COM



m W

Select Recovery Agents
Only users who have recovery agent cenficates can be designated as recovery
agents.

Select the users you want to designate as recovery agents. You may select the users
directly from Active Directory # the cedficates are published in the directory. Otherwise,

you need cenfficate (cer) files for the users you want to designate.

Recovery agents:

S
USER_UNKNOWN rkhodaie <

Cetficat

WWW.ESOF T OEZAR.COM 1 Al - B



& Local Computer Policy
4 & Computer Configuration
» [ Software Settings
4 ] Windows Settings
» ] Name Resclution Policy
&l Scripts (Startup/Shutdown)
b @8 Deployed Printers
4 T Security Settings
b L@ Account Policies
» g Local Policies
b ] Windows Firewall with Adve
[ Network List Manager Polic| -
4 | Public Key Policies
= Encryptin Fil:em
(] BitLocker Drive Encrypti
b ] Software Restriction Policie:

lssued To
Ll Shirkhodaie

 Issued By
Shirkhodaie

Expiration Date
2/20/2111

Intended Purposes
File Recovery




Organize ¥ Install PFX

‘i:" Favorites Name

Bl Desktop ] Shirkhodaie
j Downloads

% Recent Places

New folder
Date modified

3/16/2011 4:41 PM
16/2011 4:41 PM

Type

Security Certificate
Personal Information Exchange
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Sl 48903 ENncCrypt SigS>

g 9 03,5 LOGIN 55008 (655 2 3290 o ylS plad b sl o 398 o0 plosl g
03,5 sy |y ol Recovery Agent lo—s 4 ¢,0)LS L Ll 45 g wsles LOGOFT
plwoas ENCrypt cla LB (clgime dy pwyiwd 86l cud i ol 4 9 4les LOGIN

A W W e T LD R

cly?
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SIS (9 903

03? J3bo )3 03 48 S)lg 0wy 4 (oB90l (Shse (o 4 bgye las (pyed
=y 9 WINAOWS 7 Lole wiww cov «leMbl g0 ENCIYPL K63 4y aisee
e g 905 mudled (o5l o3l |, Private Key .l Backup ¢ 8 ags (S5s3s

a3y wnlys Data Recovery Agent g ci i So5s

fif
A W W e T LD R UJ)[-]



6 1o "yoogs Jed mww

7 9099 39 Encryption culild jlooliint >
L“gé @“}0) 9 LS)"@J‘) LS‘)‘ Cipher )sﬂvé )' ool >
0w (5505 w0y s L9d (59 » Ao Jlos!| (wyp >

ol 9,6 s Private Key & (w pwd govdlie >



EFS bl 390 Jlas ps
Domain & Workgroup ,
Windows XP & 7 e
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V39 (O yhe

EFS (Encrypting File System)cy pas g J S b abasly 3 oa)ls dad yopd ol 5
s awyp 4 g 03,5 cumws Workgroup & Domain ) e sls Lo )
slygels b o DOMAIN (o yoals (55, 2 38 bl (900 Jb d
omed 53 calizee blyd g aishy (15, 1,8 Workgroup ,» 8 ol =) Local

X3

w3 513 gy 350 1) dlai

cly?

A W W e T LD R
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EFS jl oolaiw! (wy 9

B aalal &y ol yaies 5 ol o 5l a8 e LB oS (63,10 1 S
Sl d dogi b il o 4l 3 35390 sl anels 55y 32 EFS <ol jl s capds
L2 gelS (59) = 038 ()15 50y Slalid 392 I (eld pde Ml pie &g )3 &S
29 IS Jld olylS Sl JSite (5 S8 cptel 39 4y s ol (st
Syl Oygo 45 e )l b lats Culy o 35 Clld 1 odlial g e ol
Lo (Sigo (0I5 o oo SasS iz 5o JSite Canl (s Sygais] i 2

23,5 48 sais Encrypted cls

fif
A W W e T LD R UJ)[-]
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EFS jl oolaiw! (wy 9

slalod Sl gy cowd jl el cwl 1SKen a5 1y (0)lge 5l ol digad ) Condd

)l Workgroup ol a$us e 5> (Reset Password) )8 5 gus o consy »

Al o cpeld lame 4 et 348 Lol

L. >o 9>, ,3) Active Directory or SAM ;I ,,, User Account . S >

X3

(3L o 33l Workgroup & Domain

cly?

A W W e T LD R
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EFS j ool (o y ¢

& Workgroup & Domain Lesw 3 ya 1) Josle pimuw 3350 coai »
(3L (oo

sLalnd ;3505 RECOVETY a plusl aples (o (Byno pgmalS 0 bjL y9ale

Saled (h)lS e ()5 5e,

fif
A W W e T LD R UJ_P
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EFS jl oolaiw! (wy 9

sl 2 ol )b g )5 e Private Key 5l 3,5 EXport L wilg o ouieen
dsles JenolS g9y y dame IMPOMt & slBl ISie jo il deg 4 Sy 4D (0l
L Slg o sl atily BT cleMbl us ENCrypt gosge 5l aSs pae 51 oplpls

23,5 8 CleMb| 58y cund jl milo sl aisS &S Sla,Kaly 5l oolas]

cly?

A W W e T LD R
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ouww Encrypt sl B0 3 £Mb!

o )|y 8 oy 3590 005 ENCIYPL (ol Lo (ydly jhai 1) ygmals S sinlyse 51
FoelS dples o &S dnled 16,8 cnlad olaiul 5 o ol Sl Canly (o s ol
Sy dn ol L SonelS ol g9y yo Lol 48 amd 15 ) 3550 1) )8 S5
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