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Major Information
Product Name Product Part Number Model
Cisco ASA 5540 Firewall ASA5540-AlP20-K9 IPS Edition

Product Details
Security License Concurrent sessions

3DES/AES license 400000

Users/Nodes Firewall Throughput
Unlimited 650 Mbps

VLANS Network ports
200 4 Gigabit Ethernet, 1Fast Ethernet

Security contexts High Availability
2 (Up to 50) Active/Active, Active/Standby

IPsec VPN peers SSL VPN peers
5000 2 (Up to2500)

Technical Specifications
Memory Minimum system flash System bus
1024 MB 64 MB Multibus architecture

Major Information

Product Name Product Part Number
500 SSL Vpn Users License ASA5500-SSL-500
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Major Information
Product Name Product Detail
Symantec Antivirus Server 100 Users License Corporate Edition
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Major Information
Product Name
Cisco ASA 5540 Firewall

Product Details
Security License

3DES/AES license

Users/Nodes
Unlimited

VLANs
200

Security contexts
2 (Up to 50)

IPsec VPN peers
5000

Technical Specifications
Memory
1024 MB
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Product Part Number Model
ASA5540-AlP20-K9 IPS Edition

Concurrent sessions
400000

Firewall Throughput
650 Mbps

Network ports
4 Gigabit Ethernet, 1Fast Ethernet

High Availability
Active/Active, Active/Standby

SSL VPN peers
2 (Up t02500)

Minimum system flash System bus
64 MB Multibus architecture
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IP Spoofing ¢

Attack_e_r |Source: Attacker

o Destination: A Port: 22 Destination: B Part: 23

. ||, |
5 Rl

r.

,:S :

ource:
Destination: B
Port: 23

Sniffing

Router A Router B HostB
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Session Hijacking ¢

Man In The Middle Attack ¢

Y |
A man-in-the-middle
attack can only see
cipher text

= @

Router A
*jsdhB9"&
9erdBHIU(*T9

Man-in-the-middle attacks can be
effectively mitigated only through the use
of cryptography (encryption)

Denail Of Service(DOS) ¢

System

Resources | ‘ |
-
y E’
|

-~
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Distributed Denial Of Service(DDOS) ¢

Scan for systems to hack

Install software to

Agents are loaded

scan, compromise, and infect agents

with remote control attack software

The client issues commands to handlers that

control agents in @ mass attack .

Types Of Trojans,Spywares,Worms & Viruses

¢

Application Layer Attacks such as Buffer Overflow ,SQL Injection ... ¢
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Threat Capabilities—More

Dangerous and Easier to Use

Packet Forging/
£ fi
High o
Stealth Diagnostics
e - Sophistication
B e o of Hacker Tools
- k
- Sniffers
** Hijacking
Sessions
isabling
Self-replicating

Code /
Password Technical
/ by Knowledge
- Required
Password
Guessing
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Test Security

This step involves the
following:

- Validate effectiveness

of the security policy
through system Improve “roiy. |+ Monitor
auditing and

vulnerability scanning.
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cross dite scripting
Intruder advanced sca ninT
Skill packet spoofing
simple DoS D-DoS. Itacks
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i
|
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i
I |
| GUI tools

network diagnostics

Capability | manual exploits
i bassword cracking

% éelf-replicating code

H ) Most
bassword guessing Recent
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Partnering with 30 states and employing over 3,800 people, ACS State
generated a thick-client Visual Basic interface for their mainframe
Medicaid enrollment application (which is marketed to State
organizations). ACS licenses the enhanced application to the
governments of lowa, Montana, West Virginia, and Wyoming, as well as
Washington D.C.

A

% AGFIRST AgFirst Farm Credit Bank, the premier agricultural lender in
- the eastern United States and Puerto Rico, providing more than

$10 billion in loans to more than 79,000 farmers, ranchers and
agribusinesses is leveraging Visual Studio .NET to significantly re-engineer and
graphically enable an existing ALLTEL Loan Applications systems. It also
integrates the ALLTEL application with AgFirst's PeopleSoft General Accounting
application and a SQL Server data warehouse - all within Microsoft .NET. When
completed, the new integrated system will extend to hundreds of concurrent users.

Farm CREDIT BANEK

and services to over eight million customers for more than 75 years,

AIG American General wanted an easier solution for users to

execute mainframe task in their call center. The provider leveraged to re-engineer
and graphically-enable their core CICS policy management system. By also
seamlessly integrating mainframe data into Microsoft Word templates, AIG
American General reduced training time and increased agent productivity, as well as
decreased development time for incorporating new functions.

A leader in the life insurance industry providing innovative products 3 I G ‘
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The nations largest publicly held personal lines insurer,

providing insurance products to more than 16 million

households, Allstate wanted to sell insurance products and offer
policyholder self-service via the Internet. The provider employed its new Web-
based Good Hands Network, built with Microsoft Active Server Pages and residing
on BizTalk Server. Implemented in a matter if months, the Good Hands Network
allows Allstate policyholders to get a quote and buy coverage for cars, homes,
condos or apartments. The site also allows customers to look up over 35 million
policies, request changes in coverage, report claims, and check claim status.

Serving more than 900,000 customers in 11 of Arizona’s 15 counties, m '
Arizona Public Service generates, sells and delivers electricity and

energy-related products and services. The utilities provider wanted to enable
technicians in the field to receive work orders in their trucks directly from
mainframe-based dispatch and records system, and allow the technicians to view
and revise work orders remotely in areas where no wireless coverage is available.
ClientBuilder provided a stand-alone intelligent front-end interface for a laptop in
each truck with connectivity to multiple wireless IP networks.The project enabled
faster dispatch of service technicians to high-priority repair sites, eliminated manual
data entry of work order information from the field, and provided the ability to use
most cost effective wireless network across the entire state.

e Canada Life 'The Canada Life Assurance Company, Canada's first

domestic life insurance company with total assets under
administration in excess of $64 billion, wanted to extend policy administration via
the Internet for group life products to agents, group administrators, and ultimately to
the employees/insured. The provider employed AS/400 data via a SQL server. The
project immediately translated into lower policy administration costs, increased
competitiveness, and improved market penetration with group products and
programs. The new application
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Convergys Corporation, a member of the S&P 500 and the
C(_)N V[; RC Y5 global leader in integrated billing, employee care, and customer
care services provided through outsourcing or licensing, wanted
to add functionality to their website, providing customer's employees with a cash
withdrawal capability from 401K savings plans. By moving away from UNIX boxes
to NT boxes, Convergys saved 40% on future development costs.

Do it Best Corp., which currently distributes over 68,000 hardware and BI
building products to 4,300 retail stores worldwide, is using robust

Microsoft COM components directly from mainframe VSE logic. These
components reside on the company’s application server, and form the backbone of
Infoplus, Do it Best Corp.’s new online application that allows distributors to view
inventories and order products in real-time.

¥ Electric Insurance Company (EIC), a direct writer of private
FeTTTTrl passenger automobile and homeowner's insurance and a GE benefit
[Tl provider for over 35 years, utilized a mainframe rating engine for both
traditional and Internet lines of business. To eliminate the need to
maintain two separate copies of the rating systems, the insurer licensed modern
Web-based rating engine to seamlessly serve both lines of business. The tool wraps
data from the Internet engine as a .NET Web service message and allows the
mainframe to query this Web service whenever a user needs to access rating
functionality

sulady usige ST 0359 3 90l J gheus S8l puaigs BT :asi puae Data Center cuial iyl 38 o gas

75 5 62 anin 1385 (o sangs )5 Slo) Al L oululy (uaige BTl ls
Canal 1S (Kalad p 5lhs (oS 9 il 495 A 9 audily (oo Slolid ) g SleMbol 59l aalg - Blads ks (ol § g auls




Automatic Switch Company (ASCO), a subsidiary of Emerson a
Electric, needed to provide manufacturers with real-time access to EMERSON..
inventory and order entry. The company AS/400 functionality via

Active Server Pages deployed on BizTalk Server. By providing customers with real-

time access to inventory and order entry logic, ASCO immediately streamlined vital
operations and significantly improved the customer experience.

@ EFEEDERALFederal-Mogul, a global supplier of automotive components,
MOGUIL. modules, sub-systems and systems, booked over $5.4 billion in
revenues in 2002. For its aftermarket division, the company wanted to build a new
graphical interface for the North America Business System (NABS) mainframe
application. ClientBuilder enabled the manufacturer to quickly develop a more

modern Visual Basic interface for the mainframe application, and in the process,
allow the company to reduce dependence on IBM technology. By using
ClientBuilder to leverage mainframe functionality within the .NET architecture,
Federal-Mogul is greatly improving operational efficiency and enhancing customer
service.

r

First Health Services Corporation, one of the nation's leading First Health
healthcare management and information services companies e
specializing in public sector health care clients, needed to dramatically overhaul the
presentation and workflow of its core mainframe call center application. It delivers
an easy-to-use Windows-based graphical user interface with intuitive graphics and
"point-and-click" navigation, integrates an automated call tracking and reporting
system to eliminate manual logs, as well as connects to a new SQL database. and
most importantly, improved the call center's ability to provide quality customer
service. First Health customers include the State of Virginia and West Virginia
Medical Institute.
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As GE Capital Bank - Sweden, a national division of GE

Consumer Finance, was developing a new .NET application to
support both the call center and online banking systems, the
financial services provider needed to incorporate functionality from a licensed
mainframe application. GE Capital Bank licensed ServiceBuilder for Visual Studio
NET to generate both NET components and Web services for the new banking
application. ServiceBuilder will work from the third-party vendor's mainframe,
generating the components and Web services for deployment on BizTalk Server. By
rapidly exposing proven mainframe logic within the .NET architecture, GE Capital
Bank is slashing application development costs and delivering superior functionality
to both the call center and directly to the consumer.

GE Capital Bank

As a member of the Blue Cross Blue Shield Association, Hawaii HMSA
Medical Services Association (HMSA) is the largest provider of G 8252
healthcare in the state. Building out a new call center application on = ====mrres
BizTalk Server with an ASP.NET graphical front-end, HMSA R
required direct access to core IMS logic. To satisfy the IT requirements, HMSA
licensed Visual Studio .NET to rapidly expose IMS logic within the new
Membership and Claims Inquiry Application.

(( R Maintaining a force of more than 1,400 agents, Kansas City Life
(e-'—" Insurance Company serves 48 states and the District of Columbia.
ransas arv IFEThe provider 1s employing Active Server Pages to build a corporate
portal that will be available to agents, as well as internal associates and
call center employees. Unable to access logic residing within their CSC system
administration package, CyberLife, via 3270 data streams, the provider needed
ServiceBuilder to offer direct access to the CSC application logic, and then integrate

that logic into the new .NET portal. ServiceBuilder is enabling Kansas City Life to
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slash development costs, as they deliver their new portal in record time.

Kraft Foods markets many of the world's leading food brands in ’
over 150 countries. After purchasing SAP to run the majority of -

daily accounting processing volume, Kraft Foods - Italy needed to provide existing
mainframe applications with access to SAP data. SAP provides application
programming interfaces for Microsoft .NET. When a mainframe user needs data, It
goes to .NET, retrieves the information from SAP, and then updates the mainframe.

By allowing the mainframe to quickly access necessary information, Kraft is
reducing IT costs, enhancing operational efficiency, and enhancing client service.

operational efficiency by providing better integration between mainframe

“‘ MACSF, a large French insurance company, wanted to enhance
M a c s F and desktop functionality. To accomplish this, when a user wants to

~quickly print a letter to a client, ServiceBuilder populates mainframe data
into a Microsoft Word template. Also, ServiceBuilder allows the mainframe to
consume data from a desktop application that calculates travel reimbursements,
making accounting's life that much easier. By allowing the mainframe to both
publish data and consume information from Microsoft .NET, ServiceBuilder is
enabling MACSF to realize better employee productivity and reduced operational
COsSts.

Serving more than 400,000 customers, Memphis Light, Gas = MLGW
and Water wanted to enable workers to interact and retrieve

functionality from the mainframe through a Web-based solution, as well as automate
the tedious form letters process.. By providing integration with Microsoft Word to
generate form letters based on requests like employee verification, It automates the
form letter process, including creation and mailing, as well as, significantly
improves productivity and efficiency in the workplace.
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h While building the Juvenile Probation Information Program, an internal
B} Web-based application for juvenile probation personnel to track juveniles
who have been through the county's juvenile detention facilities, the
Sacramento County Probation Department needed to integrate core
mainframe functionality within the new system. built with Active Server Pages, and
the host system. By doing so, It helped the county streamline operational efficiency,
better manage juvenile offenders, and create a safer working environment for county
personnel.

Financial Indemnity Company, a subsidiary of Unitrin, UUNITRIN

wanted to quickly Web-enable the FIC Specialty Lines policy
submission and endorsement process.. FIC also pulls data from Oracle, SQL Server,
and ClientAccess databases. FIC reduces endorsement turnaround time and costs to
enable to agents to be more responsive to customers, enhances its offerings
competitively, as well as fulfills "Easy to Do Business With" branding.

" With over 30,000 enrolled, The University of Central Florida needed to
o ¥ provide students with quick access to department offerings, grade

postings, class availability, registration, schedules, fee invoicing, and
financial aid. They also wanted to provide the entire university staff, 4,000
employees (counselors to professors), with relevant information, such as class rolls,
departmental accounts, budget allocation, benefits, authorized signature files,
transaction audits, vacation days and more. UCF extended the life of its existing
legacy applications by combining multiple mainframe and AS/400 systems - linked
to a SQL server - within a new university Intranet. The new system immediately
improved quality of life for both students and administrators alike.
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