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Burp Intruder Repeater Window Help

Proxy Scanner T Intruder I Repeater T Sequencer T Decoder I Comparer I Options | Alerts
Intercept | History | Options.

5 A
(2) Proxy Listeners ™

@ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its proxy server.

 Add J Running | Interface | Invisible | Redirect | Certificate
JR— ™ |127.00.1:8080 = Per-host

Edit r
Remove | 2

L?J Intercept Client Requests o/
@ Use these settings to control which requests are stalled for viewing and editing in the Intercept tab.

(¥ Intercept requests based on the following rules:

| Add | |Enabled |Operator |Matchtype | Relationship | Condition [
@ File extension Does not match (*gif$|"jpg$|*png8|*cssS|js$|"icos) i
i a or Request Contains parameters i
O or HTTP method Does not match (get|post) |
MJ =] And URL Is in target scope "

(M) Automatically update Content-Length header when the request is edited

@ Intercept Server Responses
@ Use these settings to control which responses are stalled for viewing and editing in the Intercept tab.

[J Intercept responses based on the following rules:

[=*

Burp STy i

Loy Jlio (ylgie a4y .0 5 )18 ol ng 0,90 Bdit 435 (59, 2 59,5 SlS g oyl Gl b ol oo (oS (500,500
2 00,5 SS9 Bind to port Cend [0 wyaz o550 50,5 ol LI, Burp oSy 09kl 590 o5 )0 wilys oo
checkbox (g5, » duils (oo g oauid Sl sdigids 8 51 STebl o oumay s |y (5,8 ias o8 )0 )1 Ok (59,

Ay S odigid £9,8 6|y Ioases |y running 4
checkbox 5wl aiils 5Lo Conl (Sao caulS oo gy Hitps b g Hitp 55 ,b 51 50,5 J18, LLs 1L, Jaius
LT o8 )0 5 (b,3 ybyae (wydl (wd s yg0 4 g 33 | support invisible proxying for non-proxy-aware clients 4. ;5
59,5 waler Cudlie oSy et slo Cewlsgm 0 slod JIBurp aeli s o Jog, oyl 50 .0uiS 0 )ls canlin sl 0l jo 1,

DB yuns s SU S bie 4 1) Sl soled ols walgs o5l Lot 4

2950 §35 ety oS

Http/s (gl Cunlgs 0 S35 00,5 s jelaie ay 1) bogs colaiwl 5,90 )5 59,0 auylo 5L Jadd Lol calaxd ol jo
Burp (2,8 ey (i ySey B Al yo ) Lo 510058 (g Sy 5 et (S8 Sl g gl Burp ST 40 o
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8080 L |, STy ol5 ;0 5127.0.0.1 oyl b1y ST bjae (wyol Clls aulss 5L Cannd ol 10wyl ool s |
QS wlas 3900 o Hitps ¢ Hitp (gl

&3l,| Internet Explorer ¢ Mozilla Firefox o gl ;5 5,0 99 5lp Coand cpl j0 68 44 o5 g0 Sy (> 12 4
S92, aoliyp oyl oaisle cole g Olastiue 4 lala) Opera 5 Chrome Safari Jo3 5l o 559,00 K0 (gl el ool
(e el s adad Lo S 950 O aSSg> S oolaiul Mozila Firefox | Lo puS < Slgiiinn (yo S

ol oais Jolss Anti-Cross-Site Scripting (XSS) ;L3 g ol Mozila Firefox ,5 5,0 «oUS cpl (i Loy o

Mozila Firefox ; 390

S S Options (g5, v WS 3 9,0 Tools gg00 51 .1

S SIS  Settings (g9, » Network 5,0 ¢ Jyg 0 Advanced (ggin 4 0l 3L aS (00> 0,xy )0 (w2

38" ol | Manual proxy configuration 4538 3

3,515 (8080) (cuSTys 05,0 o 5 (127.0.0.1) (caSTys e oyl STy (600,80 0,20 40 s 4
"

.33 |, Use this proxy server for all protocols 4338 S5 5

i | o ooy solad 9 0iS SUS Ok (59 2 s 6
Connection Settings‘ - &

Configure Proxies to Access the Internet
~» No proxy
~ Auto-detect proxy settings for this network

() Use system proxy settings

= Manual proxy configuration:

HTTP Proxy: 127.0.01 Port:  8080%

[¥] Use this proxy server for all protocols

SSL Proxy: |127.0.0.1 Port: 8080 i<
ETP Proxy: |127.0.01 Port: 8080 5
SOCKS Host: | 127.0.01 Port: 8080 =

No Proxy for:
localhost, 127.0.0.1

Example: .mozilla.org, .net.nz, 192.168.1.0/24
» Automatic proxy configuration URL:

Relocad

[ oK ] [ Cancel ] [ Help ]
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Internet Explorer )5’ 390

S SIS Internet options 4335 (59, » Tools (ggxe 5| 1

425 SIS LAN Settings (g5, » Connections (ggie 5| 2

4SOl | Use a proxy for your LAN 4535 3

DS SIS Advanced (59, 4

) oSy o5 )0 Port Cand ;0 4 (127.0.0.1 Jlio ylgie 4) 0usS olg 1y e oSy o,ol Hetp ol jo 5
(8080 Jlis lgic ay) auS o )lg

.S Gl |y Use the same proxy server for all protocols 4is S w6

NS SASOK (69, p Suled p3 9 7

Proxy Settings ﬂ

Servers ‘
a ' Type Proxy address to use Port ‘
~ HTTR: 127.0.0.1 : 8080
Secure: 127.0.0.1 . | 8080
ETP: 127.0.0.1 : | 8080
Socks:
[V]iJse the same proxy server for all protocols: '
Exceptions

| B Do not use proxy server for addresses beginning with:

|

i

localhost -

Use semicolons ( ; ) to separate entries.

o< | [ concel |

-

OSoe 5 W18 3529 5 j950 50 a5 ISl slo (g g b aigil (eled S (oo ool 55550 plas” 51 asol 5l 15ome
Anti-XSS aile el sla aigidl g o ouS1y add-ons dlex 5l oS Jled ,e 1) 0uS Loy 5105 Brup Suite b el

.0 & g filters, NoScript
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<5 o9

Http/s  Jlw )| slo cslgs o Caddgoe b wilgs oo Burp ol 00,5 Jlos! 1) lowdass olod giw o 4y (ST aalasd ol jo
4,8 |, http://www.shabgard.org _w ol Jle olaie a4 g 4, 59,0 4 0u,l35 5050 (pl owyp Slpojle By |
STy il ool (guiu S S0 A > ded (ST 0y Lia enter (g5, » 9 03,5 S,lg )5 )9 50 Address bar Ceonnd
Comnd 43 yuwws § PIOXY (i 4 Burp Suite doliyy ;0 puorw iS5 G8gia 1) )5 1910 sla Conlgs 1o oled 0l Burp
intercept on 4aS3 Y Coond ;0 A0S oy | aites Lod 05U e a5 O sle Canlg> )0 9 Gy, intercept
& ale o Wigd e Burp STy Ba)b 5l b el o wems o3lrl 5 0SS (T () tcal onds az
Lol ¢(aizpon oS ounline 1) shabgardorg Cole g aio Wb )5 5550 4 S5k 5l oy ki Lol 93,5 50 155550
59 el ;S8 (UL oS snalin 1) Bas Cole ©g mlie o5 )0 sl Site Map e g Target Cuond 5l ol oo

DS 5ly Fere yo ]y dles eaS ]y Sole o ales oo el w09y JUio shabgard.org Ceond

B Burp suie Free Eation VLS A (O )

Burp Intruder Repeater Window Help
Target | Proxy | Spider | Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Options | Alerts
Site map | Scope

‘ Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders | @

» hitp:/fansarclip.ir Host
» hitp:/armanam.net

» B hitps:/iconnect. microsoft.com

» hitp://developer.yahoo.com

» hitp://developer.yahoo.net

» £ https:/lebanking.bank-maskan.ir
» & hitps lfepayment.bmi.ir

» hitp:iifa.wikipedia.org

» hitp://go.microsoft.com

» hitp:#finsecurety.net

| Method | URL | Params | Status 4 | Length | MIME type | Title | Comment
hitp://shabgard.org GET forumslexternal.php D
hitp://ishabgard.org GET forums/external.php?. @ HTML

| Time reque...

» £ hitps:/iolb.agri-bank.com

» hitp:lirecon.cx

» hitp://safebrowsing.clients.google.com
» hitp:lisecurityxploded.com

» hitp:/4tr0d3ctism.persiangig.com 7K

Request | Response

Raw | Headers | Hex

» & hitps:iiss!
» & hitps:iissl.google-analytics.com
» hitp:iitakdid.com

» hitp:liwww.gnu.org

» hitp:/iwww.google-analytics.com
» £ hitps:liwww.google.com

» hitp:/iwww.isnull.com.ar

» hitp:iwww.14tr0d3ctism.blogfa.com
» hitp:liwmww.mediafire.com

» hitp:iwww.modsecurity.org

» hitp:limww.mydigitallife.info

» hitp:imww.ndesign-studio.com
» hitp:liwww.nirsoft.net

» hitp:iwww.ossec.net

» & hitps:/iwww.rb24.ir

» hitp:/iwmww.shabgard.org
liwww tarasco.org

» hitp:/iwww.vbulletin.com

» hitp:fimww.w3.0rg

» hitp:iwww.webamooz.ir
liwww.yourdomain.com

» hitp:ifyui.yahooapis.com

GET /forums/external.php HTTP/Ll.l

Host: shabgard.org

Accept: */*

Accept-Language: en

User-Agent: Mozilla/S5.0 (compatible; MSIE 9.0; Windows NT €.1; Winé4; x€4; Trident/5.0)
Connection: close

S

b
v

EEEE

0 matches
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&S oo Sl Hitps g Hitp gla JSGg 51 Burp Suite sl o a5 jghailan 1 goledl (6 )lugS oMue 00ianny g5 ¢SS
ojg el Lol ol (oo ooliiinl (g b slo SSo 51 g 9 M S 950 loo (real LU (6180 (sl 42285 s
0oLzl .05, oo Lo 4y o g T slo UL e T sl olSiig 8 51 0,5 cdablons (gl s laibiwl JS55,, SGHitps
J& g o 958 co CebHitps JSGg 5 0S5, 5550, SSL/TLS au¥ jo |, Hitp (glo aiy 0iles oo Lol JSSg 0 0] 5]

Sg Cdadlore ledb| I Man-in-the-Middle (MitM)aiile S pl 18 98,5 &0 resl O j50 4 Sledbl

o S5y b il 5 oS sla Cenlg o 4 Lialejl (! 4o Burp Suite 4ol a5 ol (Jl ol b
(§ 0,5 Man-in-the-Middle (MitM) alo> lan b leo 10 5 0 S aille | Burp Suite a8 bs 45550 il (o0 caisS

3 ele 0y SO a5 K MitM asle Burp Suite sy Sy 31 cdl> J1 G lsie a5 (69, et 3l m) 00,8

il Hlal S T g 0 a5 0l dalgs ax g (hitps://facebook.com ¢ Jlio ylgis ) 0iS cowliv Hitps JSSg, 3 ,b
ol 5o 0,5 sealss caslic 1) This Connection is Untrusted asaws Lol ¢ S L o L flgic a5 000 oo ioled
Add e g Understand The Risks (g5, » 30,5 SAS L1, Cole g 4y Jlasl giws &hgo 40 0yl 5Ls Loy cadlge

Aeddy aslsl 1y an T8 5l auslen b oS oS Confirm Security Exception ;L ,o g Exceptions

5: @ This Connection is Untrusted

4 ‘ You have asked Firefox to connect securaly to twittercom, but we can't confirm that your
— connaction iX SeaLre

Normally. whan you try to connect securely, sites will presant trustad identification to
prove Chal you are going Lo the right place However, This site’s identity cant be verfied,

What Should | Do?

F you usually connect to this site without probiems, this error could mean that someone is
trying to imperconate the cite, and you shouldn't continue

_Get me out of tixe!

Technical Details
I Understand the Risks

F you understand what's going on. you can tell Frefox to start trusting this site’s
identification. Even if you trust the site, this error could mean that someone is
tampering with your connection.

Don't add an cxception unless you know there's a good reason why this site doesn't use
trustad wdentincaton

_Add Excepton...
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https://facebook.com/

Burp Proxy ;| 0,5 eolaiuwl (2w £y S

oy S35 aes o ojlal el 4y I3l (il 09, (oo Loy 4 Burp Suite 4ol y 51 (60 0,5 Loy adlge G Burp STy,

DS e osmlie |y py 40 edld wiluws 3 4w Burp Proxy YU o

w55 ol 5l esliiad b Lo cand ) o Sl S Gibgie |y 093 U3 g o aslig gy 5 oM S5 4s 00 oo

558 )18 Aol 550 g s )T (aBgie wiilyy o Http slo 5 955wuly g o Cosles 10 0yxty ] jo i Intercept .1
..\MSJLQ.(:\ |) 4.._9)“...: g_:l.o.._’a...:gs.‘fb Lg..\.u)i..: ..\...»‘ysno):;w Q.i\)o:Options 2

<9 6[& C,w."gﬁ-)o U':"L“’ 4.1@33..0 iJs‘ Plf

(oS ol b 5 sl Bsie ) lesgs Hitp Cewlgs )3 (gl w0 5 j9 50 9 Burp (50,5 50,80 9 1,21 5l oy

Ll euples a8gis |y shabgard.org Colu g 4y oolw Cawlgm 0 6 b

‘p.;S = oolawl "C.‘.wl?)é gig' ‘u.‘a'alm gﬁ,:uo" a’)“j )‘ ol as Ls"m : GALQ," LS)LQ““: o)L:.o aodu’».w._ggi LS

2ol obles (6,500 wo sl aliase (pl oy S0 1 Lo

1585 o S, soled 5 S o L5 Sl gl aty s 5 Jlol glis ezl S <l o
Ceyw g S8 L g gy |y Sledbl gla ains a5 el cpl Lil dadsg il ouls (o 25 OSI g TCP (sl Y
4 S 9y 4 9) (S92 ke (e b e (S0 0] gle Coli g p0 Led wawl 518 LLE LS Jie dale 4
Gl 3l sz 30 S5 o g (6l b Tl S sl 1) ) ko ol g ailsn 4l (sl Jle Glsie
Ol &g 00,8 Julowi 1) ceslgs o ol 9w cy3,S Jlao I ) plisiaslgs o Lo a1 51 Gy casS” JLo | Hittp SS9
Algn 5145 0,5 (0 S jgo (Sledbl slo i (g SO B o b sl 5 CunlgS 0 (] WS o (2555l
03,5 Jlo)l ) ez 4z gm0 4 SIS A5 05 dz ge wilg oo (U093 (o) 4 S 28l ) o iy ]
s oY oS lod g oaalie |y 55050 (Jlol slo Canlss o il aSol sl el cnl )o 1ol
o oolaiul intercept 31 S oyl plosl (gl del ) j0 eusS hBgie g Bl STy ok 5l 1) o o] e
el Http/s gla Cawlgs 0 00 (aBgie a5 0gd

Lintercept

CsHl Cj/(_a:)/)/}fo : Burp Suite ol CStumly



b cwlss 0 oolad Burp ouSly a5 0sS ol liebl intercept aaS's 49,5 ow) » L dntercept .5 ;o 1
Ak ouls 20 lake intercept is on b &L intercept deS> jslaie (. AS oo Byl |, Hitp

L 1) Enter g 08 ols |, (shabgard.org Jlis ylgie ) Gas Colw ©g wydl 5950 10 s 2

5 r9y0 Lawgi ool sboul Hitp (sla Cawlgm 10 auilgy wul Lo adasd ol jo g S5LBurp ouSTy a0 o5 0 3
airlgs 515 o Slee e g 0l wrles adgio Lige by Caslsm )0 Burp [0 cCond (pl 1o .0uiS cdslice |
S 950 4 g 2 lad |, Forward aeSo ST Jlie olgic 4 .oxS Forward b cadgie DllS 1, 6T LT a5 wile
S35 52 33 oy <ol 05 555 Shabgardorg ol Ly Lol a5 55 suals sanbie s Tl
D5 Jlu)l g cod el yg 0w 4 Hitp Cuwlgsj0 gl 0 Sl casS o SIS Forward

2 ,Lady 1) Enter g 08 19 | shabgard.org ol w0,bgs 4

148" SIS Drop 59, p Forward sl 5L cnl 5

odslice |, Burp proxy error: message was dropped by user plo dao ;0 w5 3L og> 5,90 4 STV 6
=Sy Bl b asil j couo,S drop |y 555 0 Jawgy Jlo I Hitp Cewlsm 10 Lo Connd (] 10 20,5 sales
ouls adgi Uas ply b Cdge Himl axmino S5 59,5 aalgs Jlo,l cole j5,m 4 |y Hitp Cewlgs )0 Burp

WS e ) Culs g Lol amio slon |, 355 Lawss

Cowlgz 5o Jdod g 450 5 (6w jolate 4y ax LSS duliy () ;0 a5 (6,550 OU! 5l adly oo Lo (yuioron
LS i, 1y oads je,y Canlem 10 SO auplgse el (ST (Lo g a4y .auaS ooliwl  Solu 4 &5)ls 0529 g sl
DS olaS e, 1) oyl send to decoder a5 LSl g o (59, p (30,5 SAS L o) 4wl e S
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burp intruder repeater window about

}

| options [ alerts |

 repeater | sequencer | decoder | comparer
‘ target I proxy I spider I

intruder

canner |

[ intercept | options | history |

request to http://www.packtpub.com:80 [83.166.169.228]

i forward ] ‘ | | intercept is on | I

| drop

action ]

((‘raw | params | headers | hex |
;GET 4 HITP/1l.1

| Host: www.packtpub.con
|User-Agent: Mozilla/5.0 (X11l; Ubuntu; Linux x§
| Gecko/20100101 Firefox/15.0.1

 Accept: text/html,application/xhtml4xml,applic
Accept-Language: en-us,en:;g=0.5
}Accept—Encod:Lng: gzip, deflate
?;Proxy—tonnection: keep-alive

(Cookie: _ utma=166691519.2051621779.1347932902

scar

sen{perform additional actions |
do an active scan

send to intruder

send to repeater

send to sequencer

send to comparer

send to decoder

request in browser

_ uTtmz=155631513.13455803755. 0. 6. utnucsr=google |

engagement tools [pro version o

i ganic |lutmctr=packt3%20publishing:’
| SE5593d7a233ed837d918b53457b988164e93=5unhc709e

change request method
change body encoding

copy URL

copy to file

paste from file

save item

don't intercept requests
do intercept

as you type

URL-encode

paste

[+ =]l=1I i

0 matches

Jloe! e aSl (oo | Hitp sla Cunlss )3 (poled 02 1050 ool ol (o0 Lo Burp (ST 5o el S5 (LS
4SS 59y 3 5 ST b adly pe el jglate oy .S Forward Sogs Ojgo 4 il )5 lawgs jgiws
il Gibgte cl> 5 (intercept is on) s diu (55l cibste b 23le Jleb slo clls o o, 4 intercept
9,8 dlym lals 1) ol Jloyl sl culss o coled STy wog (pl b .0usS zi g (intercept is off) lo iy
e ol sl (525 b a5 als esnly ol JS353 S0 4 385 o3l Lo &y Burp ST iz

Asle adgie 1) uils

.%}L.\.:.:.; 6@15.3 Burp Gu.flf options _J )" o)lo dg>g intercept server response Coundd 39 as 6‘ M; R
Eao50 pl bl oad (aBsie CMS ClgS o ST LSyl @Bgle |, g rm Frwl dile so Leds (Jle lexe @

Lo abox (pl 0 aSGaz ol oo dubo Jlown @S o) 0 ) ' 59953 e bl G pdy o peplyz> oo a5 WK

! Input Validation Vulnerabilities
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Fewl dplgzy hagd Lot uld b oS b3l 1) Slets sl canlgs jo olad (6l jg 0 el pivnd ieddle Logos
Al )8 o 5Ly pols 0 AT WuS pwyp g aSle dsie | Sl
9 B Canlgs )0yl algis tpgo plE
Canlgs o o] sla yal)l g o jom wlgime JS 0l oo Lads o LiBgie 095 a0 Hitp Cawlgs o G a5 oK
Wil ool S 40 I ez ol oS Jdod Burp STy (0 09290 5l 51 SO L
090 W‘Jujsmcbdsfbjus‘ ;.,J@)O ‘) <9 LSLQ Cw‘?)b Mo‘soo)b-‘LMAJo)m u..lRaw 1
s ool g el aae [l JB poren o Sledbl pl &l alsS saslic col e Kol S

Beddy i | ol Slgime pien Slidss gl p

jRaw ] Params T Headers | Hex

GET / HTTP/L.1
Host: shabgard.org |
User-Agent: Mozilla/5.0 (Windows NT €.1; rv:2€.0) Gecko/20100101
Firefox/26.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;¢=0.5

Accept-Encoding: gzip, deflate

Cookie: _utma=119178187.124€182135.1387385904. 1387814545, 1387842602.3;
__utmz=119178187.1387385904. 1. L. utmesr={direct) | utmeen= (direct) | utmemd= (none
)

Connection: keep-alive

sl elb) Wl 35 et )5 oals A1l la alil (g9, g oo il Lol 4y o)ty o) : Params 2
Sloy 4 ool aal 53 LLs S sasliv ool (goi Jso B S ol sl (o S5S (GET/POST
FOW [PUPSA UWPIPR VU, RN £ JP SR VRSUON I VPR YSVRR AT ST NSNS S I VE S PTG FESR L g
anlg> WO Burp Proxy «pl yogdle 0,5 aalegs 5liS e, |) URL |S095 & a0 4 Burp Proxy  picces

S a5 w2 | JSON e 5l sl oo ooliul sla B 5,8

Raw Par,amsTHeaders Hex

GET requestto/
| -
| Type | Name ’ Add
| Cookie __utma u
Cookie _ utmz Remove

i

Up

Down

J
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22 oo inlad i pe O jgo ay Jgoo SO o |y la poliae g Hitp sl o pb o,y opl: Headers 3

], Raw | Params | Headers | Hex

Name Ve | [ pdd
GET |

Host s.. | | Remove |
User-Agent M. | -

Accept te.. Up
Accept-Language 8. | —/
Accept-Encoding 0. [ Down |
Cookie i

Connection k.

Loy &y 0,2ty (ol 09l (0 0010 iulad JlapwolaSa &0 4y Hitp glo ainy Olgizms oyoxiy o) ;o i Hex 4
g}““‘)’ﬁ 9 odaliw JLWQW oolw )iu«)‘))ﬁ 5 5o ‘) 99y LE) ol J‘..w)‘ LELQ Caw‘?)d BV-N) < o)l>‘

[ Raw T Params T Headers T Hex ]

0 47 45 54 20 2f 20 48 54 54 50 2f 31 2e 31 0d O0a GET/HTTPA.1

1 48 6f 73 74 3a 20 73 68 61 62 67 61 72 64 2e 6f Hostshabgard.o
2 72 67 0d 0a 55 73 65 72 2d 41 67 65 6e 74 3a 20 rgUser-Agent

3 4d 6f 7a 69 6c 6c 61 2f 35 2e 30 20 28 57 69 6e Moxzilla/5.0 (Win

4 64 6f 77 73 20 4e 54 20 36 2 31 3b 20 72 76 3a dowsNTE.1;mv

5 32 36 2 30 29 20 47 B5 63 6b Bf 2f 32 30 31 30 26.0)Gecko/2010
6 30 31 30 31 20 46 69 72 65 66 6f 78 2f 32 36 2e 0101 Firefox/26.

7 30 0d 0a 41 63 63 65 70 74 3a 20 74 65 78 74 2f OAccept text/

8 68 74 6d 6c 2c 61 70 70 6c 69 63 61 74 69 6f 6Ge htmlapplication

9 2f 78 68 74 6d B6C 2b 78 6d 6¢c 2c B1 70 70 6c 69 xhtml+xml appli

a 63 61 74 69 6f 6e 2f 78 6d 6c 3b 71 3d 30 2e 39 cationxmlg=0.9
b 2c 2a 2f 2a 3b 71 3d 30 2 38 0d 0a 41 63 63 65 ,*/g=0.8Acce

c 70 74 2d 4c 61 6e 67 75 61 67 65 3a 20 65 6e 2d ptlanguage:en-
d 55 53 2c 65 6e 3b 71 3d 30 2 35 0d 0a 41 63 63 USen;g=05Acc

e 65 70 74 2d 45 6e 63 6f 64 69 Ge 67 3a 20 67 7a eptEncoding: gz
f 69 70 2c 20 64 65 66 6c 61 74 65 0d 0a 43 6f 6f ip, deflateCoo

10 b 69 65 3a 20 S5f 5 75 74 6d 61 3d 31 31 39 31 kie:__utma=1191
11 37 38 21 38 37 2 31 232 34 36 31 38 32 31 33 35 78187.1246182135
12 2e 31 33 38 37 33 38 35 39 30 34 2 31 33 38 37 .1387385904.1387
13 38 31 34 35 34 35 2e 31 33 338 37 38 34 32 36 30 814545138784260
14 32 2 33 3b 20 5 5 75 74 6d 7a 3d 31 (3139 31 23;_ utmz=1191
15 37 38 31 38 37 2e 31 33 38 37 33 38 35 39 30 34 78187.1387385004
16 2 31 2 31 2 75 74 6d 63 73 72 3d 28 64 69 72 .1.1.utmesr=(dir
17 65 63 74 29 7c 75 74 6d 63 63 Be 3d 28 64 69 72 ect)utmcen=(dir
18 65 63 74 29 7c 75 74 6d 63 6d 64 3d 28 6Ge 6f 6Ge ect)utmcmd=(non
19 65 29 0d 0a 43 6f 6e 6e 65 63 74 69 Bf Be 3a 20 e)Connection:

1a 6b 65 65 70 2d 61 6c 69 76 65 0d Da 0d 0a — — keep-alive

Syl Gl canlgs o coled a2s oo ojlal Lol 45 a5 510 0429 history pU L 500 i G ele ol den yyogdle

DS o g 4y 5o |y Burp ool pudaid ouSTy 55,k 5
LSA;LQ.’,’Buerroxy 0 in Vb Cond 10 (5 (pl (89, g 0,5 SIS 5l e asS SCIS history 5 (g9, o 1
Ol gizes Burp Suite (ol Caand [0 9 a0 oo Gioled 0ud Cened B SO o leds |y Jlf sla caslgs jo

soolsm o L8 Ul e jo lads 3T pioman ol vales yioled Lo Gl b ceslie 1) uly g casles 5o )]
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[1ntercent | History | options |

I Filter: Hiding CSS, image and general binary content I &
# 4| Host | Method | URL | Params | Modified | Stati
5 hitp://mail.google.com GET 7 = OJ 00
6 hitp://mail.google.com GET ’ (88] = 200
7 hitp://mail.google.com GET ’ = = 200
E] hitp://mail.google.com GET 7 = =] 200
=] hitp://mail.google.com GET 7 = = 200
10 [ hitp:#/mail.google.com | GET 1 - -l 200
11 hitp://shabgard.org GET ’ (88 (88
12 hitp://mail.google.com GET ’ = =
13 hitp://mail.google.com GET V: a a
14 hitp://mail.google.com GET ’ (88 O
15 hitp:#/mail.google.com GET 7 (om) (om) 1
- o = = A__J -

Request | Response

_[mraw | Params | Headers [ Hex

GET / HTTP/ 1.1l

Host: mail.google.com

User—Agent: Mozilla/5.0 (Windows NT &.1:
Firefox/26.0

Accept: text/html,application/xhtml+xml, application/xml;q=0.9, */*;q=0.8
Accept—Languags: en-US,en;q=0.5

Accept—Encoding: gzip, deflate

Cookis:

PREF=ID=88590663bbcd0&ESE: U=£74a4ec0c2038359b: LD=en: TM=1377420017:LM=137742062
3:GM=1:S=WzcYGYFQPISusheU:
NID=67=ngO4U—pI=E£GDSDN—UgAcgskKUGMTc)SNYS or ZCWNr = JMERN=SmAr zHr §3c—GSuD4E6SVERE
Tr_—o03ZGUGEAvSGoYuqiSKyUrbZakkIZLgiOECZ4AEEOXEXFx_nN7pOZrPnr4BkezyxBOuorbKro
S ihuNoBmFOBCZNJIgaEJW _N3ci—-PGNYim8dCOouIlWpZX4PSrMEfwalvbgSta:
SID=DQAAAMOAARAWIChMGEQPGISETZ-EUWVXGxyX1gBOOCcZ 44NINVhWCS zVygi HF HS AyF WnEHWXV
KFwV4lDWPMDXr I_vghbORIZFOKKvIxX iUWwmeN4PJwUFCcSMIbs_tllINCsSe7Nrckz_SpkculMwrw
UESZCcA7PVUINRXHbDBUaRlOPYyEKo4CzAdGWOI YLEPRSRI INSNzPXypEPLPWEHZr PSIYGKFBZS1TP11
AZS _vpMWNT LUSJPPEXSL7zd4ZABbvbceG: HSID=AZZyC3SR3 IVOLNHrO:

APISID=p— LlWh75W4RSiGOQx/ AJ1SH-AFSVRkkbkI

Connection: kesp-alive

rv:2€.0) Gecko/20100101

Burp Proxy Jawgi ol cidpio Hitp (glo foly g Cawlaz 0 iolas

alg> ol | Canlgs o T ool 00ld ks adeus burp proxy ;o 39> g history 435 il ool s |,

ol

ol b asS b sas ooy o o ) Gl cnlss o a6y 2 00,5 SIS JLss b okl e Lol aioren

DS dslie pa by o o ligize 500,85 5L 1) canlss 10 pais lojen auily o e S5

‘S GET request to http://mail.gocgle.com/

[=)[&]=]

©

l __e;m,est..l
_JR,aw | Params I Head|

GET / HTTP/1.1
Host: mail.google.
User—-Agent: Mozill
Firefox/Z€.0
Accept:

text/html, applicat
Accept-Language: e
Accept—-Encoding: o
Cookie:
PREF=1ID=885S0&&3bb
=1377420623:GM=1:S
NID=7=ng04U-pI=£G
S5uD4&63VERBTr_-0jZG
rPnr4BkezyxBOuorbK
Mfw4LvbgStyg
SID=DQAAAMOAAAAV]1C
AyFWnNEHWXVKFwV41DW

|4

GET request to http://shabgard.org/

Request |

_[ Raw T Params T Headers T Hex ]

GET / HTTP/1.1

Host: shabgard.org

User—Agent: Mozilla/5.0 (Windows NT &.1; rv:Z6.0) Ge
Accept: text/html,application/xhtml+xml, application/
Accept-Language: en-US,en;qg=0.5

Accept—-Encoding: gzip, deflate

Cookie: _ utma=118178187.124€182135.1387385904. 1387¢
_ utmz=119178187.1387385904.1.1l.utmcsr= (direct) | utmc
Connection: keep-alive

ol aS 55 aules cnalive S oSS o w0y cpl o Slgize 4 51 .030,5 5L history <5 4 0,Lgo

el 00l (6,105 0 Lo d0e SO L Caaws 40 Canlg 0 12 e . Cawl 00 S &l
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# Host | Method | URL

| Params | Modified | Status | Length | MIME type | Extension | Title 4| Comment |SSL |IP | Cookies | Time

} Listener port

5 hitp:#/mail.google.com GET !

[} 200 616 HTML

[J 173.19470.19 22:30:07 24...

.@o&b&;&t&uéu&)lﬂ)u@lﬁqucmlp)ojleﬁw)oléo%Cﬁl)ou,zw

sl 5l aiiis gl a5 ole Aol b b clsm o 51 S aes so |y Sl pl el 4 S5g o)

$ly |y S, S Highlight (sgiwe 5l 5 00,5 sl SIS b5 de asey (59, 5 435 jolate oy 0SS s

Asle asin ol
hitp:/imgitaaaataaa ~eT OJ O 2
hitp:llml hitp://mail.google.com/ (8] O 2C
Add to scope ) O 2
Spider from here IR T
2, Lh- Do an active scan UJ U 20
" htpilishl 1 5 passive scan o -
12 hupf” M3 Sendto Intruder Ctrl+l U U
13 hitp:/imi  gendto Repeater Ctrl+R =) U
14 hitp:iimg U U
Send to Sequencer
13 Dl Send to Comparer (request) D D
16 hitp/imd 5 % O O
— | Sendto Comparer (response)
Show response in browser
Request in browser >
Engagement tools [Pro version only] >
SET / HTTP/| Show new history window
Host: mail. Sda conmrinn
User—-Agent: 0 =clra /20100

Accept: tex
Accept-Lang
Accept—-Encoq
Cookie: PRE
NID=E7=ng04

SID=DQAAAMO
ZCcATPVuinRX
HSID=AZZ yC3]

Highlight
Delete item
Clear history
Copy URL
Copy links
Save item

mail.google.com

mail.googie.com
mail.google.com
mail.google.com
mail.google.com
mail.google.com

Proxy history help

mail.google.com

Zonnection:

keep-alive

mail.google.com

oimled YUy 0, G Filter 13l Jle (695 5 50,5 SAS 5l ey oS SCUS Filter (59, 0 YU Cod

408 s Jleel ool adgie sl w595 » Sl A ale oo Ll oy ol o ol dales oold

WS oaline 1) i ol )b SO Plas glys a5 Hitp slo canlgs o olod a0 (ST Jlie (lgie

b oS SIS pild o 5l 2,5 (59, 2 ol o~ - |y show only parameterised a5 S5 CendlS

o3 Jlasl lo Cenlss s 55, 5 Lo yibid

8080

5
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‘ Filter: Showing all items

w Filter by request type Filter by MIME type Filter by status code
@ (] show onlyin-scope items ) HTML ] Othertext [ 2xx [success)
[ Hide items without responses ) Script ) Images [ 3xx [redirection]
[ZJ show only parameterized requests ) xuL [ Flash [ 4xx [request error]

) css () Other binary [ 5 [server error]
Filter by search term [Pro only] Filter by file extension Filter by annotation Filter by listener

[J Show only: | asp,aspxjsp,php [[] show only commented items —_—

Port

[ Hide: i5.qifjpg,png,css |_J Show only highlighted items

Show all Hide all

filter 4538 5l 0gs aulgs jol8 oS = oslazw! Professional aswws Burp Suite ;I Lol 45 snli:_m (ol pode 6
sl Ole bla Zuly b clsm 10 (65, aos wojlal lad 4y (S9! - 0ugd 9o 0 4 o2 by search term
Dgd ools Liuled Leds s (29,5 50 cbls @illas as, o b ol ates 16 oS 6,105 1ls ol as,

D05 0g2g dol p ol S a3 5 4l F cpl dilawlse
<9 ‘_sl.b &“.A.u."?)é Ls)li?.ué P g0 Plf

Cawlgz 50 3510 5Ls p > (g o gl dali ol Sb 5151 sewd i dy Lo cens] ool 5SSyl il
@boled sl e Jle Gloie 4008 Jdod 1) Cg Cou (600,15 sl 95w 09 Sl (2555ely g 0310 i | Hitp sl
o 510,555 5 B0 a5 Gl mrpe Jlws EgD90 (| SQL Injection g ,me dloax> loa L SQL 35,5 6y coum!
G b sl g la (S5 Hitp sla ol alox 5l )5 oud )l sla (639,9 don ,3(desisS S5 Jlie e 4)
25 sl B cucdls jglate oy el ool jlws Burp Suite [0 g sl ConlgS 0 40,5 (5w bl b ogls
DS s |
Al oo Lot Jlie ylgie a4y .auaS @dgio | all anils el )l O J8las oS canlgs 0 G b o8 el o
.39, http://www.packtpub.com/books/allzkeys=ASP w01 -l 4
Iy cawlio Http Cawlgz 10 ol Lol cCond ol o .0ug 0 Intercept 5 4y 9 33,5 5L Burp Proxy 4y (ywew 2
(o Glgie 4 aS Gl walss (oo oS CusleS o slo a1 alas e wilys e Lol Raw oS 53
O Raw Cond )0 |y ol 0050,5 23 )ladie ASP L g 0uus 00,41 Url o a5 Keys yial )b jlode 9ilgs oo Lo

Seaas pll s JSh aly b el )l ol g CanBS jslate (pas dumay oS 5 SO 4 PHP & )
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| Foward || Drop | [ interceptison

_[ Raw TParams T Headers T Hex ]

GET /books/all?keys=PHP HTTP/l.1

Host: www.packtpub.com

User-Agent: Mozilla/5.0 (Windows NT 6.1;
Accept: text/html,application/xhtml+xml,
Accept-Language: en-US,en;qg=0.5
Accept-Encoding: gzip, deflate

Cookie: has js=1; _ upsell journey=A4i; 1
__utmz=1lgEE91519.1387920531.1. 1. utmecsr= (¢
PRUM EPISODES=s=1387921287134&r=http%34/,
ailablesZébook limit%3DZ0%2€s0ort%3D0%Z 6k

Connection: keep-alive

W)é d.:é)f)la ;)5JA4Q5A¢ASA_§1..15FOI‘W3.I'(1 AsSD 65));&.:0; JLo&‘ ‘) 095- u‘).u..u @Sjw 4
ol b ISl o sl aid )5 18 solaiul o550 b Asp el b (slow Php il )l aS oS cdmlive Wb

020,51y ol bl lade Ceen
2 50 ailg so She ol Jb b oS eolaiul L8 Hitp cewlgs 0 40,5 (Bse sl Raw Cood 5l Lo ax )31
2y pl slosluul b oy oo Lads params Coand )0 ¢ Jlio (lgie 45 .05 Jlas| Burp Proxy (sls cad 5l plas
DS ol was el il S
WSS SIS Add (59 g Sy Coownd 5l Params oy o 1
&y URL g5 5l Cond () j0 .08 Gl 1) (cookie by body (URL) el yiul )l g5 SO (gom pl5 jo0 2
g g0 00laiwl POST sla il )y (sl body g4 5l g GET sla yial)ly

A enter Sgy g dwS ol l) oS ol Ml?wdd%.\?;ﬂbl{' JmNUW 3

08yl sl (S terlex 85
30 S 90 S sl eolaiul Ly canloals >l blge slo oKiws gl aS asl pp SO puylo a5 1S jgai oy 13S0

bl Gl ly )5 85900 Bl 5loads Jlu )l user-agent yg,m g (V> Slinn 10 0udS (o0 (o) 995 i
il s ol g hlbse slp a5 0uds gile il mlio b T @ U 0)5 walss )y (ogaste (ooitly
s %1,| Brup Proxy lawgs 45 oS o |y match and replace  S5g dulyy oo Lol cdayl s ol Coss iS5 955ely

oS (G, hittp SS9,y user-agent 3o (ol s jglate @ |, Burp Proxy oy, li% Jb> 1o 4 .0gb

g g,y 4y 9, match and replace Ceond L 5 09, (s 4 Burp Proxy o ,oxi options <d ;o .1
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‘2| Match and Replace

G These seltings are used to automatically replace parts of requests and responses passing through the Proxy.

| Ada | | Enabled | Type | Match | Replace
—————— | L:J Request header AUser-Agent*$ User-Agent: Mozilla/4.0 ...
Edit | ()] Request header Mf-Modified-Since.*$
~ \ 73] Request header Af-None-Match.*$
[mj | ()] Request header “Referer.*$ =
T | ] Response header “*Set-Cookie.*$
| pbown ||

o5l Loy 4y a5 0l gz 5L (gl o,y Add 4eSs (59, p (40,5 SIS L amatch and replace Coownd j0 s 2
o o aS bl oS sl eads b lhw rule S (e kb 50 5 05iS (Sge SG 5l eoliiul L aas
oLl 1) request header iy 55 5.3L (s90 31 b 4 Slowl Hitp Cawles 1o b pdy aodai b i S punles
o5

59y |y Match) ey a8 ol cpl .asS o)lg |, AUser-Agent*$ ojls o ald ol jo am g5 0 3
aly 5l aes oo o3l Lol 4y Burp Proxy I3l match and replace  S5g 008 oo Lioles HTTP Cawlgs ;o
sl & le b ST .0u8 oolaiul (complex regular expressions) eduzrn phaie sbd O,le pizmen 5 oolu slo
axJlas QT 3,90 43 9 &g, http://www.regular-expressions.info/quickstart.html uu)a] Ol s s Ll e
S

Mozilla/5.0 (iPhone; U; CPU like Mac OS X; en) AppleWebKit/4h20+ 3uS 8)lg 1, oye (pl pgo o ol o 4
Ja 1, ] snles s &5 D8 user-agent ,» L, (KHTML, like Gecko) Version/3.0 Mobile/1C25 Safari/419.3
Dyl 3 lade . Mozila/5.0 b Jlo,l sla atwy  ooles User-agent ol yu 84 oo el a5 ol oS

Sgs a3lal Cancd 4 oz cuied Buudai a5 WS SUS OK (69, 5LL ;o 5

@ Match and Replace

@ These seitings are used to automatically replace paits of requests and responses passing through the Proxy.

L Add J Enabled | Type | Match | Replace
_— (B Request header ‘User-Agent.*$ User-Agent: Mozilla/4.0 ...
l Edit (@) Request header Mf-Modified-Since *$
- - O Request header Mf-None-Match *$
LMJ ] Request header "Referer*$ "
T (3] Response header “Set-Cookie*$
) Request header "User-Agent*$ Mozilla/5.0 (iPhone; U; ...
[ Down |

aS 5,5 wunlys ovalice il ;o .0y, Burp Proxy |5l Raw Coond a1 g aujle ciBgis |, Cnlgs 0 SO Jl> 6
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jRaw I Params I Headers I Hex ]

GET / HTTP/L.1

Host: cloob.com

Nozilla/5.0 (iPhone; U; CPU like Mac 05 X; en) AppleWebKit/4h20+ (KHTHL,
like Gecko) Version/3.0 Mobile/lC25 Safari/419.3

Accept: text/html,application/xhtml+xml,application/xwl;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Cookie: utma=20476102¢.19986€9055.1386325565. 1386325565, 1386325565, 1;
__utmz=20476103£.1386335565.1.l.utmcsr=idirect||utmccn=idirectn|utmcmd=inone
J; __auc=Bdaf7422142c7719ea7e4e5919d

Connection: keep-alive

b gl o35 !
S ol 0l oo a5 Cowl Himl slo 7wl )S095 30,5 #dlol Burp Proxy ;o 8490 LIl slo S5y 5l 508 (S
Oygo 4 a8 0y dules ol Lo Shug ol 5l ool b asS Jlad ¢ (g9, Burp Proxy (4,0 Options Ceoud

eps et | HTMEL o0 il s gle el ooled cdB Ly 0uiS i 1) ey Sl lsls gla 057 S5

WSS Jld 1y (Sh ol 0blg o0 G55 0uS oy 2 Jee yo IS

%9, Responses Modification _yw g Options Ceawd 45 « Burp Proxy ,o .1

unhide 4535 :i20 o plal |, cols Gldee Ll 5l plaS 2 a8 0)ls 5425 Cand ol j0 4T pois 2
soloi enable disabled form fields 40y ;5 w2 oo yiwled |, Html LJB a5 sloalé hidden form fields
a2 s ojl>l remove input field length limits 4535 (S oo <ol 1) axmin (o o> sla LB a4 o (59459
remove 4535 (S 3,1y Himl axas cie gle ald 5,0 4 1) o lsbin] o 51 58,5 o3l b ole anss
sl CJB g, con Sulgl> sl coiS” J 2uST seled Burp Proxy 89 oo <> g JavaScript form validation
WS oo B> ) lgl> sl oy Sl sled JolS” & g0 45 remove all JavaScript iy 35 i8S Bd> |, HTML
2,5 walgs Bd> |y Html Olaius (5,0 alags sla & remove object tags g

aeay plxil ) lles I Burp asl p 5843 & g0 4 B oS Gl 1) obogs s oe an;s 3

1 Responses Modification
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@ Response Modification
@ These seltings are used to perform automatic modification of responses.

(] Unhide hidden form fields

(] Enable disabled form fields

[ ] Remove inputfield length limits
[j Remove JavaScript form validation
[ ] Remove all JavaScript

[ ] Remove <object= tags

(] Convert HTTPS links to HTTP

(] Remove secure flag from cookies

o sliel e Bas g St (69,5 deli LT a8 ay g axgie o3l (o 0B 1) Lt caiy 35 ol 51 0,5 eolal
Lo JavaScript aslgs 5o,k 5l asl uf (60 0,15 sl Aoy 5l B (U Glaie a5 b wiS o colaiul g o
0aisS PNl Sho b sl 4 auly oo Ll Ll cpl jo caisS oo oolain] CaudS o (i jlel 5l Lagd
9 3 pekinss Oj90 4 1) (2w Liel remove JavaScript form validation 435 40,5 il ¢ by s o (S04

ey pll 995 )5 59 50
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sl |) LQJT &b Lol a5 Brup Suite (o L;}w Cd

Aules oo deliyp ol loolaiwl b aS ol aales axgie 895 (Lo S Burp Suite 1 oolaiwl 4y 4,0 Lol a5 Sl

Al ools U’L”J Aiedgus g @1) sl g;fﬂ ol S el 4 Celd R PLRw-xe ‘al.?dl P sla I
Site Map 4.,..3‘; )‘| oolazwl EJ3| ‘5?}3.3

Sl FUyE ol 05 (0,5 835 055 se Djge g Lo gle sl p Cuiel b1 0 a5 ola 5 el (S
9 00; 390 |) <9 Sy Ml.:).: “;\)Lu) L ..\.»..:‘93 < l.o.w Burp Suite )‘ o.)LQ...w‘ Ls C,«.m‘ UT (’:sl.uo )‘ uk%‘ 6)5—‘ fond
Solo 09 05055950 oo 5o (Jl Rl b ey planil Cole 09 (6595 2 Jgeme Djpe 4 dalsS (0 &5 5 52
9 > oolo GoLo..: 9 é; Mb} Ja.ua 9 @Qo) ‘) Html 6[@ GM)L’ 9 > C«w‘?)d Ao Burp Suite d.AlJ)J Loy Ja.wy

oy walgz> isled 595 Site Map 5l oolazw! b |, cleMbl

E Burp Suite Free Edition v1.5

{EF=1) | e >
Burp Intruder Repeater Window Help
Intruder | Repeater |  Sequencer Decoder | Comparer | Options | Alerts
Target Proxy Spider Scanner

J Site map | Scope
Filter: 2

hitp://iwww.shabgard.org = | s | Method | URL
- 3 RAp/iWwWww.shabgard.... GET T7Teed=rss2 F
[ forums http:/iwww.shabgard... GET /2m=201112
v [ forums hitp://iwww.shabgard.... GET 1?m=201206
9 7 hitp:/imww.shabgard.... GET /?m=201209
) archive hitp:/iwww.shabgard.... GET ?m=201210
> & attachment.php hitp:/ivww.shabgard.... GET /2m=201211
3 calendar.php hitp:/iwww.shabgard... GET 1?m=201212
» [0 clientscript hitp:/iwww.shabgard.... GET 2p=11
> &% external php hitp:/iwww.shabgard... GET /?p=24
» &8 fag.php T TP D =T oo ¥
[ forum.php <( : e

» & forumdisplay.php fa

[ index.php

» 3 login.php

» &3 member.php

» @3 misc.php

» 3 newreply.php
[ online.php

» €& prinithread.php
[ private.php

» 32 profile.php

» €3 register.php

_[ Reques_tT Response ] o

[ raw | Params | Headers | Hex

GET / HTTP/1l.1 A
Host: www.shabgard.org
Mozilla/5.0 (iPhone; U;
Mac OS X; en) AppleWebKit/4hZ0+
(KHTML, like Gecko) Version/3.0
Mobile/1C25 Safari/419.3

Accept:

text/html, application/xhtml+xml, appl

CPU 1like

ication/xml;c=0.9, */*;gq=0.8
Accept—-Language: en—-US,en;qg=0.5

B e A A e e S

» 3 search.php
» 5 showthread.php
> i b

v

1 e

Type a search

0 matches

A2 oo iuled oiile il CIB G po 1) Gas slo gl g Sl bla  coles Burp asl p 0 942> g0 Target o5
6925 4eli p lie (olod (50,5 5950 a8 S oo Jor ol Als oaimd iuled plgie 4 Jgere b 4 02ty
J.:.L‘ZJ ‘) )‘)3‘ |a).a a Ao C}.la.w C€ i o JBO < o}L?‘ Lo 4 Burp Mla).’ Site Map 9 Sl P )L.w.: -7 Sl
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ol alie soled Fols a5 08 Ll 1, Glsss Bam Cgles g ool wuilss oo Lot Site Map 5 ) L |

)‘ 9 Qj.m )S)M Abs.:).a c)Luo &9y » lass Burp );)lf AV-N) <° o)L‘>| aS el o g;)'lﬁ u_i.» u.s‘ QA-Q-AS oo lie ‘)
S35 pol 5 on 1y IS o 9555 oot 33 35 53l iy 5o ol b s 4550

oo sl jo 0 bl T aels pb (55, p 59,5 SIS L, 093 Bua Site Map 5 Target Cond )

. shabgard.org w802

Jais scope iy Ldas U asS oLkl |y Add item to scope s § 3iS Cewly, SUS 095 Bur (59,

3 byl 3l send Gl 4 b aisls den 5 el  JI Burp asli s Scope 435 ¢ (0,8 i Sl j0 040

g oo aud S LA

435 9,5 bl g Site Map 5 ;0 9> ge Filter 4035 (59, 1 59,5 S5 L alys oo Lo 0l 3 ogdle

a5l e 0S8 e il 0 4y bgy o aslis filter by request type o 3l only in-scope items

oy mlin g Olgize oy jo hadd 5 ol oy 25w b Col 0y ;50 mlie S Ol 1) a8 oyl

e Al Lads el anels 4y late a8 was ialed |, ol Las b Site Map cules 4o (b ol b

QS w2 SCOPE S5 (yg,0 include in scope Jgu> 50,5 o, p by Sledas plagiles oo el

Site map | Scope

w Target Scope

or exclude URL paths.

nelude in scope
nciuge in sc =

cp

Define the in-scope targets for your current work. This configuration affects the behavior of tools throughout
regex strings. The easiest way to configure scope is to browse to your target and use the context menus in

[a

i\

Paste URL

[ Add J ] Enabled | Protocol | Host/IP range |Poit | File
— ] HTTP “wwwi.shabgard\.org$ 230$
Edit

Remove

Paste URL )
[ Add j 1 Enabled \ Protocol ‘ Host/IP range \ Port | File

: =l ] Any logout

&J ™ Any logoff
—— (4] Any exit
- signout

[

v

C 5@ CS pm sphao

Burp Suite noCp CSainl,

1
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Lo ST Jlo ylsie 4 0wy s |y Scope ;o 95390 slo pin] 353 wd Gygo a4 Sl oo Led py8 cpl o

Sepdy plosl 1) ISl 5 0 ol 00,91 sla a5 0,8 JLso b auslgs 0 S aslsl Scope 4y (suyus anels wualey

3L g 3l ogd oo 5L AT (Gaz 0y )0 e OiS SCUSTAdd (g3, include in scope Caand (o lasl

S OBl 1 a8 e ool 1 51 L G oS S50 il oo 55

asein |y e aikls 55 g asels alils aS regular expression (jlos b plate & jle G gl s ald j0 o 2

59 oLLs (Awww\.shabgard\.org$ : a.uS o )ls 1) Bas S0 oy aly oo Jlie olaie 40) .auS o )lg 1) 5l

W50 0929 iy y0 a5 Cend sedaie slo O jle ad Ly Burp o 0ol solaiul plaie sl &Ojle o]

) Sl o s | aewlin ol )0 o,leds a5 WS 0 )lg 1) plate Oyle SO dawg o ald o e 3

(https (g, 74438 g http JSTg,s (sl 2808 wuS eolaiwl (6ol ol 5l ailes oo Jle olgie

AT pgw (s a8 0 gle aligy g o LB gl plaie Ole G 6 LS Dgo 4wl so imen 4
SISy 1 0ld ol 038 ol 1y g o 53,1, a0l JS aulss o Lo 51 Jlo cal bl

g Jlagl g 5,y include in scope Jgaz 4 45055 &0 4 b oS SIS Add 4SS (g5, p cColgs 0 5

E  Edit URL to include in scope L 22

N\

@

Specify a regular expression to match each URL component, or leave blank to
match any item. An IP range can be specified instead of a hostname.

Host or IP range: “www\.shabgard\.org$

Paste URL [ OK H Cancel J

| HTTP v

80%

4

Al i a5 wyle asein |, ol exclude from scope Jgux jl eolaiwl b oilys oo diline &0 4y (imen

by 0dguze 5l )5 (Shl bl 5l obow Cand 4 (05 sl 6l Lol &4 Sy (nl Sigd (o) sl Lanogs

sla aoSs plys pad gl 51 005 xS sl )0 g (oo (S nl Geizmes e (oo Led 4] g Zod 6308

S5 adly dohe e sls Slilas S0 b same el
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S92 00y SlS sl ) b adlys o Lo (o yial)b b SLL bla) el 5 aels jo 5l Site Map Cond )0 (e

oy ool L ly wiilys e (55, 52 |y ools Slilas Sy a ;T o o] o a8 oS b e (sste G LSl

8

[ & hitpziwww.shabgard.org/

Remove from scope

Spider this branch
Actively scan this branch
Passively
Send to Intruder

Send to Repeater

Send to Sequencer

Send to Comparer (request)
Send to Comparer (response)
Show response in browser
Requestin browser

scan this branch

Engagement tools [Pro version only]
Compare site maps

Expand branch

Expand requested items

Delete item

Copy URLSs in this branch

Copy links in this branch

Save selected items

Site map help

Ctri+l
CtrI+R

2005 ST L snlys (oo a5y dal ) 6099 ks 9 CumlgS 0 5 Loy 4 200 (o0 0jll Led 4 03l

il oalds oyl 3 0 b A 38 ol asS o)l Burp Suite )0 0S¢0 sla Il 4 1 0 09240 b 435 (59,

il o )5 a1y asl s yaslewl 4y 55 ) : Spider this branch .1

ol adh.as 5T Burp Scanner b jS095 g o 435 ol ¢ Actively/Passively scan this branch 2

(3,10 0925 dali ol (gl 48 > a5 Ladd an S

WS o Ll eals o jlaw ales> G 43S (] Send to intruder 3

A8 oo Jlo)l o2 e Sty 5 00,5 Pl 1) canlgs 0 G Il ] : Send to repeater 4

WS oo Julo 1) Aol oo o Giew sl ools Sl T Send to sequencer 5

S oo awlio pa Ly Al g 1S5 oz 15l ] : Send to comparer (request/response) .6

sl by g b Cunlgs o v oojlal i seie opl podle iales g i sl aslsl o YU sle colele
Olye ) Cadls (e Do Jlod g i (b 50 55900 JB8) (wyn )0 Sy cnl S 0y 5L | Himl
el 1) 515 50 oo 00,51 sl a5 CeucdlS jalaie oy .l dubo lows (.. g Cross-Site Scripting, UI redressing « JUe

e
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DS Sl 4ol Map Candd 1 1) Canlez 10 SO

oS bl | request in browser a5 g 08,5 ol SIS 1 59, 2

<Ll 1 (original session) 4y 55 L (current browser session) )3 )90 (5, awd> 4035 L oy o5 0 s 3
ST adhass solatwl casl ouls 0 053 35250 Cawlygs )0 j0 a4 aud> S'e5 5l o5l oo 0B ) Burp a5 oS
(sl >l LB

ols s lis | (hitp://burp/repeat/1 wiile) (s3lxe URL G g ol daled 53U oyoniy G a5 0 4

ey B CHIHV sl 0dS 0,28 L1 Url o1 55950 )0 g 5

8 S5ke and )5 1950 09 Sl y3 B o Lid | Bnter 2165 5 6
Burp Spider b Colw 09 S 30 35 ‘pgs ;31’.9

Cawds 1y o1 8T g les plie ol g (Crawling)as 50 Cols ©g S5 40 aad o o;l>! Lo 4y Burp Spider 3|

WS e oolatul Al S las b yo sl S 5 sle o) 5l 1l Sy

O w...’a...a ‘QYBMJQ 4:>)f .Zow! Burp )|}g‘ o Option <J )’l oolawl b Sider O‘))S W"’a"' A.uo)l.u ‘alf Q.:J9|
Slewlass suplyse bad Conl San 3,10 (S 50 Lol atied S5 Cgs ams SO 000,91 Cawds g1y Il 095 (5,8

WS g5k saseds 1) Spider
OSGla, STas 458 ol .l s maximum link depth aib Lo Cosl (S « 5,5 sl ol g gl 1

b s Sole 4 Wlgy g0 43T cplaes o Goled |y aie Gl o

[ZJ Crawler Settings
@J These seftings control the way the Spider crawls for basic web content.

(V) Check robots it

@ Detect custom "not found” responses

(V) tgnore links to non-text content

[ZI Requestthe root of all directories

(/) Make a non-parameterised request to each dynamic page

Maximum link depth: 5

Maximum parameterised requests per URL: |50

e o olass algse Lad Conl (Ko g0t (codiwns milio b ppdy | o e Al 0 fpimen 2

Ceownd (39,5 Number of Thread ) 09250 33 50,5 (25e b aulyy oo jokain (poy .y s 1) Jlo )
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oo adad &y 40 e gla (I slues ailes e leds opiomen S Sse | o 545 slass Spider Engine

ey al3dl 1y Gialesl e 5l L8 CaBg e 5 4

w Spider Engine

&J These seltings control the engine used for making HTTP requests when spidering.

Number of threads: 10
Number of retries on network failure: 3
Pause before retry (milliseconds): 2000

[_] Throttle belween requests (milliseconds): | 500

Add random variations to throitle

@ 4ol 4 0955 Coowd j0 1) (60,05 slo ol g jaue o aolS [ISo95 Burp Spider auale> oo Lol ST 3

23S olg Application login Cuand (3 1) (655,85 pb g jeue adS 0yl 0. 0iS 8 )lg 05> & g0

L’?J Application Login
M These seitings control how the Spider submits login forms.

(U Dont submitlogin forms
(_) Prompt for guidance
(U Handle as ordinary forms

(® Automatically submitthese credentials:

Username: | C3phalexin|

Password: ****

£330 53,5 3lg sl Il lawgs polie oyl sl T 4 (80,1080 5 b iy ya5 Burp Spider LJl> sl F5g 5l (SO
S99y 4 gy g Cov s 0,8 L Spider Cowl Ko ol g aolio o s b o 0ed oo coliw] Himl slo
oS 5 1y ol ald Sy b ol o 8 S )OS, e ol & 2Bl oad (s prine pline (slyina by 45
Burp Spider jskaie cpay bl e ool Cod el G g ol ald 05T Slelis 4 ol wub spider «dl> ol yo

DS iy ye5 o ald le pl b ol Gl (gl plaie O)le S ams o ojlrl el o

S SIS forms (g9, ,» Options (ggie 3l Burp Spider ,o .1
automatically submit using 45 ;5 jelaie pay iS00 l0ie | sla 6,3 Burp Spider ulss oo 0S8 2

. 35 olss| the following rules to assign parameter values

CsHl Cj/gmf)/go : Burp Suite ol CStumly 36



ooliiul la ol 10,5 1 (slys Ll 5l ael 4S5 polie g b pb ol sl Cond jo ouls ools ol Jga 3

S g 9 Bl WS a8lol Cusgzge o] o auily e e o Il 500 aile Ll sal 00,41 WS

435 o b e 3l Ay oo Lo el ol adriie PacktUserID (suulS aolS lawgs aS'ID S (0,5

DS bl | regex

d.nla).: Ja.sz 9 Sl Gu)LM J9) 6‘)) ral.s .A.Ld w‘ .AJ .))‘3 Jﬁ‘ LSH'A J.l.d &9y PacktUserID B 4

o o aS oS o)lg |y (g lade sl e (pl o 0 o)lg 1) el il (sl celive lads flield value Cod jo 5

S gy amass bl 4 el

ouls bl sy 4y b checkbox  soled aS 0iS Jol> liabl g 0uS” SCIST Add 4eS> (59, 52 0LL o 6

@ Form Submission

M These settings control whether and how the Spider submits HTML forms.

Individuate forms by: [Action URL, method and fields

() Dont submit forms

() Prompt for guidance

® Automatically submit using the following rules to assign text field values:

s

Add J Enabled | Matchtype | Field name | Field value |
3 = W] Regex sfafe WI ‘ A
Edit ¥ Regex zip 36310
™ Regex post SW1A 1AA
Remove M  Regex area 555
M  Regex phone 555-555-0199
LU @  Regex tel 556-555-0199
" M  Regex ssn 123 456789
LDoiJ LM Rensy  snrial 192 45 A789 X

@ Set unmatched fields to: | 555-555-0199@example.com

@ lterate all values of submit fields - max submissions perform: ' 10

Burp Spider ,o lo p,5 15055 Cod (siy Sy

] 00 00)91 L) as SRy asles Ll

3O e (§gin eomd I o | Burp Spider 5l ailes co Lok Lol o Jlad oolel Burp Spider |3l sakaii ol o

&) Burp Spider ,|3| control . ,s Spider running 45 ;5 checkbox S5 035 b awles oo o 5 0sS Jlad Burp Target

IVELINY | PY-R )
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|, Spider this host 4335 5 05,5 Cewl, SIS Baw & (59, p Site Map Tree (ggin 3l 45 Conl (ol ooy olpriy
WS o 00l bl Cole g milie jo 0> 4 £9,8 (Sole 4 Burp Spider a5yl Qb 1 e asS oLl
o oslaiul target 5 scope ;o oul (i pxi sl 4y 33 5| Burp Spider « 5,8 i Sl o sl (SO LS oren

led sed oliiwl gL ,3 sla aisls 51z )l mlio a4y Il cpl calS oo uandd (L3, e a5 AS

5o oo ools isled Gledlbl 0,5 snalice L 1) 5l dyinn aley go Loy Burp Spider o control .5l yioren
4 ol olasy g Spider lawgs ool Jluw I Http (sl cwlss 1o S slawi Oldja Caand (pl 0uS o)y Coond (4

o5 oo Jold 1) ond s 5 15

L_’;J Spider Status

Use these seltings to monitor and control Burp Spider. To begin spidering,
browse to the target application, then right-click one or more nodes in the
target site map, and choose "Spider this host/ branch”.

[Spideris-runhing_] | Clear queues |

Requests made: 427

Bytes transferred: 4,043,615
Requests queued: 0

Forms queued: 0

oy e wled S Dhgo 4 alen a5 Cl o LS E9o90 ol Burp Spider you 5> gile s> 5 ogdle
255 65l ez aslin Glas €955 51 B |y sl T e @lie (olod 5 03,5 p950 | b

Burp Siug b 5095 Slog SO plxil tpgm (S5

B,10 0925 deli ol (gl A8 > a0 a5 Cewl Oy St glo Aol g by Kin gy G Burp Scanner b Burp Ko
slolis |y ml) cxsel b s 5 00,5 ing ) by Cole g ol JBoss O g0 4 aps o ojlal Lol 4y I3l oyl
Jle olsie 4y) missing cookie flags XML Injection «Cross-Site Scripting SQL Injection siile glo cans o8 5l ouS
Ol S g 1) 083 Bus aslipy cll> g 0wl we ojlal Lot 4y I3l cpl ioren 0 8 g (Secure g HitpOnly

Al o o p5T 53 50 by, 90
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DS o0 Do Suel Gl Grs olulls
6o b g la cuslys )0 51 Burp Kiags o b, ol 5l oolil L ¢ (Passive Scanning) paiiue jué (5, 5bug Y
Bl & g0 a4y ot g i by, ol 50 S e eolatul il sla cans olulid (gly 0o 0,053

o JU g 45l 9 005 (o0 Djp0

Sl G 3l Burp Scanner by, (nl )0 45 CiS Ol (o0 p9 9y 5o Geizre 1Ol (§)lutS e oty g
) o odiy gz el ;S5 BB A5 ol o ol b i e solitl el (sls cind hiS (gl oSl
b Jl ol b wos 4l,) L 45 JolS ledlol il cod oy oy 1) ol @ g o5 (g 0lias] Free s
Sl S b Gealad Jbg, wiilo (g, cnl 035 (o0 ;S8 pl oilem (g, cnl g Il cnl 9 50 50 a5 (Slaiis

S (0 Jos

MR S s R S0 |) /http://google-gruyere.appspot.com Culw g M]y < Sl ol sl §f9 g &l
Parisa pgil> Code Lab ! C‘,L: 3851 (S el 88 HLLS LS eolal d)b’l Sygo 4y g SO G....m‘ sl

.Cwd Tabriz

ACERS, A

|/

Web Application Exploits - x [ Miled Kahsari x Y 59 Milad (Cphalexin 0x) or X C

€« C' [} google-gruyere.appspot.com

GOUSIC COde Google Code University

( \ Web Application Exploits and Defenses

A Codelab by Bruce Leban, Mugdha Bendre, and Parisa Tabriz

Want to beat the hackers at their own game?

« Learn how hackers find security vulnerabilities!
+ Learn how hackers exploit web applications!
+ Learn how to stop them!

This codelab shows how web application vulnerabilities can be exploited and how to defend against these attacks. The best way to learn things is by doing,
penetration testing, actually exploiting a real application. Specifically, you'll learn the following:

« How an application can be attacked using common web security vulnerabilities, like cross-site scripting vulnerabilities (XSS) and cross-site request forg
« How to find, fix, and avoid these common vulnerabilities and other bugs that have a security impact, such as denial-of-service, information disclosure, «

To get the most out of this lab, you should have some familiarity with how a web application works (e.g., general knowledge of HTML, templates, cookies, Al

1 pattern
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S S Agree & Start (54, g A9, http://google-gruyere.appspot.com/start S 45 pg0 o5 j0 2

CAS bl 60,5 Clus G g 00,5 S Sign Up 435 (59, 0 pow p5 0 3

s 3,19 Sign In (69, 1 59,5 ST L sl 00,5 oloul a5 (6 0,5 Clus lasin b sz o5 0 e 4
b lad 5550 5l Bigie |y (Lol slo cenlys jo galad a7 0iS (g, Sy | Burp calax] (ol )0 1au9l

a1 g U5 4

‘",,.vy‘(‘y “hd

‘ . .
| 'V Web Applicat. x Y [d Milad Kahsari % | 8 Milad (C3phal % 1 & Google Trans X J & Gruyere: Hom x [T Eran Feigenbe x

<« C' [ google-gruyere.appspot.com/95

jinZuid=c3phalex1n&pw="fuck53love Il =

Home | My Snippets | New Snippet | Upload c3phalex1n <c3phalex1n> | Profile | Sign out

Gruyere: Home

Refresh

Most recent snippets:

Cheddar Gruyere is the cheesiest application on the web.
Mac All snippets Homepage

Brie Brie is the queen of the cheeses!!!
All snippets Homepage

sy b (olod J5355 0 4 0 (e ype |y Cale g Lad 45 ol WIS (e Burp Siugy ccanl S8 LB
Passive L Actively Scan 435 (55, , (39,5 SIS L Site map Coond 1 ailyd oo (pmizmod S o |, Bun Colw
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aS Sl oul (600,50 (8l 456K Burp \Kingy il oo Jlad £ Active Scanning aSwelSin (5,8 Gl <> o
<l | Live Scanning ai; 35 Burp 4ol Scanner <5 ;0 «Jl> cul b .auS™ o g, Passive o, L |y Lo aisls golos
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ool g gy (nl ooy Sl 4y ey 18 gy 0550 095

burp intruder repeater window help

repeater | sequencer | decoder | comparer | options | alerts
target | proxy | spider | scanner [ intruder

[ site map | scope

Filter:

|

¢ http://google-gruyere.appspot.com method |
¢ 535027 GET /502327327250
] / ] http://google-gruyere. appspot.com/502327322500 »0
] remove item from scope 2%
S)li|  spider this branch i
o~ @I actively scan this branch kS
:l N passively scan this branch 50
8 s  engagement tools p o0
] 4 expand branch ;%
exnand reaiiestad items

Ules Active scanning wizard s b &0 o 2y G Burp Suite (oS okl | active scan i g el sl L 31

ol o T8 can S 6lp eol s 5l G aS ols salgs
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ok (55, » camlio Gl piul (0,5 Gl 51 e Jb () b oS samlice 0l o oo |y Candd [0 35240
S lel g anl,d b oS SIS

T ) y '
B @ Active scanning wizard

Confirm items to scan =
Review the tems you have selected for scanning. Double-click items to view full details, You can remove
individual tems which you do not wish to scan, or go back to modiy your general fiters,
" host  |method URL [paramscoohﬂs status| length |MIME ty. [
http:fgoogle-gru... GET /502327322500 login 0 2 200 013 ML | s
http:fiqoogle-gru... GET  /502327322500/0qn?uid=lucakk ,z 200 ./89_3 WML [ ]2
http 1900glegry iGET 1502327322500/ ‘0 2 200 (3827 WML | [
[http:!,‘googf&gm . [GET ;50237:J2?SOC;sn|ppe:s.grl 0 2 200 2999 [HTML fof
http:/fqoogle-qru.., (GET  |/502327322500/snippets,atizuid.. [1 21200 3779 (HTML lof | |-
hitp:/igoogle-gru... GET  /502327322500/newsnippetatl 0 2 200 3141 HTML Jof
http:/fqoogie-gru.., |GET  /502327322500/upload.qt !0 2200 12995 MTML ot
htp:googleqru.. GET 50232732250 /edtprofleqtl 0 2 200 3988 WTML g
htp:/igoogle-gru... (GET JS02327322500mewsnippet2. 10 2 102 2095 [HTML
fitp: ”"cogiegru IGET 502327322500 /upload? o 2 200 la37 w1
htte:/(aooale-an... POST._ 1502327322500 upload? R 200 12626 IHIML I 1Y)
" I 4
(32808 ’ remaye l rayart
-
hi
e
back | ok

Burp Scanner [pl pdiuo (5505 S4l14

o i Sl ol bcwl (B o i plxl gl aslipn (o8 Liw Sledas (o King b > ooy o
4 Burp Scanner |5l ;0 jshate oy duled oo cddS un Sy 095 a5 v Clenas L 1) (6, K gy Olles anlys>
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Gk 3l oo Jlu)l Getigla yial)l solas 0,5 (6 s (gl 4038 ol : URL parameter values
2,5 oo )8 eolaiul 5)50 http JSTg,,

Gk lead Jloyl Postsla yial b oled 40,5 (6, Cws (sl as35 ol : Body parameter values
DS oo )l,8 colaiul oyg0 http ST,

69,9 s aladi loie 4 b Token olod 23,5 b o (gl 438 pl : Cookie parameter values
g oo oolaiul

$99,9 i laic 4y GET/POST sl ol )l slod (48,5 Jlas o (gl aiy35 (] : Parameter name
g oo oolaiul

sl jon alax 3l oads cnlgs o sl jae eled (0,5 6, (gl 43S cpl 5l s HTTP headers
g oo oolaiwl b slaw g o laslisl

S5, Burp Scanner 4.l ,; Adobe Flex | oolaiwl b s asli,y 1) &Jl> o : AMF string parameters
Lol sl as, slo el coles 59,5 (6, ws o Sal § 00,5 45325 |, Action Message Format 5yl
IS (so ol

Burp 4l REST layl, b ool (g5lw ooly (60,,5 slo asliy <> ,o : REST-style URL parameters
0 &S |y 05l o ooliiul ba legS T 5 o Sldes olulids g1y Ygore a5 URL 3l i Scanner
a8

5l ey

S0 delyr o aS 1) Ll 5l plaS s 0l o witd cols ciial gla cans gl atws ooy s ST pioren
Olsie 408 Jld e b Jled yLisles Checkbox (o S5 L Passive Scanning Areas g Active Scanning Area Ceowd

S (65l dige LDAP Injection oyl Jlad e L) (logs jog

ol LIl lawgs ol eolaiwl (sla o5 wes oo o3l Lol 4 Burp Scanner )3 35240 Options <5 ¢ yaizred
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s5esile scan quene <5l eolatwl b1y o anld oly o ]y 4 S Ll 1) (bogs iag Lad a5 ol5in

b oo cnl eizren 035 (oo A1) 28 oy Jl )3 g 00 JelS sla cunlss )0 agy Sledbl Jgao cpl oS
(Joaz ol 50 e 0S8 o Al Ban 1 LS Ob5 T SO SLL adais e gl oad i sle cans sl ol
2435 B Jguzr 5| Delete items i35 DLl 5 Wil g9, 2 00,5 Conly ST L 1) 05250 sl o] il oo Lo
Pause (slo 43S Sl 5 Jazr Loz (555 52 0955 Soly S L) sy wnld wils oo Led cnl  odle

Aupd dalol b axzL Calgie Resume Scannner b Scanner

burp Intruder repeater window help

“Intruder | repeater | sequencer | decoder ’ comparer | options  alerts
target : proXy spider : scanner |

[ resuts | scan queue | live scanning | options |

host 1 path status | Issues |requests er... insertio.... |
1 http://goagle-.. [/502327322500/login 66% C... 8 | 5 B
2 http:/Igoogle-../502327322500/login 12% C... R 7
3 http:/lqooqle-.../502327322500/ 50% C... 65 5
4 http://qoogle-,. [/502327322500/snippets.atl  133% ... 64 5
5 ttp://qooqle-. [502327322500/snippets.atl  [28% ¢... 70 6
b http://go0gle-../502327322500/newsnippet. gt 33% C... 60 19
7 http:/fqoogle-..[f502327322500/upload.atl ~ 133% ... 46 5
8 itp:/fgoogle-.. [f502327322500/editprofile.qtl 166% ... 87 5
E ttp:/fgoogle-../502327322500/newsnippet2  |33% C... 46 5
10 |httpi/igoogle-../502327322500/uploadz__[66% .. _94 5
11 http:/faooqle-..[f502327322500/upload2 waiting | |
12 ttp:/fgoogle-../502327322500/saveprofile  |walting | { | 3

Sring s Ol a5 ol gloy ow 4y 5l g Co el Dloras g polio coled 50,5 Jiugy «Cal 53 LLS
5955 SIS Ll o Lol o o8 alind o 01, 6 Rk 5l 53 & ol e s s o o ol
Ol (el oals ool il YU pgal ;o b cmhaseas JI3 o) 0,90 Burp Scanner ;0 392 ge results S (g3, 5

o dal p SLL sl alads (o oad lay Sl slo axs olad g 00,5 Jas Burp dsl p; Site map Ceond wiilen 5
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‘ Burp Suite Professional =En X
Burp Intruder Repeater Window Help
[Target [ Proxy I Spider I Scanne.'I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Options IAIerts 1
jResu]tsI Scan queue I Live scanning I Options 1
) http://0b7bd624bab7 mdseclabs net » @ SQL injection [7] 0
i/ @) Cross-site scripting (stored) h
» () addressbook @) HTTP header injection
» 1 admin @) Cross-site scripting (reflected) \
» @) cclookup » ) Cleartext submission of password [2]
» 7 employees 1" 0S command injection
¥ | fillestore 7 LDAP injection
b i labs Open redirection
» @) search » { Password field with autocomplete enabled [2]
» () settings » | Cross-domain Referer leakage [2] v
» [ updates
» 1 fitps://0b7bd624babT mdseclabs net jAcMsoryTRequest XResmnse 1
[a
~N
Cross-site scripting (reﬂected)
4
ssue: Cross-site scripting (reflected)
Severity:  High
Confidence: Certain
Host: hitp://0b7bd624bab7.mdseclabs.net
Path: Isearch/11/Default.aspx
Issue detail
The value of the SearchTerm request parameter is copled into the HTML document as plain text
between tags. The payload 1d329<script=alert{1)</script=27a3a1b60c71d9423 was submitted in the
SearchTerm parameter. This input was echoed unmodified in the application’s response. "',
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Yl Sy Lol ccwsl Lo s b)) sl s 0l (6l el slo s S o 1 Confidence
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245 SIS Next (65, 2 oS w15
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BB 5 oS SIS Save file (55, - jle pastin |y 55155 B b gl 5l Led 3T al e o o)LL o 7

S Ol gyl 033 Ll o 1) (5155 aealss e a8 (e s 9 9035 950 |y (U355 e

Himl B L 1) (5155 4l agalss oo STl plaie 4. 08 ol o] B olpen 4 1) L ol s
WS SIS Save (g5, g BurpResMilad.htm] oS SGU & a0 (pds 0iS 0,053

L oosilys (oo om0l o Sloul (Jiagy aseil 1 (5,155 b1 SO Wb Ok (g9, » SIS 9 YU ol e plosil 5 e
Sy 18 sy g aalllas 3550 1y 5155 9 0S5l S 550 50 1 T 1S BB 59y 52 00,5 SIS

Burp intruder b &Yoo 6}L~v )UQ}‘} ff)LQ-? g;f}.’.ﬁ

a2 oo ol Lok a4 Lol sl we Gl Sl slo ans ogs  olulll (sl Burp Scanner [yl ax S
Sl 2yl anld 6 pSol (b yo o Jb onl b oS g5l (oB)law il o e (gl | alex (Vector) slagSJl
Oldan g9, paS il wulys Uil g 0,51 aualgs Cavs o aBs vpd Ll el ulul o)L, cog o (sl anl
et 29 JU @la)lpl el slo Sdug w250 a0 )0 pa 1) S5 ol b aizmen adly adls LS J S
Cot g el JolS Cadel DUl sl 0gd (oo drogi dioen 1A s g Cov e al p ol Sb5 ) o
g el jlam Jlax b sl oslinul 5095 ol 5l cols lalyd 50 5005 ploxl )15 col (s ©y90 4
255 )18 oy Oyse aeliy 0 (Ghwd D50 A el ool 5l iy Glinebl gl 5053 sle Ll Sl eslanl b
b Bow o 95 GET/POST sl il )b) (69959 bl dan 10,5 sy Jold g o aol; S sl b5

el s Sy alolid gl b el o T a5 el wnTd (al ) a5 050 (o e sl Sl olyem 4 (o
Ban 350 Sl g 5l (Shb alall SO a5 acie S Ll STl lsie 40,5 so J18 ()2 0590 o>
ao sl 555 olyan 4 dlugy lo CulgS o 5l ol Slulis sl Wb sl o SQL il cans sl Las
Oldos ol oS oolainl el )l 12 (gl (g silaie olael 5l S ol jad b (oS98 S (i o8 G D) i glae
3,18 592 Burp Intruder s U (s,l5! Burp Suite doli 5 ;o aslizeiigs Lol wo)lo (6 00dy ploil (gl (g lnn loj 4 LS

5 asiles oo el il 4ol ol (950 4 g Canlg 10 G 9,5 8l Jells Burp Intruder l sslaiul o5 ol

Jloyl Sl ool b asl 10 09250 cie (saie 3l oolaiul b 1) ol laae g Cowlgs o Burp Suite sl Coand  colod
2O SIS ey b (Sole 4y algh (oo oS history 5 5o b CawlgS )0 (50,5 j5 50 4 £9,0 Led ST Dk aiS
4 2L Burp 4l s intruder 5 .S Jlo,lintruder |yl 4 1, o] send to intruder 435 sl g ol piu] S (5,
21l as col 5l alem 2l 5SSl ol 00,5y 6l o6 ez ol 2 ] 5o ()b S5 4 ey

Sl el 8 )2 8590 2
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1 TILL. VYNV YV. DT Tau g

16 hitp://iwww.shabg|

17 hitp:/iwww.shabg
18 hitp:/imww.shabg
19 hitp://iwww.shabag
20 hitp://shabgard.of
21 hitp:/iwww.shabg
22 hitp:/ivww.shabg
23 hitp:/iwww.google

LS

-
_[ Original request Iﬂ

J. Raw T Params T Head

3ET /forums/showth
fost: www.shabgard
Jser—-Agent: Mozill
lccept: text/html,
lccept-Language: =
iccept-Encoding: ¢

N e e Tt tmam o /S ovved

hitp:/iwww.shabagard.orgif...ack-dominator-pro&goto=newpost
Remove from scope
Spider from here

Do an active scan -

Do 3 passive scar
Send to Intruder
Send to Repeater
Send to Sequencer
Send to Comparer (request)

Send to Comparer (response)
Show response in browser
Requestin browser
Engagementtools [Pro version only]
Show new history window

Add comrﬁeht '

Highlight

Delete item

Burp Intruder 4y Cawlys50 G 59,5 9,/

Ctrl+l
Ctrl+R

| (S | G B | | | ]

Ban (50,

5 il aseie 1y ol o8 )0 g Baa biee wyol algs oo Leds il 4o «ayg p Target 5 & Burp Intruder I3l ;o

1 QT Slgizes 0,bgo add ailey co Lol domld )0 Cnd G2 2 0,5 29 @ 3l oo ol o (Y i

gy dm S A g ASS sy

ol ALLS a5 05l 4y o2 Payloadg CoxBge 4y Position Caond (pl 10 1 0l (5 LlugS SDhs ot o8

UV L] 0N Ly 9 B W PR ON L P PR VE PL PR VIR WPV IPS W PR OE S i SNt IS o g | ES e A

J.MS oalau! u—|
o> CupxBgn g 2y 6&»)5.“..5,

cdle jo 0yl des gl cunlsm 10 oS S oy pa5 ol jod 0 09l CuxBae 0,5 Q! 4 LS Les positions <5 o

lods o Jl> 2 4 .08 oo i | ld (S95 g b il )l olod jlade Wog5> &g 4y Burp Intruder 5l o8 o
W)l Jle flgie 4 alS g5l dhlaw 550sS sle Camdge 0,5 Bl g 0,5 adlal L) ales> wily o
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@ 9 GET il b G Jolls J8los> S 0iS™ ol Burp Intruder (yg, 43 Burp Proxy jl 1, g Cawls> 0 G 1
I, send to intruder 433 e (sgie 5l g 05,5 Cewl, SIS pL] S (63, g CandlS IS ol alal jglaie
Canlgz 0 Sad 51 ol o L Google Gruyere g pdy oo doli 5l solatul ple Mo ausS s
.Zewl (endpoint) SLL akass les S 5l jglate .auS eolasul 4l 4y Login

alis sl el )l soled b asS SCIS clear 4aS's (9, 2 Burp Intruder ||yl positions i ) 090 pl5 )0 s 2
gl 7B ead (6,105 ailas cl> ) eads (6,108

e Sl ) S L3 U 5 s e SIS ol 31 8 ] 5% (slos oIS Comyn g olS 15 3
ST b ub LeslSe GET /<Your Gruyere Instance ID>/ login?uid=c3phalexIn&pw=milad g, 4 9, w8 ,
25l Ac =

DS SlSadd 55y g g 4

Slie b asS SUS add (69, 2 05bg0 5 ey 8 all Slade SLIS 0 3T 5l a | LeilSe 31 68 0 5
o § bl 5lade (555 52 SS90 L il oo Lk (g, ol 2 ogdle omizen 05 sl yal )y
S S T add s, 5SS

1 x |2

| Target | Positions.T Payloads TOptions ]

2| Payload Positions

Configure the positions where payloads will be inserted into the base request. The aitack type
determines the way in which payloads are assigned to payload positions - see help for full details.

Altack type: | Sniper (v

GET /77€282218134/login?uid=§c3phalexlnSspw=milad A Add §
HTTP/1.1 - ;J
Host: google—-gruyere.appsSpot.com >
Mozilla/5.0 (iPhone; U; CPU like Mac OS X; en) | Clears |

AppleWebKit/4hZ0+ (KHTML, like Gecko) Version/3.0

Mobile/1C25 Safari/419.3 Auto §

Accept: ——————
text/html, application/xhtml+xml, application/xml;qgq=0.9, * Refresh
/*:;q=0.8

Accept-Language: en-US,en;g=0.5

Accept—-Encoding: gzip, deflate

Referer:
http://google—-gruyere.appspot.com/ 776282218134/ login?ui
d=c3phalexln&pw=fuckS3love

Cookie: GRUYERE_ ID=77&Z82Z218134

Connection: keep-—-alive

Burp Scanner ;0 yiolyl sl Jlddo Coedgo ol
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S U il oo Lo Cpiomad oS (65 Condle Copbpn L 1 Slosss (5389 b sl puiandlsd Lo Coad 3] 5
S bl gla S5S olie § GET/POST sl il colod atito aaS's (55, 5 (39,5

B ,55 9 5 (see ool Ly pgasts dlax £45 S cl p3Y yioren Lo Burp Intruder |3l positions <5 o
Lagi ooy Q] Comdge a5 WS o iy a5 | Burp Intruder 3l colaiul 8,90 (SlasST yhg, Olendass (pl oS
ol jo 1) Uas o S Burp Intruder aoly Cow S8 (LLS .S oo 030 dos> ogaste o soly L) Lo

2,10 SQL gl slo axs

s SO olulid gl ly b sgly Jglite IS <SG a4 Ll 5l plaS 1o a5 0gd o alox £45 o Sl 9 5L (g9

:xloma)ﬂiﬁﬁ})o@}f)% O%‘.MQ@)‘}OOL&M‘Q)}A&A‘

o5 Ol de 5 Ladl o L5 4 4 ol 00 S ool Lo Cxdge 4alS jloats 15 50 1 (sOledl (5 lungS Do cotin g
0SS S e ) Oete aulel Baagal anils o a5l mesg 4 1) Ll wae f Lany o S

iy 35 g 5 gl 31 ol 3 b 1y 0 o (slo Copnbpa (o) o255 om0y 2 oo 5 o Jlie e

sl Glo cans jasis Odlex )0 aS el (pl Cumdse jleat jelate pie (pl )0 (WS e 3Kl 0l
s bl e sl 4 e Jlol gy 4 |, (user=milad ale) el SO lde a5yl sl> 4 L SQL
5 S (oo oolaiul (I=1— aule gilate slael b ¢ s eS SO aile) pols olulis sla oS 5l milad aelS
S9d (o0 S8 (o 35ln & e Ol (bl dez 5 ey 1l oad ez 5 gl 0 e 3 La ST (nl Cen3 )
I (05 oo 35l o0l iy o i 5l abos sla o3I 51 o 5 L 1 o0ty il sl el )by yolie alod)

el (lolid slo S eogls 51 g sl )l jlade Comdan ) osims g jslate a5 g jlons 355 (03 &,

ol bl slo Cosdan coled Burp 4ol ¢ olwliss ala> g5 ol 5l oolawl b : (Sniper) s jo (g3lailys
o 2y doky (sles an S cnli e 10 0 (oo (00l 0l iy pad Ay 5l sledgky S (S L)
uL—SﬁGALAJQQQGAO)l}‘WAJw&EJ‘))‘u—M».\.AS‘SA‘SM:))JLQMB}A‘SALQJ‘S‘)J‘S‘;Q)‘

Aaddy i | e calss o ol olde 5 e ool

Request Position Payload

#H1 1 ltem_1_List_1
#2 1 ltem_2_List_2a
#3 4 ltem_21_List_1
#4 > ltem_2_List_1a
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Sl SlassT ales g5 ol .ol sniper ol ala> £48 aslive alo> g5 (1l ¢ (battering ram) g5 2

ol ol aline slo sgly L aline johay slo ComBgn solod > ol jo 0uST oo colaiul sgly el

gl (o
Request Position Payload
#1 1,2 ltem_1_List_1
#2 352 ltem_2_List_1

Sgba Cancd 90 5l o b 9o 3l Burp Intruder |3l ololils ala> g9 0] ;o @ (pitchfork) dLd g0 038 3
50 99250 dgku sl lales £05 ul o S le 40l o (3l e Dglo gl LT enlds askine

VLY < oolaw! M..:Sj.,o L)'“'Ij‘ 6‘)-’ u.m.J

Request Position Payload
#1 12 ltem_1_List_1, ltem_1_List_2
#2 1,2 ltem_2_List_1, ltem_2_List_2

b oglo 3l cand paiz g, opl jo .Coul pitchfork go5 aslice 4535 () ¢ (cluster bomb) (gl Adigs oy 4

OloS 5 seled Burp Intruder «2Jl> 0l jo o 2 4 .00,.5 oo )],8 oolatnl 050 Sl s BliiST ol

WS e BUS G PRR O
Request Position Payload
#Ha1 = ) Iltem_3a_List_1, ltem_2a_List_2
#H2 3,2 ltem_2_List_1, ltem_21_List_2
#3 3,52 Iterm_a_List_1, ltem_2_List_2
LA = 08> Item_2_List_1, ltem_2_List_2

lo 3gles (0,500

(Payload)ogly o )0 .0gd (i pai 4 Cewl 5Ld ogly 3.80 45 ,05 calox £45 9 b CoxBgo  soled Ol 1 o
Cool ;S8 LS e el e Lo (gl b 0gly 5l o8 lew Cand SO 2y ,a5 Burp Intruder I3l o 94290
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L L ale> b o3l @ o lil das sla gl I Ll o QLS cdisgi a5 1S 05 595 o,bgo |, ST ol Lxl

S gl slaulyy o lods jalate s aS .adjlo oglo cand SO 5l oo 4 58 e 5l (Bl [S3 AT jghailes

Oezrad S eolaiul olulid alas )0 oolatul 090 sely olowi g,y (51, Payload Set Cuand ;0 35290 (59 5L
il oads gy 5 50 Wl 5l (5 a8 sl Laseiia | S5k £95 wilys oo Lad (o090 55 5l g5 5o

e BB SG I Gy o o1 5l cend S Wilgs oo IS A 33 ol 5l eolaiul U : Simple list 1

L oS 0 )ly e G a1 Glow aulyy oo Lo iz . 00S ol Burp Intruder I3l 4 (txt) = 1>

e slnl 4 e Ojgo 1) Ll Add 4eS's (55, 4 9) alid 5o 15 de alex slagSIl 0,5 5 )l

2| Payload Sets
You can define one or more payload sets. The number of payload sets depends on the altack type

defined in the Positions tab. Various payload types are available for each payload set, and each
payload type can be customized in different ways.

Payload set: [ 1 TJ Payload count: 7

Payload type: LSimple list | vJ Request count: 21

2 Payload Opticons [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste |=
- Load ... ?;j:
Remove 2;10_, | ®
) Clear 3:d ‘
|
Add Enter a new itern?
Add from list ... [Pro version only]
SO e |y dlacl JS0g5 & g0 4y Burp Intruder |lpl wlael 51 cand G5l oolatl b : Numbers 2

5 Sl 5 ol sue o)l 5L )5 anS cnl sl esliial )3 (pizen A e sy (b gan Sy
S iy e ]y 43S cnl e Bl Sl (eizren
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g

Payload Sets

You can define one or more payload sets. The number of payload sets depends
defined in the Positions tab. Various payload types are available for each paylozs

payload type can be customized in different ways.

Payload set: | 1 'l Payload count: S0

Payload type: [ Numbers [r!J Request count: 150

'?| Paylocad Options [Numbers]

This payload type generates numeric payloads within a given range and in a sp

Numb

er range

Type: & Sequential () Random

From: x |

To:

| 100

Step: I 2|

How many:

S0 O jgo 4 7o, LB L sl G aos oo o3l Burp Intruder )l a5 owl 5l eolaiul L : Dates

@

IS g8 et ploy So U B8 Gy 55lade b

Payload Sets

You can define one or more payload sets. The number of payload sets depends on the aita
defined in the Positions tab. Various payload types are available for each payload set, and ¢
payload type can be customized in different ways.

Payload set: [1 |7J Payload count. 7,191

Payload type: [Dates |,v] Request count: 21,573

®

Payload Options [Dates]

This payload type generates date payloads within a given range and in a specified format.

From: |4 May v |1994]
To: 9 January |.v.| 2014

Step: 1 Days |

Format @ 119114 ,v.|

© | Edd.MM.yyy
Example: 1/9/14

Slophas Cvoand 4y oy a5 slo 5ST)IS 51 Wlgs o Burp Intruder |3l cass 38 -yl Gl b : Bruteforcer

WS e agi Ssky CASilr &g ) et Jsb b oS e 3)ls )]

C s>l CS i o - Burp Suite noGp CStiml,

53



@ Payload Sets

You can define one or more payload sets. The number of payload sets depenc
in the Positions tab. Various payload types are available for each payload set, :
be customized in different ways.

Payload set: | 1 ﬂ Payload count: 305,171,875

Payload type: | Brute forcer ‘VJ Request count: 915,515,625

@ Payload Options [Brute forcer]

This payload type generates payloads of specified lengths that contain all perr
character set.

Character set. | abcde

Min length: 6

Maxlength: |12

oS 0l SQL cisl slo cans gl ololis sla oSl 51 cand SO el ol s S0 sl 0 S b s
S JLis 1) 5 50 ead 085l sl plS pslaie o

Casdge ;0 oolaiul 090 sla 0elu Slaws o] o aS ol 3L (g9ie ydgl I burp intruder |yl payloads <5 ;o .1
Simplel, 35l £45 099 90 5L (s9%0 315 00,5 5 lg 1) S due 05l oo asrine Lol Jawgi ool Qb sl
A8 ols! list

y 9 00,5 3)lg 1y 0em Jai 0500 olulil (b 35lu) sl sSIl Payload Options Caad sy oyl Ceowd o 2
5 08 Lo Intruder & (s S5 5y 9,5 (sl alys s Lok o Jlia e & 0 SIS Add (55,
el 3925 4 g a8 wil (0 SQL el (sl cand Lol (6l oalitul 5,50 i) o izl (piedsS
Db (oo el )3 4ddg

Ol ol as, olasl 4y 51 yiomen a0 dalol wples o aS Sl Ul al, 0,5 lal J> 040 3
S5 g Jgaz 5l T o5 Gl b aly e (Solo 4 S Buo 15T sl aay 45 w0 5 0 s 13

WSS Bl Cendd 5l ] Delete 4SS (g9, 2 50,5
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@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste

I}

Load ... .
—~ |'OR =
Remaove

Clear

bl

| Add | ||

Add from list ... [Pro version only]

4 Burp Intruder I3l ¢ 5,8 i &Jl> 40 .0uS da>45 Payload Encoding Caewd 4 payloads <5 ol )0 pioren
Jlo Glgie a0 .08 0 5,050, Url o 1) o ol e a8 0 0l (asie glo iS5 ol Sog5 & yg0
Oygo K5, (ol &S wled oo el STl bl aalgs 530> 277 Jlade LURL o fpissS SO SIS

DS BA> Cand (pl g b8 5l logs el ok oS A a3l 5 S5

@ Payload Encoding

This seiting can be used to URL-encode selected characters within the final payload, for safe
transmission within HTTP requests.

@ URL-encode these characters: NA==<=7+&*:

Burp Intruder ‘_gLal s 4.».;;

Jb o aoail ails gun,Ss lp )b lo 4T Wb a0 (el 0 )5 der I3l S Burp Intruder |3
Oloie 0SSty aims o dll el 4o 433 plaS ole (S ooled U oS cp i jlawo b0 b Ll

Al (aseio 1) Il lawgs oolaiwl 5,50 sbo 0,5 slaws 0iles o Lol Burp Intruder |3l Options 5 ;o ¢ Jle

o Lo g ge aiy3S ol sl oolaiul b .ol Grep Ceownd Burp Intruder ;o 94290 > Olonlas 51 o S

s Jloyl slo canlys o 4 j95m sla gl 5o 1) Ll Il a5 wy5le pasein 1) calais la &yl b axs; aglys
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NG EUV-PI FOWERR Vo sl sl

|T>7 Grep - Match

«»| These seitings can be used to flag resultitems containing specified expressions.

C] Flag result items with responses matching these expressions:

Paste | | error A

exception

Load . | |inegal

- invalid
Remove fail »
T stack
L_ctear | | .ccess
directory v
Add Ernter 3 mew itern? |

Match type: &) Simple string
) Regex

_] Case sensitive match
/] Exclude HTTP headers

alos Sy plocl

S9>g0 Yl G 3l yekaia fpay XY fwlw&iw@@u‘wl 00 (G, (S0 A ju> Ao S Yl
Il Burp deli s cdis 53 0l (69, 50 SUS 51 ao .ausS S start attack (g9, 0 9 Jug, Intruder gie 4 loisl Burp o

S (o0 dle ploxl 4 £9,0 5 03,5 5b 0y S s 083 (o6 ialed Jladie Sy g 03,5 oy p | 1 (0 Sy

B Intruder attack 2 E=aEchl
Altack Save Columns
.;‘Re,!,sy_lg.s,l Target T Positions T Payloads T Options ]
I Filter: Showing all items I <2
Reguest 4 | Position | Payload | status | Error | Timeout | Length | Comment
o 200 (] (o] 2823 baseline request
1 1 200 (0] (=] 2823
2 1 B | 200 = = 2823
3 1 — 200 () (] 2823
4 1 'OR "1'="1 200 a a 2823
5 2 £ 200 (o) (o] 2823
6 2 200 (=) (o] 2823
7 2 — 200 )] (o] 2823
8 2 'OR "1'="1 200 O a 2823
9 3 . 200 (] (o) 2823
10 3 = 200 (£=)] (=] 2823
11 3 — 200 (] (o] 2823
12 2 'OR "1°="1 200 (0] [} 2823
_[Request | Response

 Raw | Params | Headers | Hex
GET / 776282218134/ login?uid=%3a’' &pw=-milad HTTP/ 1.1l E

Host: google—-gruyere.appspot.com

Mozilla/5.0 (iPhone; U:; CPU like Mac OS X:; en) AppleWebKit/4h20+ (KHTML, like Gecko) Version/3.0
Mobile/1C25 Safari/419.3

Accept: text/html, application/xhtml+xml, application/xml;g=0.9, */*;¢=0.8

Accept—Language: en—-US,en;qg=0.5

Accept—Encoding: gzip, deflate

Referer: http://google—gruyere.appspot.com/ 77282218134/ login?uid=c3phalexln&pw=fuck5s53love

Cookie: GRUYERE_ID=77&£Z8ZZ18134

Connection: close v

.T s ) = Type 3 search ferm 0 matches

Finished | d
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aid pin sl (guin o soled aliy ol GG, asis il ails azgr ST pl 4z goledl (6 lugS ODhe codiy o8

ol 3gaze s o S Syl aeli ] G Aed j0 5 e 4o g 09l ced Jeld |y asl p j0 39250
d,»LL:.,a A5 oanlive results table o iy )0 [, dos @L., Al = Lol calo> raL?v.;‘ «_';L’ 30 Cawl 573 okl J ()—.’.‘ L
2555wl Lo ey gewly Hittp Comdg coads oolaiwl o5l request ID alax 5l Jglate Jolam Burp sl (gos0,500 b

WS 033 g s | Jolao nl soled Dlgizes wilsi co Lol (yuiomen ol walgs SLas g

Sl (Ao 0o (S Lads (WO g o 0 Dl el (o s 225 2 (gl (g5 lungS e cotin g
Cawlg® 10 SO @zl o Sl i J8las digS> a5 auagd dples S Gy Cow gl anli ol G,L.U’)la\.g&).;b
S sl Comsg Dol g o3Il 4y dlian (oo pl 4 sliul b asS S8 sl s S Glolis 4 iy oo
2 aS b S o, Slulis jo Ll 4 grep Sy sl colawl yioren auS C8s gy sl Canlgs o coled 4 Hitp

D9l adly dde Wilgh oo jlawn wiiS oo olo s ply by culgs o axs

Burp Repeater b 9 6Lb &m‘y})a Qo; )|)$’ 9 QQ; ol:gnﬂ e ey g;}‘s’j
P A S ddel Soliie o 0glo L cnlgr o rpais JSoss O s 4 aigSs 00,5 cuslin b (8 Cwond (o
abhss G A oS Jols liebl sales o b wlos,s aiS skl es S (STl bed a5 Sayll o >
trial-and-error g, oyl .0uS J1SS L cpoie Solis de> slo SIL ) gy canlez 0 SO Wl el ] <Lk

el diojls 4y y2xi g o 4 a5 09 o0 0dls

iz g ools o | Hitp Cwlgs 0 SO sl ai> oled 020 o ojl>] Lol 45 Burp Repeater |3l caslize lg>
wly ol e g 5l oolaiwl b g 08,5 Gl 1) O Canlgs o S ol CanndlS jelate s 0w Jloyl 1y o1 b
S Jlie ]y n e o8 Jl 5o 4008 0y )l

a5 e g 5l e 08,5 el SIS T (59, g 9SGl ] Gy clgs e STyl B8 e 1
g Jls,l Burp Repeater |5l a5 )b ,ka5 850 Cawlez 0 0SSl 1 send to repeater

Iy 095 ouls bl cnles 1o JolS lgizs 0yon (pl Ho Wb Loy .0y g Burp Repeater |3l ay ¢pg0 p5 jo 2
.\.MS oualic
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Request

_[Raw T Params T Headers I Hex ]

GET /776282218134/login?uid=c3phalexln&pw=milad HTTP/Ll.1

Host: google-gruyere.appspot.com

Mozilla/5.0 (iPhone; U; CPU like Mac O3 X; en) AppleWebKit/4hZ0+
like Gecko) Version/3.0 Mobile/l1C25 Safari/419.3

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;qgq=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

T

(KHTHL,

'

EIEEE

I 0 matcheé

Intruder | Repeater | Sequencer | Decoder | Comparer | Opfions | Aleis | |
1 x |_2 X |
' Go | Cancel < > Target: http://google-gruyere.appspot.com L’J QJ

Jle Olgie 4 aeany poti wealss (oo a5 ) Cuslgs o o i 5l plaS e aslys (oo Led tpgu o5 o

request 0,5t )0 CowndlS jolaie ey i POST & 1) GET Cewlsm )0 SO Cond (] jo 0y )10

S ol | change request method iy 35 s 5 03,5 Cewly SIS

Mobile/1C25 Safari/418.3
cation/xhtml+xml, application/xml;q=0.9, */*;q=0.8
en;q=0.5

deflate

Send to Spider

Do an active scan

Send to Intruder Citri+l
Send to Repeater Ctri+R
Send to Sequencer

Send to Comparer

Send to Decoder

Requestin browser >
Engagement tools [Pro version only] > | v

Change request method
Change body encoding
Copy URL

Copyto file

Paste from file =
Save item la

0 matches

r°-1‘)-°-‘-’ Url al; Ll o &debug=true al, i &5 JUo S PG VIRV KUPS{ES BT VY

_[ Raw T Params T Headers Hex

GET /77€282218134/login?uid=c3phalexln&pw=milad&debug=true HTTP/ 1.1
Host: google—-gruyere.appsSpot.com
Mozilla/S5.0

(iPhone; U; CPU like Mac OS X; en) AppleWebKit/4hZOo+
like Gecko) Version/3.0 Mobile/lCZ5 Safari/419.3

Accept: text/html,application/xhtml+xml, application/xml;gq=0.9, */*;¢g=0.8
Accept-Language: en-US,en;qg=0.5

Accept—Encoding: gzip, deflate

Connection: keep-—-alive

(KHTHML,
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4; ;08 Burp Repeater |l ol adl aix 5l s 090 Jlo )l cawlgs 0 b asS SIS go (g9, 0 oL o
30 1) Feely ps Shgiome auiles oo Lot (Jgore Sl jo ol Lot Jlo )l cnlgs jo a0 by ol ol
HTML oS o ,a0 g o el )l ailes oo S50 sl i )0 puizred 0iS cuslice Raw 5 ;o Response Cooud

DS edaline 1) ldas cole Cg aoras render Cooand 1 alyy co S g 0S caslin | Bus Oy axas

Response

_[Raw T Headers T Hex I HTML I Render ]

HTTP/Ll.1 200 OK

Cache-Control: no-cache
Content-type: text/html

Pragma: no-cache

X-X55-Protection: O

Expires: Fri, 0l Jan 1990 00:00:00 GHMT
Vary: Accept-Encoding

Date: Thu, 09 Jan 2014 18:14:59 GMT
Server: Google Frontend
Alternate-Protocol: 80:quic
Content-Length: 2542

>

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN">

<!-- Copyright 2010 Google Inc. -->

<html>

<head>

<title>Gruyere: Login</title>

<style>

/* Copyright 2010 Google Inc. */ B

oyl canlyz 0 4y ouls Gl el plI Sl gino

Response

Raw | Headers | Hex | HTML TRender]

Home Signin | Sign up

[ Gruyere: Login

Invalid user name or
password.

o HTML doxdo C;é}i’;r.a
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Response

[ Raw I Headers T Hex T HTML TRender ]

.| value
.. 200 OK
... no-cache
. text/htmi
... no-cache
S 0
... Fri, 01 Jan 1990 00:00:00 GMT
... Accept-Encoding
.. Thu, 09 Jan 2014 18:14:59 GMT
.. Google Frontend
... 80:quic
. 2542

] ol 3 4y s & il c5lo iz T

Response

Raw | Headers

48 54 54 50 2f 31 2e 31 20 32 30 30 20 4f 4b 0d HTTP/1.1200OK
0a 43 61 63 68 65 2d 43 6f 6e 74 72 6f 6c 3a 20 Cache-Control:
6e 6f 2d 63 61 63 68 65 0d 0a 43 6f 6e 74 65 6e no-cacheConten
74 2d 74 79 70 65 3a 20 74 65 78 74 2f 68 74 6d ttype:texthtm
6c 0d 0a 50 72 61 67 6d 61 3a 20 6e 6f 2d 63 61 IPragma:no-ca
63 68 65 0d 0a 58 2d 58 53 53 2d 50 72 6f 74 65 cheX-XSS-Prote
63 74 69 6f 6e 3a 20 30 0d 0a 45 78 70 69 72 65 ction: OExpire
73 3a 20 46 72 69 2c 20 30 31 20 43 61 6e 20 31 s:Fri,01Jan1
39 39 30 20 30 30 3a 30 30 3a 30 30 20 47 4d 54 990 00:00:00 GMT
0d 0a 56 61 72 79 3a 20 41 63 63 65 70 74 2d 45 Vary: AcceptE
6e 63 6f 64 69 6e 67 0d 0a 44 61 74 65 3a 20 54 ncodingDate: T
68 75 2c 20 30 39 20 4a 61 6e 20 32 30 31 34 20 hu,09Jan2014
31 38 3a 31 34 3a 35 39 20 47 4d 54 0d 0a 53 65 18:14:59 GMTSe
72 76 65 72 3a 20 47 6f 6f 67 6c 65 20 46 72 6f rver Google Fro
6e 74 65 6e 64 0d 0a 41 6c 74 65 72 6e 61 74 65 ntendAlternate
2d 50 72 6f 74 6f 63 6f 6c 3a 20 38 30 3a 71 75 -Protocol: 80:qu
0 69 63 0d 0a 43 6f 6e 74 65 6e 74 2d 4c 65 6e 67 icContent-Leng
1 74 68 3a 20 32 35 34 32 0d 0a 0d 0a 3c 21 44 4f th:2542<IDO

S AT Q0T 00N WN SO

Mol 5 15 Ceslys 3 dy 0k ] gusly oy

el (687,15 Ly g dute 13l S Ladlg ol Lol el ool oolal 398 15l G Burp Intruder |3l o)y oo Jlai 4y ax S

AS oaalin 1) ol jo 05290 sl Ty Cened Wilei o caiS SCUS repeater (sgi0 (59, Lo S

‘ﬂ Burp Suite Free Edition v1.5

Burp Intruder BRGIHEEIGE Window Help

f—Targ v Update Content-Length Spider T !
'—W—] v Unpack gzip / deflate e | op
Follow redirections @ Never e
Process cookies in redirections () On-site only
Action » |() In-scope only
Go | Cancel CJ 10 Always le-gruyere.ap

Request

C s>l CS i o - Burp Suite noGp CStiml,



a8 048 oo 00lo o3l update Content-Length 4 33 checkbox (o3 b YU pgai 10 oad ools iulad slo a5 (o
Cwlgs 10 o3luil JS095 & g0 4 Burp Intruder |5l o g, cpl )0 050 Sloy 59, 4 g & je0 4 Hitp Cosles o j0n
WS o Al Loyl 51 LB 1 cald eols sy slo

sl slbow b ams iolei |, s8ly 9 slo Fwls Burp repeater |5l aos oo o3l follow redirects aiy ;57 30,5 bl
4535 checkbox bl b .aws isles |, Jol axans g oS JLss 1) (302 Redirect status code) o pws poti dod
@ r Ol Al ye i b o el o alds sla STer 4 Slles 0,5 adlsl process cookies in redirects
g

Jle Glgie 40000 pb s 9 Bdo wbul 1) old (o (Sws &0 4 s oo ol>| Burp Repeater [l Ll o
o 59,5 Slul b asilys oo S sloul T (6l p CoghenST G a5 aiwlgs g 00,5 adS el dins SO Lo ]

S oz 0250 slo o5 (ile 511 T o T Lime L ol S ol 5 s

L ouiws Cross-Site Request Forgery (CSRF) ol sl ars 0,5 Judow g ajow Jl> j0 Lol ST uimen
O Sy ol asS oy POC SO sl cans ol lp asles _s° engagement tools Ceewd | generates CSRF PoC

ot el 53 HLLs andl ail s Bud 6y sl 615 4 08 slon] HTML amio Sy 008 oo 032! Lo

.o)‘o S92 d.,ol.;).g Q—.’.‘ Pro m)o g;)"ﬁ

Burp Sequencer b :\.ol.i).g 6Lb oals u_éol..a.? Q%S &L’;d’ 94 ‘M g;}.’.ﬁ

sl S99 canis slo (So5 alex laclp oo o i slo ool b ey oo o3l Lals 4 Burp Sequencer |3

DS o 5 00,5 (650 ge 1) o ssls  Solw a4 ams e ojlxl et au I3l ol oS o 9 452 | anti-CSRE
o2 lid aly b G o 1y Il el o )5 0 10 > 2w

.49 »» https://www.packtpub.com/login d>xa.s 45 Burp Proxy (gaio,Su 5l w1

5| e S el y SUUST T (g9, g 08,5 bl | login Cawlgs o o] Burp Proxy |3l history <5 0 2
A4S ol | send to intruder 4iy 38 e (Sgke

Cwlgs 10 G a5 Jl> (ouiS o,lg Burp Sequencer 4y |y Cawlgs 0 S Coddgo b puinilyy J8 al> 0 oo 3
35ls 315 crl 4ty (o9 lo sl )0 aSl 5l ey oS (3l o]y 1y Jl5l cnl il o oS 05 ol &0,

ol 5 el 3 LLs .ousS osaline Select Live Capture Request Ceomd ;0 |y s clgs o o] aob 20,8
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ol bosd o QB Il lavwgs (58 oo Sl 0 aS (0,5 8y Il pl A clet o SO b e

BT e bl a0 b oS SIS o 69y p ol sais ol ST >

@ Select Live Capture Request

Send requests here from other tools to configure a live capture. Select the requestto use, configure the other opti
click "Start live capture™.

[ Remove J

4| Host | Request

' Clear |

hitp://google-gruyere.appsp... GET /776282218134/login HTTP/1.1Hos...
hitp://google-gruyere.appsp... GET jfavicon.ico HTTP/1.1Host: google-g...
hitp://google-gruyere.appsp... GET /776282218134/login HTTP/1.1Hos... |,
[ hitps:/iwww.packtpub.com ] GET /login HTTP/1.1Host: www . packtpub...

oW N | 3

[ Start live capture J

S5 elolis e8> a5 cuwl LS Live Capture 3 ;o Token Location Within Response Caowd ;0 (yurss 4

9,5 |y ey 1,8 Lo 0550 0 aSl)] rwly amio (ygy0 1) Ll pelys o o aS o sols Koo 5 o

Burp |yl «wookie 4 form field ¢ 3L (coio ;0 winl,d pl & fowido S yw jshio & (Jl> cpl b oS

ol aales oled |y Fwly asans o ol sl wl )b L e SsS coles Sequencer

@ Select Live Capture Request

Send requests here from other tools to configure a live capture. Select the requestto use, configure the other options belo
click "Start live capture”™.

| Remove | |# 4| Host | Request
] hitp://google-gruyere.appsp... GET /776282218134/login HTTP/1.1Hos...
x Clear 2 hitp://google-gruyere.appsp... GET ifavicon.ico HTTP/1.1Host: google-g...
3 hitp://google-gruyere.appsp... GET /776282218134/login HTTP/1.1Hos... |,
4 | hitps:/vww.packtpub.com | GET /login HTTP/1.1Host: www.packtpub...
Start live capture

Token Location Within Response

Selectthe location in the response where the token appears.

() Cookie: [SESSQ3d7323396997d918b53457b98164e93=nnreaprguiiddssSqus M

© Form field: | captcha_token=25777319919d6adaa137 .. v

@® custom location: Configure
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5b S GRaz 0yl (0 (e (035 SCUS Configure (g5, g 08,5 bl | Custom Location axy a8 5 5
yobie Sl Jdow g 450 o g Aol B Sei ol 050,50 edit-captcha-token JLss 4 95 o0

WS ookl 5l jo 0szge g ald 3l ales o STe ol 9,8 o

maxlength="128" size="60" class="form—-text recquired" />
</diwv>
<p>By registering you will receive the latest news, articles and exclusive offers
from Packt via email. A confirmation email will be sent to this address, please
click on the 1link in this email to verify your email address. Mot received a
confirmation email? Check your spam/junk folder and add us as an authorized
sender for the email content that you use.</p>

<p>To change your mail preferences once you have
registered, visit the My Account’ section of this site.</p><fiesldset
class="captcha"><legend>CAPTCHA</ legend><div class="description”>This gquestion is :)

Tr

for testing whether you are a human visitor and to prevent automated spam
submissions.</div><input type="hidden" name="captcha_ sid" id="edit-captcha-sid"
value="24374375" />

<input type="hidden" name="captcha token" id="edit-captcha-token"
value="Z57773f99fSdEadaal37b40b0&Sdeall" />

<diwv style="width:8.75em;height:1l.5em; font—-size:20pt; "><diwv
style="width:5.75em; float:right; "><diwv 3
style="width:5.75em;height:1.5em; font—-size:20pt;"><diwv v

.7 T + = edit-captcha-token 1 match

| ok || cancel |

U ol ouds olas 4 S5 Ky el edit-captcha-token yaie ke wiS oo sdnlive a5 jshilan 6
s oolinl Sz slo (ulide (6l a5 ol Saliyoge i )0 (o3Il axlg) (9,5l (g 4 03K
Burp 4aid, ;] 59,5 bl 5l e 0SS Gl |y ans, sled lanl (b o 4 oa3l0,m aii, ool (040
(Jos ;5 .05 0 g9, End at delimiter g start after expression oo gle ald 5095 & g0 4y Sequencer
330 Gy axio 5| (S glysinl Glp Wl oo &5 A5 (o0 gl o3gazme 3,5 glulid 4SS Il
D8 158 solanl

[] Define start and end (] Extract from regex group

@ sStart after expression: -token™value=" \-token™ value="(*?

=\n=div

1sitive

() Start at offset:

@ End at delimiter: = =\n=div

() End at fixed length: 32
[] Exclude HTTP headers [¥] Update config based on selection below Refetch response
sender for the email content that you use.</p>

a
<p>To change your mail preferences once you have -
registered, visit the ‘My Account’ section of this site.</p><ficldset
class="captcha”><legend>CAPTCHA</ l=gend><div class="description”>This guestion is
for testing whether you are a human visitor and to prevent automated spam
submissions.</div><input type="hidden” name="captcha_ sid" id="edit-captcha-sid"
valus="24374375" />

<input type n” id="edit-captcha-token"

= e

ont—-size:20pt;: "><div )

ight: "><div

.75em;height:l.5em; font—-size:20pt; "><div

.25em; float: left: "><div

.25em:height:l.5em; font—size:20pt; "><div

.25em; float:right; ">6</div><div

75em; £loat: left; "><div

75=m:height:l.5em; font—size:20pt; "><div -
v

= edit-captcha-token 1 match
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Bgos (§,9] goz 4 £9,0 dli o b oS SIS Start live capture (55, ,» 2uols plosl [, YU slo o5 a5 K
S 4T osd Ojgo 4 g 0SS 0 LSS L paia 1) alis sle cuolss )0 Burp Sequencer 13l .auS e
Sy Oldos 505 H5ile sl oz o)y, G Il ol uioren ST o gl ol axis 1 ouls oy s

0,5 aalg> 5L Lo
S92 S Sl L e aiges b3k ol )b CaBes aiges 100 JBlox ¢ 315 o3lail 4 o sols (5,51 aax 3l o
E9,5 5 oS SIS o1 (59, 0l Jled analyze now asSs 45 oS dx g5 Crized .ol (,Sos Puase 405

220 o inlad 1) ool dow g agie S8l G ) pgal 00 ool <8l o by eols Lo a4y

- Burp Sequencer [live ca

— ]

L?J Live capture (paused)

[ Resume J L Copy tokens J (] Auto analyze (next 1500)  Requests: 1090
( Stop J [ Save tokens | [ Analyze now | Emors: 16
_[ Y TCharal‘ level lysi TBil—leveI analysis TAnaIysis Options ]

Overall result

The overall quality of randomness within the sample is estimated to be: excellent.
At a significance level of 1%, the amount of effective entropy is estimated to be: 109 bits.

Effective Entropy

The chart shows the number of bits of effective entropy at each significance level, based on all tests. Each significance level defines a minimum |
probability of the observed results occurring if the sample is randomly generated. When the probability of the observed results occurring falls
below this level, the hypothesis thatthe sample is randomly generated is rejected. Using a lower significance level means that stronger evidence
is required to reject the hypothesis that the sample is random, and so increases the chance that non-random data will be treated as random.

=10%

=1%

Significance level
=0.1%

=0.01%

=0.001%

o 10 20 30 40 50 60 70 80 90 100 110 120
Number of bits of entropy

Reliability
The analysis is based on a sample of 1063 tokens. Based on the sample size, the reliability of the results is: reasonable.

A v
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69l oz slo ools wales o Lo B0l wls ool iuled & jol8 &b Burp Sequencer |yl «adls iz 5l e
Oeizmed S paste (e Sdalng S5 0 1) T Slgize g 00,8 SIS copy tokens 4sSS (59; p Wi (o | 0sd
G9y 32 S S L adly o ) a wl 00,55 (6 y9] gem 00ls g ledlbl 8IS ol b aS Bual axgaie ]

20 dslol 1) (5551 ez 91,3 resume 4aS's

D28 (oo Ginled Cond (o |y 0e5 03,5 Ceway =S Burp Sequncer I3l el )58 4LLS

summary < .1
character-level analysis <3 2

bit-level analysis <3 .3

olal al S LT as! Oedd Sl oy (pl Yaere oo o &SIl Jdow gl 51 (S )9 50 SO summary 5
el ools 45 15515 15 sl Burp Sequncer |3l e Jlo ;o .cenc8lS 5 b ol 00

The overall quality of randomness within the sample is estimated to be: excellent

4 005 oo dll 0ad (5500 rex slo diges Slawi e Julod (o slezel BB S byl S s Gl oo
Sl oo dS1) 5 gl pla yo ( Bolal 4l jue S S Bolas ‘sgl.l)')‘ a5 o Jlie oylaie

The overall quality of randomness within the sample is estimated to be: extremely poor

ol b bl coias gramo el gl a5 ans oo @il Bl S 5,0, oSy Burp Sequncer 13l Jsaxo <l 4o
085S oo S o 3 wly (oo i G5 el S8 LS (rizmen S slesel BB ddien Il (nl ol
character-level 5 el ;53 ,LLe .aisS solitul oud o i sl 0315 yowagd (sl bit-level g character-level
D555 10 SIS JEl 5 o Cupnbge do SIS loo o egs (sl omnlio S50 5 pl,5bs cpaiz Jos amalysis

el due Jlogil ololits 51y dlos bit-level analysis <5 § 99 oo b S5

Burp Decoder by la ool (5,530, g b.:l..ffo) ERSATS ;3.3'9

byl e Jln LB paia L as, oliS e 5 6K, sl Ll sl ool I35 G Burp Decoder |3l
ol b (53555 g el el sl 3alSe 908 59,5 i) @ Sl oy o iy o ol )
Jo ol b mls g soel Glo S 00 590 slp ) (b Gy SO B etz o b Al (6,5,
e oS 5 ls lnl cplas o laslisl e (gaie 3l eolawl L1y Sewl b cslesjo auilys o Lo 5150 pl sl 51 5o

coS sy pj sle
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|, send to decoder 433 e (g9 3l g 00,5 Conl, SIS Ol 69y p g oS Gl Lile b 1) as, G
S ol

decode sla gio 3l o\l laiae LB Gl b andy 6,50, 9 oliS e, ad o)ls Il (plaasd oS Ko 2

L1, le 4l Hash... Ceod 5l a2 0 ojl>| Burp Decoder |3l ¢ pl  ogdle 041 anlgs> Sao encode as g as

VLY @L.:;f}o) 3 5,530, SHA512 g SHA256 SHA MD2, MD5 il @1) odilS e @15:

[ TargetT Proxy I Spider T Scanner T Intruder T Repeater I Sequencer T Decoder T Comparer I Options TAlelts ]

I'mtired ® Text () Hex @
['Decode as.. |
|Encodeas.. |

| Hash . v

[ Smait decode J

%49%27%6d%20%74%69%72%65%64%26 ® Text (O Hex
|Decodeas..  |¥]
Encode as ... | v
| Hash . (v

[ Smart decode J

WS (65, sl LB SO L ) Al ) SO Ol gize smart decode 4oSS 5l oolaiul b aly oo Lo yuimen
Slsiomn alolis b 5 sl e 4035 0ol Sl 0l LIS b | (s ol A iotign b, 425
298 @ly dubo jlons 00l (55l g

(Y G:A:’.LM, >9 ERA] Oo; d.m.g'l.aa E[M v ‘5?3.3.9

O 4y el lels 5 Cor jles [ S S sl asli jo Gl gwies S el o ans pailig,
oplansS solitul sl slo cans ol ololis slp 0sly oo )] 5l aS Conl ool iy a5 Burp asbip j0 Sy o
Burp 4oy ;0 (Shg opl 0sd oo ainll b Cule g aldl annlie |y compare site maps oU b Burp 4ol y ;o (S5
bl Al 0sS cwyp 00 0o bl o slo ciglis 9 05,5 aolio o0 L 1) Cole Gy 90 4dds om0 oo o3l Suite
Sy ool oly & Shg ) 4o job 4 (o (pl b ojle s padrine |, b Sglas Wogs & g0 4 dnli y conl S8

aes oo &l B pw s olaw b (60,8 o Clus leslainl b Bas g cov aulie aldi 9,0
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CewlgS 3 (ol Gugs 5 03,5 59,0 S lailinl (6, Dl S L1y g o sl aly (oo Lol (Sl plgie 4

sy gla SU isle el 4y (g, ol S LSS Co ik g s mhaw b )5 S sl eslainl L e

4ol aly (oo Lol (izmad 00 gT (G0g0e Djgo dr (ou yiuwd han (502 Vb gy (nl 4 Jgema 5l 4 aiS SeS
S s |y b (s o J 7S 5005 j95e alie )5 e Sl L) lae g co

oolaiwl Shg copl 51 0 I3 Jl 2 4y 0,18 592> Burp Suite 4ol p Pro dseus o Free adewd ,0 o2 Sy ol

Co el (Shly ol Sy oS 0 sy elsS o0 Lo ol (nl b 5SS s 550 | O 5 S
Hl.lw‘ .)9>9.c W) ws.b)‘fﬁb‘).’)ls 6‘f.b.9.9u9

4995 6,5 Clus b e .0y g, hittps://www.packtpub.com/login S 4y Burp Proxy (gais, S 5l

Las 6,5 Gl gl hadd Lo (60,15 doran Slhgixa b &l S oyf‘,.m:x..&u.,laow 3,lg QT

Ol @ aulg o3 508 wgd ) 095 5,5 Clus 5l ST 5 sl 09290 Wl sals Cuga hhal adliy 4 ]

A oy G ol

il account L alad JLss 4y Burp Proxy Il site map <o 0 cawy o5 o

compare 4535 g 03,5 Cawly, SUUS T (69, p canl ool ool iules 1) 50 0 00,91 pgual ,0 4 jglailen

L) 03,5 Ol | account g1 L a5 oS fol> lacebl uioren LosS Sl | site maps

burp intruder repeater window about
l repeater | sequencer | decoder | comparer | options [ alerts
target | proxy { spider anne
site map | scope |
I Filter:
? S https://www.packtpub.co host methaod
7 https://www.p... GET /faccount
o (&3 account
[ acee
o &3 artid [] https://www.packtpub.com/account
[ artid remove item from scope
D auth spider from here
[ boo IS Sy e T
o (@3 boo 35S =hy sc=
D cong send to intruder
o @ o send to repeater  E———
D : send to sequencer S VIEGEY
- 53 send to comparer (request)
D send to comparer (response) :02:09 G
|8 % A show response in browser charset=
Bl op request in browser 0s:00:0
D _‘: engagement tools [pro version only] » T 2012 2
o @ pagd compare site maps joaches
D p'—:-_-: delete item =0, pre-—
) rss. copy URL
[ seard copy links
o- (] sites save item

2

3
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Al ol connd cpl j0 0,5 wales 3L 515 0 iy G Burp 4wl s «compare site maps i 35 Ol 5l e 4

oolaiwl Lo dslin (gl ol ao S laie 4y Sl s ol 5loed oo (gl Col aais 05 (a8 Julis

Loy (sl use current site map 435 1add 0 S oo oolatwl Burp Suite doli  Free aseus 5l Lol 51008 o0
OS SS next (gg, g g 0SS bl | T cusls salgs seg

N
E Compare site maps [i‘m
2] site Map 1

Select the source to use for this site map.

@ Use current site map

] Cancel Next
J

use only 435 GBsl b Jlie olgie 4 .08 Ol awslio glp 1) casein gl ol wb bads pgo 5 ;0 5
Oyzrad AnS o dgazme SLL dai SO glp |y b cole g aidi auslie S5 ek selected branches
sbie par S amlie 1) SLL b (eles applgdn (Ldas aslyy (03,5 (s n pBs 5o el (e
aletn Conl (S Lol ¢(yuizmen 0aS Ol b)) sly 1) use all items with responses di 33 w3l
include in- 4535 algy oo jebaie oy (S Ol s lie 5l 1) Burp Il in-scope ;o 94290 sla ol
DS S next (g9, p 9 S bkl | scope items only

B e (E=REol™ >
2| Site Map 1

Specify the items to include in this site map. If you want to re-request the site map in a different session
context, you should restrict to in-scope items and also ensure that the defined scope excludes any
requests that modify that context, including login and logout.

@ Use all items with responses
() Use only selected branches

[LJ Include in-scope items only

Back Next
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ol Free aseas 5l el (81 ecanl (S8 LLE umen ayjle Lastin 1) pao Cole 4t wl led cpgus o5 4o

anlg> S9>g0 Loy (g, Ladd request map 1 again in a different session context a5 30 o oolaiwl 4ol

..\....5 s_i.,’.lSNeXt dj)fsuul?uﬂ ‘) Q‘ Oy

r A
‘ Compare site maps LD__[M

@ Site Map 2

Selectthe source to use for this site map.

Load from Burp state file {[Pro version only]

® Requestmap 1again in a different session context (configured in Options / Sessions)

Back Next

- >

oolaiwl site map 1 Ceowd ;o ool (i, bl olod 4y (85w yiwd (6l cenntis gl 5l Burp 4wl y

S olos sl b Lo 1 s Ll 4l L] a5 055 ooy melss oo Lo cnyad (nl (b 5o 205 saly>
).‘.‘>l.$w‘ Sg2g0 W “"1"59)‘)'“‘ Lg).g)ls
Lo cabaii (ol 45 028,5 o> o Casn 5ol 5 (5 b1 6,5 wlas bl alais Lo o L3 (sl o5 4o

Jb o 4 oS eolaiulsite map 2 (gl o Coniid S 3l g @S UbL 1 Hlesgs sla (S5 mule 5L

439y Sessions . 4y yuww g Options < 45 ¢ JuS minimize |, compare site maps o |34
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E  Burp Suite Free Edition v1.5 (E=nEc x|

Burp Intruder Repeater Window Help

Target | Pon | spider | sScanner | Intruder
Repeater T Sequencer T Decoder T Comparer T Options T Alerts

[ connections | HTTP | ssL [ sessions | Display | misc |

2| Session Handling Rules

@ You can define session handling rules to make Burp perform specific actions wher
scope (for particular tools, URLs or parameters), and can perform actions such as
application, or checking session validity. Before each requestis issued, Burp appli
for the request.

|  Ada | |Enabled | Description T
—_— 4] Use cookies from Burp’s cookie jar S|
Edit

Remove l
' Duplicate l J
l Up l

L Down J

To monitor or troubleshoot the behavior of your session handling rules, you can us
processing each rule.

[ Open sessions tracer J

2| Cookie Jar

~» 1 _RBurn maintains a cnnkie iar that stare< all nfﬂﬁmmww

(4 ¥

lo caii gl (Sei soled 35w 0gh oo 3L AS (guaz 0y .S S Open cookie jar (gg, i (wps 9

22 oo yiuled |y Burp lawss ool oolaiul

g = ™
E  Cookie jar viewer L’Eﬁ[@]ﬂ

Domain Name Value Expires | [ Edit cookie J
delta-sear... visitorlD 1377597193-1759052406 A

delta-sear.. bsearchCn.. IR Remove cookie
delta-sear.. __utma 1.690733757.1377597190...

delta-sear... _ utmz 1.1377597190.1.1.utmcsr... Empty cookie jar

delta-sear... showBanner true
delta-sear... _wstate v%63D2%26uweek%3D22...
_delta-sear... woolikified 0 ¥

Close

slo (S5 soled (Solu 0l (oo oS (55l A | 00its Cugn Jlial )5 G panlys o Lo aSSgz 10
2900, bl Ll 9 (N9 B jolaie (s eniS (6, Cws | www.packtpub.com aisls b Lo e
DS SIS edit cookie (g9,
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“1 Cookie editor g

Domain: www.packtpub.coml

Name: SESS93d73233ed897d918053457098164e93

Value: ’ sk69f946Ira73ta1drkfk7cei3

| 0K |

" J

sl Le‘j 3O yuutS A4S ‘sg.Lb S Ly anslio Oldas oS jlolg |y Burp 5l site map o lo 5l o oyiomen 11
7 > Ceoms jl 9 Qg5 Sessions e g Options 5 4 Burp Suite doli )0 «,glaie oy .0 ploil gl 00,5
DS SIS session handling rules Jgo> o edit 4aS> (59,

B Burp Suite Free Edition v1.5
Burp Intruder Repeater Window Help

[TargetI Proxy TSpider T Scanner T Intruder T Repeater T Sequencer ] Decol

[ Connections T HTTP T SSL I-Sessions:.‘ Display T Misc ]

Session Handling Rules

?.
@ You can define session handling rules to make Burp perform specific actior
adding session cookies, logging in to the application, or checking session\

| Add | Enabled | Description
[Z] ] Use cookies from Burp's cookie jar

aalgs 5L Session handling rule editor pU b yo> 0,00 G Burp aol » edit eSS (59, 0 (50,5 SUS 51 s 12
ool Jloe! Slowdais 35 40 00l 03,91 gl ailen a5 0sS Jeol> yliceb] el ags Jls 5 ol 5,8

.30, 1y compare site maps 5|54 0y 4y g AS S Ok (69, o LL jo ol
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E Session handling rule editor g
Details [Scope l

@ Tools Scope ™
Selectthe tools that this rule will be applied to.

(] Target (] scanner [] Repeater
(V) spider (] Intruder [_] sequencer
(] Proxy (use with caution)

@ URL Scope
Use the configuration below to control which URLS this rule applies to.

® Include all URLs
(U Use suite scope [defined in Target tab]

(U Use custom scope

@ Parameter Scope

You can restrict the rule to requests containing specific parameters if required.

Edit
v

ok

" A

(] Restrictto requests containing these parameters:

94320 50 oolatul 8,590 sl 0 5 slawi was oo ojl>! el 4y burp I3l compare site maps 1559 0 ez s o
o Gl @ pa ]y Gloy gla 4SS0 ile (o5l o5l (l pegdle ST ile (L3 )law | Julow
oS oo SS Next (59, pgo0,S b, o3 Jiw Ojso 1) Jidu ol Sladats olad Lo oo

092 g oolatul dsliyy 5,8 s Olendats 5l ogd oo olgiig request matching Coond  Jixy (ot a5 40
41>)44\45M5L59mnext69)f¢mmad|)owowmM@)U@ycub;b.ww)o
™9 °

ouls Jleel (5,8 yim Slandats 5l 0g oo slgaicy Responses comparisons Coewd g piicds a5 50 0)Lgo

9y o0 S >0 4 g 1S o SIS next S5y 5 0,b90 Jdd paed 4y oS colaiul dali 4o
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aud> Lsite map 2 (0,5 olow| jglais 4y site map 1 aulis 45 (yols Cewlss 10 4y g4 ,5 burp asliyy alags -l o .16

|) > usLD.a be )lfog.& Cé)s..a d.gburp MlJ)J ‘..\..\.’:‘T)B UJ‘ u..\...u JA

LFiﬂ:er. showing all items l key: Mo

55l e 0S (0 00d 00l s sl

D23 (o Hislad g 00,5 aule

ed EEIEESE added [v] sync s=laction

e — T

' hex

raw headers |

html | render |

Cl 1} E— | |

} hex

|fmeth0d| | response | request |

| htmi | render |
raw { headers

: change options ’ close

L o Jb ol b oS alie w0 L 1) site map 2 g site map 1 aolie  Sols 40 a0 o3l Lo 4y gl 0 ,ey

S ool b kas ae asly SLL bla seles slp (Shg cnl 5l auly oo lod g ot Al SO ol oL 5]

ol Cugd jhal el G g 0dd Cogr lal cuis Gl 1) b Sgls gy 4 ales co Lo (Jle lgie 4

Sl p50l 5 00,5 sl Sglaie (5,15 pL g0 3l ool L 1 site map 2 ¢ site map 1 0ilgd  co (puns OS2
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