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ifconfig ethO0 down
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kali >apt-cache search snort

fwsnort - Snort-to-iptables rule translator

ippl - IP protocols logger

--snip--

snort - flexible Network Intrusion Detection System

snort-common - flexible Network Intrusion Detection System - common files

--snip--
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Zdeb http://http.kali.org/kali kali-rolling main contrib non-free
i1# For source package access, uncomment the following line
4# deb-src http://http.kali.org/kali kali-rolling main contrib non-free
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Gdeb http://http.kali.org/kali kali-rolling main non-free contrib
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ro li:~# find / -user root -perm 4000

find: /run/user/130/gvfs : -

find: ‘/proc/21733': No such file or dlrectory

find: ‘/proc/21734/task/21734/fd/6 No such file or directory
find: ‘/proc/21734/task/21734/fdinfo/6': No such file or directory
find: ‘/proc/21734/fd/5°: No such file or directory
find: ‘/proc/21734/fdinfo/5’: No such file or directory
/usr/lib/eject/dmcrypt-get-device
Jusr/lib/chromium/chrome-sandbox
/usr/lib/dbus-1.0/dbus-daemon-launch-helper
/usr/lib/openssh/ssh-keysign
/usr/lib/policykit-1/polkit-agent-helper-1
Jusr/lib/xorg/Xorg.wrap

/usr/bin/gpasswd

Jusr/bin/mount

/usr/bin/kismet cap_linux_bluetooth

/usr/bin/umount

/usr/bin/ntfs-3g

Jusr/bin/chsh

/usr/bin/pkexec

/usr/bin/kismet_cap_linux wifi

/usr/bin/bwrap

/usr/bin/su

/usr/bin/sudo

/usr/bin/Tusermount

/usr/bin/newgrp

/usr/bin/passwd

yin# ls -la su*
root root 63568
root root /6 Se
root root 30792 S
root root lblslz :27 Slae
root root 28 21:27 sudoedit ->
root root 64352 sudoreplay
root root 43752
root root 60360
root root 1342
root root 3120

-TWSI-XI-X
~-TWXr-Xr-X
- PWX[ - X[ -X
- WS - Xr-X
LrwXxrwxrwx
-FWXr-Xr-x
-FWXr-Xr-x
- TWXIM-Xr-X
-TWXI-Xr-X
- TWXI-Xr-X

rep Lay
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root@kali:~# ps
PID TTY TIME CMD

28788 pts/1 00:00:00 bash
28871 pts/1 00:00:00 ps
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USER ) SZ STAT START
root 336 Sl+ June3 /Lib/gnome-disk-utility/gsd-disk-utility-notify
root 2896 SN1+ June3 1 llb,tra(k r/tracker-miner-fs
root 1091068 3696 Ssl  June3 : Jusr/lib/e olutlrn/ﬂvolutlo. calendar-factory
root 752168 1356 ? ssl  June3 : Ju 'le,pvolutlrn/e«u(utlon addressbook-factory
root 164788 1476 S June3 0 1 S d-metadata
root 391320 92 ? | Juno3 /u 1 /avf -spawner :1.8 /org
root 500504 (¢] SsL June63 :01 /usr/lib/gnome- terminal omevtermlna1~server
root 7852 260 June3s . bash
root 465452 320 June3 :00 /usr/lib/gvfs/gvfsd-network --spawner :1
root 595944 208 Jun@3 Jusr/lib/gvfs/gvfsd-dnssd --spawner :1.8
postgres 2692 Novol /usrﬂl1b/postaresql/ll/bln/postgres -D /
postgres 768 NovOl 0: postgres: /m; : checkpointer
postgres 780 Novel : postgre /main: background writer
postgres 20 NovOl 7 postgres: y : walwriter
postgres 108940 2144 NovOl postgres: y 1: autovacuum launcher
postgres 63600 1120 NovO1l s postgres: : stats collector
postgres 208816 960 Novel postgres /main: logical replication launcher
root 6960 200024 32 Octo6 Jusr/sbin, ache -k start
www-data 6961 199952 328 Octo6 : Jusr/sbin -k start
www-data 6962 200096 156 0cto6 - Jusr/sbiny e2 -k start
www-data 6963 200096 76 0ct06 0 Jusr/sbi C -k start
www-data 6964 200096 152 Jusr/sbin, 2 -k start
| 6965 200088 Jusr/sbin, -k start
6966 200096 8 Jusr/sbiny 2
8113 397384 636
8822 952 1260
9311 868
0
¢]

tk/gvfs/exec_spaw/0

DOOCODOOO
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K
=S

DOPODODOOOOD

oo
@

DPODODODDODODOOD

DOOCODOOO

o
o

/ModemManager --filter-policy=strict
Decol /u vsloﬂd -n -1NONE
Sep08 ) --socket-activation
Sep08
Sep08

DOOPODOOOOOD O

oo
(NN

o

[3fsCommit]
[}fsCommit]
[1fsSync]
Sep0s :22 fusr/sbin/haveged --Foreground --verbose=1 -w 1024
SNsl Sep08 : Jusr/libexec/rtkit-daemon

o000

@
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el o8litnl I 30 g p bawgi aS 039 CPU 51 sas 0 5Ll :%CPU
el o ooliiul I 30 gy lawgs 4 0og ababl> 5l sowo e Kbl :YoMEM
ol 08,5 el 1) g a5 Sl (5950 pb sasms Lzs :COMMAND

o9y pU b yoge b
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S oo 2l 2 poas

msf5 > ps aux | grep msfconsole
| exec: ps aux | grep msfconsole

root 31452 17.9 10.6 678780 217168 pts/1 : 0:14 ruby fusr/bin/msfconsole
root 31995 0.0 0.0 2384 700 pts/1 : 0:00 sh -c ps aux | grep msfconsole
root 31997 0.0 0.0 6144 956 pts/1 - 0:00 grep msfconsole
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ofs [1:~# top
top - 03:57:14 up 206 days, 13:32, 2 users, load average: 0.01, 0.02, 0.00
Tasks: 245 total, 1 running, 244 sleeping, 0 stopped, 0® zombie
(s): ©.5us, 0.7 sy, 0.0 ni, 98.8 1d, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st

1994.3 total, 302.0 free, 1486.6 used, 205.7 buff/cache
2044.0 total, 892.4 free, 1151.6 used. 326.2 avail Mem
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m
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TIME+ COMMAND
postgres
top

sshd
bash
systemd
kthreadd
rcu_gp

rcu_par_gp
kworker/0:0H

mm_percpu_wq
ksoftirqd/o
rcu_sched
rcu_bh
migration/0
cpuhp/0

[) [)

postgres 208948
root 9264
root 13080
root 6584
root 169768
root
root -20
root -20
root -20
root -20
root 0
root 0
root 0
root 0

0

Q

S
S
R
S
o
S
S
I
I
I
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S
I
I
S
S
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Help for Interactive Commands - procps-ng 3.3.15
window JI3i: Cumulative mode Off. h&: Delay 10.0 secs; Secure mode Off.

Global: 'Z' colors; 'B' bold; 'E'/'e' summary/task memory scale
Toggle Summary: 'l' load avg; 't' task/cpu stats; 'm' memory info
Toggle: '0' zeros; '1/2/3' cpus or numa node views; 'I' Irix mode
Fields: 'f'/'F' add/remove/order/sort; 'X' increase fixed-width

. Locate: 'L'/'&' find/again; Move sort column: '<'/'>' left/right
. Toggle: 'R' Sort; 'H' Threads; 'V' Forest view; 'J' Num justify
. Toggle: 'c' Cmd name/line; '1i' Idle; 'S' Time; 'j' Str justify

. Toggle highlights: 'x' sort field; 'y' running tasks

. Toggle: 'z' color/mono; 'b' bold/reverse (only if 'x' or 'y')

. Filter by: 'u'/'U' effective/any user; 'o0'/'0' other criteria

. Set: 'n'/'#' max tasks displayed; Show: Ctrl+'0' other filter(s)
. Toggle scroll coordinates msg for: up,down,left,right,home,end

L
R
C
X
z
u
n
C

Manipulate tasks: 'k' kill; 'r' renice

Set update interval

Write configuration file 'W'; Inspect other output 'Y’

Quit
( commands shown with '.' require a visible task display window )
Press 'h' or '?' for help with Windows,
Type 'q' or <Esc> to continue [j
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Signal  NumberDescription

st 2 This is the Inzerrupe (INT) signal. Tt is a weak kill signal that
isn't guaranteed to work, but it works in most cases.

siGrerw 15 This is the Termination (TERM) signal. Tt is the ki1l command’s
detault kill signal.

‘ Ju.sl.o.t ‘S’Lwl.».w &l sols uoLaa} SRR ""‘"‘5”‘5‘ l.o..»top )9.».»:») 3| oolau! L

o e T

g (aBgie b aS s jlred sl

oolizul Kill j5s (sl 1= g 51 ol a2ils HUG JUSeus b1y Gy S (0903 Congy 08 Lo 51

ML&JG&
kill -1 6996

oS oo ooliiu] -0 mu g 3l el Ao 1) Bllas Dygo g G (350 aBgle duad S oK



kill -9 6996

) ‘) M9 3 'al.: 9 oés.o)' oolaw klllall )93....40 )‘ M‘ﬁ"gs" Loy u.\...:‘..b ‘) Q9 3 s_i.: a ‘L’}’)A PID aS LS’)W 5o

VXN JERIS SRR R

killall -9 zombieprocess

Lg‘)}‘ )‘ = [ w‘ ASQIS )lS U"‘ Lg‘)" MLQ.’ dﬁg...n ‘) M9 3 s_i.: r(,.mtop )‘).»‘ )‘ O\)Lw‘ lJ “\*"‘9"6" Lo.,.u um

..\.uLo) O)‘9 |) Q?J.Liié)a.n Wﬁ)"d"“bﬁ"fe PIDﬁoQJ&é bK.x...lS‘tOp)sMo

L wwg g §ly il

i Gloy j el g SO sl sl sy Al a3k 8lge (B 0 (S0 08 g piea (0w 0

sl

Al o Vo el aid (o 50 1) i 31 608 bty dalip glial dad cosl (S piiic o Jlo lgie 4

b oo g3l ool LB crond gat ol giws b ojlge opl (uSgid 5o il atsls ol

3 oolawl 0,90 0ail b 5l akais <G 50 oged Ll LSS slp JOD S s, 4l lp At w5l Voers
44.'05;).@ uL.deSMlJLSA)JWLm mLmLab“;.._m 05039, 6Lm)5 Sy A.AIJ)J 6‘)4 CI‘OHd )9“.)3\))5‘50

Al ddles a3l WSeid Sleddie g0l 0,90 5l gam sla idu 0

bl oo A jeiws salaiwl 3l Sls digad ) Jgo



Time format Meaning

at 7:20pm June 25 Scheduled to run at 7:20 PM on June 25

at noon June 25 Scheduled to run at noon on June 25
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btrfs-control
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core -> /proc/kcore

cpu_dma_latency
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dvd -> sr0@
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full
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initctl -> /
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Device fileDescription

sda First SATA hard drive
sdb Second SATA hard drive
sdc Third SATA hard drive
sdd Fourth SATA hard drive

Drive Partitions b Ul
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Partition Description

sdal The first partition (1) on the first (a) SATA drive
sda2 The second (2) partition on the first (a) drive
sda3 The third (3) partition on the first (a) drive

sda4 The fourth (4) partition on the first (a) drive
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vot@kali:~# fdisk -1

Disk /dev/sda: 50 GiB, 53687091200 bytes, 104857600 sectors
Disk model: Virtual disk

Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disklabel type: dos

Disk identifier: Oxec2a3ach

Device Boot Start End Sectors Size Id Type
/dev/sdal * 2048 499711 497664 243M 83 Linux
/dev/sda2 501758 104855551 104353794 49.8G 5 Extended
/dev/sda5 501760 104855551 104353792 49.8G 8e Linux LVM
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NAME < SIZE RO TYPE MOUNTPOINT

fdo 4K disk

loopl 254.7M loop /snap/rocketchat-server/1420
loop2 91.3M loop /snap/core/8592

loop3 254.7M loop /snap/rocketchat-server/1422
loop4 91.4M loop /snap/core/8689

sda 506G disk

sdal 243M part /boot
sda2
sda5s

1K part
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unmount /dev/sdb1

J 50 a1 plpls g Unmount g coi 1) aib o cdled Jls j0 a5 alKiws il asly asg

A el axlge ez sl b oYL jsiws glyal b Lo el ol (595 1 (idigh 5 il

2951 oSsk) ) s LB Copie (i e Sl (B i Sl g 5 el GBI Gl | St el

e o0 4..3;)5.: ‘-‘,.’; L)........})...o‘ 6[3] uL._‘> 4....,49459...*;;“:94 WLHJ


https://hardware.tosinso.com/fa/tips/37354/%D8%AA%D9%81%D8%A7%D9%88%D8%AA-block-device-%D9%88-character-device-%D8%AF%D8%B1-%DA%86%DB%8C%D8%B3%D8%AA-%D8%9F
https://hardware.tosinso.com/fa/tips/37354/%D8%AA%D9%81%D8%A7%D9%88%D8%AA-block-device-%D9%88-character-device-%D8%AF%D8%B1-%DA%86%DB%8C%D8%B3%D8%AA-%D8%9F
https://hardware.tosinso.com/fa/tips/37354/%D8%AA%D9%81%D8%A7%D9%88%D8%AA-block-device-%D9%88-character-device-%D8%AF%D8%B1-%DA%86%DB%8C%D8%B3%D8%AA-%D8%9F
https://hardware.tosinso.com/fa/tips/37354/%D8%AA%D9%81%D8%A7%D9%88%D8%AA-block-device-%D9%88-character-device-%D8%AF%D8%B1-%DA%86%DB%8C%D8%B3%D8%AA-%D8%9F

29 3190 Juad

oS goad 50 Y Cod i

ol SY Gl LB L S sgm caisl anals bl o1 5l ol a8 WSeid )5 o sl g9, 3,50 5l (S

o).._’>~) \)9.‘> )O w‘ OOLJ‘ dl.cu‘ ‘)}‘ ﬁli.._@ AP U’“"‘S'“'l"‘ 9 \JALC‘-W )O as 6:.:[55 L) bg.:).a LS’LC)LL" ‘«53! LgLQ:JJlS

il 5 el sl laza b Uas aly o els wilg oo oDl oyl il a8 oS o

15 Y ol 350 0 pgY Sl iudls cplply ansl S35k slaedls 5l obs, g5l ailsi oo SY sla il

rsyslog s g yw

SYsSlog oz 0gi oo ooliul WSeid 18 SY el slp wod oo aslis Syslogd el b aS cagpw S

il oo Ggliie WS g calise slagyje j0 a5 8 ls 3939 WS eid o Syslog-ng 4 rsyslog asle calise

Wl Sglas wa by (i 0lse (F y0 (g aS e e 0K, alive Ll g (nl 4z ST

rsyslogl o8 iw & g0 4 5 Debian Juleginw gosg Debian , i gwSgiad I aSol s as 45 L
coiS o0 0Ll SYSI08 ol 4y 15 S i Slesie 0,90 5| idu cpl jo b aiS o ,8

25 o5wd 3 nl Gl S on 92 g S s ;0 | aes TSYSIOG b dasi e oS gla J oS Tzl o

FOLLINNFEN

locate rsyslog


https://www.kali.org/

root@kali:~# locate rsyslog
/etc/rsyslog.conf
/etc/rsyslog.d
/etc/init.d/rsyslog
/etc/logcheck/ignore.d.server/rsyslog
/etc/logrotate.d/rsyslog

.d/Kelrsyslog

.d/K0@lrsyslog

.d/selrsyslog

.d/Selrsyslog

4.d/S01rsyslog

.d/Selrsyslog

.d/Kelrsyslog
/etc/rsyslog.d/20-ufw.conf
/etc/systemd/system/multi-user.target.wants/rsyslog.service
/usr/lib/rsyslog
/usr/lib/rsyslog/rsyslog-rotate
/usr/lib/systemd/system/rsyslog.service
/usr/1lib/x86 64-1linux-gnu/rsyslog
/usr/1lib/x86_64-linux-gnu/rsyslog/fmhash.so
/usr/lib/x86_64-linux-gnu/rsyslog/imfile.so
/usr/1ib/x86_64-linux-gnu/rsyslog/imjournal.
/usr/llb/x86 64-linux-gnu/rsyslog/imklog.so
/usr/lib/x86_64-linux-gnu/rsyslog/imkmsg.so
/usr/1ib/x86_64-linux-gnu/rsyslog/immark.so
/usr/lib/x86 64-linux-gnu/rsyslog/impstats.so
/usr/1ib/x86 64-linux-gnu/rsyslog/imptcp.so
/usr/lib/x86 64-linux-gnu/rsyslog/imtcp.so
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te e 2

module(load="1muxsock") # provides support for local system logging
module(load="1mklog") provides kernel logging support

# provides --MARK-- mes

rsyslog _ws g o  Rule

s § Sgi oo S ] Y AT (glasl pp @dly j0 0gd s wb Sledbl ax aS WS o aseie (ISYSlog o rules
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t First some standard log fil

auth,authpriv.= /var/log/auth.log

* *:auth,authpriv.none -/var/log/syslog

#cron.* /var/log/cron.log

daemon.* -/var/log/daemon. log

kern.* -/var/log/kern.log
-/var/log/lpr.log
-/var/log/mail.log
-/var/log/user.log

.info -/var/log/mail.info
.warn -/var/log/mail.warn
err /var/log/mail.err

rule ol Lol o )b sl oo 0033 1) 895 SlOSY (g s 4> 10 g (slasl pp dz a5 ol 0 aseie b o yo

adbos ) Oype 4l

facility.priority action
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debug
info
notice
warning
warn
error
err

crit
alert
emerg

panic

auth/authpriv Security/authorization messages
cron Clock daemons

daemon Other daemons

ern Kernel messages
1pr Printing system
mail Mail system
user Generic user-level messages
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mail.* /var/log/mail
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drop log rotation 1in
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# SYyS
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:~# mysql -u root -p
Enter password:
Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 49
Server version: 10.3.14-MariaDB-1 Debian buildd-unstable

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.
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Select user, host, password from mysql.user;
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Welcome to Tor Browser

You are now free to browse the Internet anonymously

Test Tor Network Settings

Search securely with DuckDuchG
What Next? You Can Help!
Tor 15 NOT all you need to browse There are many ways you can
anonymously! You may need fo help make the Tor Network faster
change some of your browsing and stronger
habits 10 ensure your identity o Run a Tor Relay Node »
stays safe p

o Volunteer Your Services »
¢ Tips On Siaying Anonymous » o Make a Donation »
e Tor Browser User Manual »

The Tor Project is @ US S01(c)3) non-profit dedicated to the research, development. and
aducation of online anonymity and privacy | earn more about The Tor Project »
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~# cat /proc/version

Linux version 4.19.0-kali3-amd64 (devel@kali.org) (gcc version 8.2.0 (Debian 8.2
.0-16)) #1 SMP Debian 4.19.20-1kalil (2019-02-14)
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kali >sysctl -a | less
dev.cdrom.autoclose = 1
dev.cdrom.autoeject = 0
dev.cdrom.check media =0

dev.cdrom.debug = 0
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# sysctl -a | less | grep 1pv4.1p
_default_ttl
.1p dynaddr =
.1p early demux =
4.1p forward = O
/4.1p_torward_update_priority =
4.1p forward use pmtu =0
.1p_local _port_range = 32768 60999
.1p_local_reserved_ports =
.1p_no_pmtu_disc = O
.1p_nonlocal_bind =
.ip_unprivileged port start = 1024
.1pfrag_high_thresh = 4194304
.1ipfrag low thresh = 3145728
4.1pfrag_max _dist = 64
.ipfrag_secret_interval =
.1pfrag_time = 30

055 oo Lo ] p0ges Jld b aS wisl co J5,5 51 s yel )l el oy mseinn S5 50,8 05 L YL pgal jo a5 isu
Jié e mo 4 aS Conl yao ol pelb ol Gl 2,8 Liew ylade eudo slxil |, Packet Forwarding LG

aBbes bl cnl Gog

HoeS g0 ool 5 jgiws Sl jslate (pl (gl A8 st SO el )l cpl jlade Wb S cpl (0ged Jb ol
sysctl -w net.ipv4.ip_forward = 1

ot 342300 plol SYSCEL j5us s 457 STt 00 )5 0 )il ()T 4y oo (i (2l )0 o5 jshailen ol ils 4z

I, /etc/sysctl.conf Ll b Lus da b o9 ol lp .,y amplys o 5l piasw saze g3l ol

wles Bi> |y netipv4ip_forward = 1 Ls glonl ;o 0490 # Codle g 00905 inlpg

Fy sl Josle <o pue

ijjf 3oolazwl b g, 5l Y D0 0929 S sl Jgile Co e gl isee looly S sid o folepionn (o

.asb o modprobe ;leslaial S by, g 009 ol INSert module caases a5 insmod ol jgiws 5



J))S K9y » IR W) —eas Lgl.b JS)LA u&)?—o—) u..w.».l Lg‘)" as ML)GA lnsmOd AL g0 g.)‘)a...wé )‘ é.: ISIIlOd )93.,.0&

:oyiuﬁoo&;ulolj

Size

65536

36864

24576

nf_conntrack netlink 49152
xfrm_user 40960
xfrm_algo 16384
br_netfilter 24576
overlay 126976
bluetooth 643072
drbg 28672
ans1i_cprng 16384
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root@kali:
filename:
alias:
license:
version:

description:

author:
srcversion:
depends:
retpoline:
intree:
name:
vermagic:
parm:

parm:

# modinfo bluetooth
/lib/modules/4.19.0-kali3-amd64/kernel/net/bluetooth/bluetooth.
net-pf-31

GPL

2.22

Bluetooth Core ver 2.22

Marcel Holtmann <marcel@holtmann.org>

1C4A82907AADB971918D7AB

rfkill,ecdh _generic,crcl6
Y

Y

bluetooth

4.19.0-kali3-amd64 SMP mod unload modversions

disable esco:Disable eSCO connection creation (bool)
disable ertm:Disable enhanced retransmission mode (bool)
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Field Time unit Representation

1 Minute 0-59

2 Hour 0-23

3 Dayofthe month 1-31

+ Month 1-12

5 Dayofthe week  0-7
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M H DOM MON DOW USER COMMAND
302 * * 1-5 root /root/myscanningscript
SSle TOOt & jle crax U aiigs slag, ,S0lo 0-) sue el Slo ¥ osae wdds [Slo ¥ sae YU Jlw o

Ojs.nw)iu;‘l.aN)‘bwugw‘&yoyd‘)ibsw‘owwo)ubgﬁ)%jﬁwww

e [l ole 2 drex U diiigs slo)g, den o las

g 31 0les o Las ol s ogdle asled |21 =€ mugw LTy crontab gius ols o L crontab ilyg ol

towles eolawl crontab ilpg ly 25

nano /etc/crontab



#

SHELL=/bin/sh
PATH=/usr/local/sbin

OR sun,mon, tue,wed, th

uted
eport /etc/cron.hourly

test -x fusr/sbin/anacron || ( c¢d / && run-parts --report /etc/cron.daily )
test -x fusr/sbin/anacron || ( cd / && run-parts --report /etc/cron.weekly )
test -x /usr/sbin/anacron || ( cd / && run-parts --report /etc/cron.monthly )
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<+ Y ** .+ backup /bin/systembackup.sh
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